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COVER FOCUS 

Mobile Tips & Advice 

It's no secret that mobile workers present unique 
challenges when it comes to backups, security, 
and remote connections. Here are some tips and 
tricks to boost your enterprise's mobile strategy 
(and make your mobile employees happier). 
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Mobile Devices For The Enterprise 5 

Simplifying Remote Connections 6 

Tightening Mobile Security 6 



How Things Work 

Ever wonder how 
some key data 
center products and 
technologies wor^?^ 
We talked with 
industry experts^x^ 
give you a better 
understandjqcj^/'^^ 
See page 



TECH & TRENDS 

■ Old buildings can put a damper on data center 
operations. However, there are ways to overcome 
many of the problems encountered in aging 
facilities page 1 

■ Disasters are affecting SMEs across the country. 
That's why it pays to have a disaster recovery pro- 
gram in place and know it works page 34 

■ Government and industry are turning to new hard- 
ware-efficiency standards to handle incessant demand 
for IT services, with the EPA leading the way under the 
umbrella of its Energy Star program page 36 

■ The days of paper as a primary records storage 
medium are numbered. Yet, when transitioning 
to digital paperless systems, the archival and 
retention of records are critical policies that are often 
overlooked page 36 

■ As cloud-based computing infrastructure 

continues to expand its influence, IT managers are 
challenged to build a realistic roadmap for 
implementing it page 38 

NEWS 

■ In an effort to strengthen national cybersecurity, a 

new taskforce is being formed that would establish metrics 
for the effectiveness of cybersecurity efforts page 2 

■ The House Energy and Commerce Committee has 
given its stamp of approval to a bill designed to make the 
use of P2P file-sharing programs safer and more 
transparent page 3 

■ The European Commission has approved Microsoft's 
proposal to offer European consumers a ballot screen 
that would offer them a choice of browsers in Windows 
operating systems page 3 

■ Most Internet traffic today has moved to a small 
number of large hosting, cloud, and content providers, 
according to a new study page 3 



Mobile 
Backup Tips 




Keep A Mobile Strategy Strong 
By Ensuring That Data 
Gets Backed Up Properly 



by Elizabeth Millard 
• • • 

Mobility has allowed remote 
workers to be more efficient than 
ever, but all those gains could be 
wiped out if a proper backup strategy 
isn't in place, leading to user frustra- 
tion, more IT time and effort, and lost 
data. Here are some tips for making sure 
a mobile deployment includes strong 
backup strategies. 

Don't Rely On Users 

As with desktop data backup, data center 
managers shouldn't rely on individual users to 
follow storage procedures, even if the steps are 
made as simple as possible. With mobile users, 
depending on users can be even more problematic, 
notes Chris Winter, director of CDP product man- 
agement for SonicWALL (www.sonicwall.com), a 
maker of backup and security products. 
"The user may be on a business trip out of the office 
for days, if not weeks, yet still updating data and files 
on the mobile device," he says. "Asking these users to 
do backups when they're suffering from 
jetlag or long days of travel is very prone 
to noncompliance." 

In worst-case scenarios, disgruntled 
employees may deliberately destroy or 
delete data to avoid having it backed up or 
for other reasons, Winter adds. 

The only way to ensure that all devices 
are backed up safely is to take responsibility 
Go to Page 4 




Key Points 



Use consolidation tools to boost the 
automation in backup procedures. 
Consider cloud computing strategies 
for centralized storage. 
Backup mobile devices to a second 
location in case the first backup fails. 



This Old 
Data Center 

Overcome Problems 
In Aging Facilities 

by Sue Hildreth 

When the Bryant Building, a 26-story 
office tower at 1102 Grand in Kansas City, 
Mo., first opened its doors in 1932, it fea- 
tured polished brass doors, marble walls, 
six elevators, and radiators with steam heat- 
ing piped in from the city's steam plant. 

Four years ago, the historic building had 
a second grand opening. It still has marble 
walls and brass doors, but the radiators 
have been been replaced by an energy- 
efficient heat reclamation system that recy- 
cles hot water from the two data center 
cooling towers. It also features a 13,200- 
volt 3-phase power capacity, a 2,000kVA 
standby generator, a fiber vault system for 
redundant fiber paths, and two riser shafts 



Key Points 



IT facility planning and design experts say 
they have encountered all manner of diffi- 
culties when working with older buildings, 
from weak floors and inadequate power to 
particulate contaminants left over from old 
manufacturing operations. 
Older floors typically weren't designed to 
handle heavy server and storage racks. 
Power is an important consideration; be 
sure to ask the local utility whether it can 
bring in an additional power feed. 



made from two of the former elevator 
shafts that distribute Internet and power up 
to all of the floors. It also offers tenants a 
colocation cage and a building monitoring 
network to remotely manage tenant HVAC 
equipment. In short, the old building has 
become a mecca for high-technology firms 
that want the ultimate in Internet band- 
width, emergency electrical backup, and 
plenty of cooling capacity. 

"We basically reinvented the building," 
says Darren Bonantz, co-owner of 1102 
Grand. "We've got a whole new class of 
customers coming in." Although few build- 
ings experience the sort of massive 
makeover that the Bryant Building has, it is 
nonetheless a model for what can be done 
to make an old office building meet the 
needs of a modern data center. 

IT facility planning and design experts say 
they have encountered all manner of dif- 
ficulties when working with older buildings, 
from weak floors and inadequate power 
to particulate contaminants left over from 
old manufacturing operations. For IT man- 
agers considering, or already in, a pre- 1990 
Go to Page 4 
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TECH & TRENDS 

■ As virtualization adoption steps up, newer applica- 
tions to the market give enterprises even more access to 
the cost savings page 40 

■ Depending on your level of expertise, the learning 
experience you're seeking, the licenses and contracts 
your company has, and your definition of "expensive," 
you can obtain advanced IT training at almost any price 
point you want page 41 

■ Buying recycled tapes, and selling tapes to a quali- 
fied recycler, can save a company considerable money. 
But it pays to check the recycling process that the ven- 
dor uses page 42 

TIPS & HOW TO 

■ No one disputes that enterprises need failover sites; 

the question is how to best set one up page 30 

■ Practice makes perfect in most cases. But when it 
comes to a data center budget, you can replace prac- 
tice with planning. Budgeting for a data center requires a 
lot of careful preparation and investigation page 30 

■ There are ways to unlock the inner mysteries of 
Windows error messages and, most importantly, what 
to do about them page 32 

■ Administrators need to become skilled at ensuring 
antivirus and antispam servers are managed for maxi- 
mum effectiveness page 32 

COMPANIES 

■ Para Systems provides the UPSes and other power 
management products that data center managers use 
to ensure themselves against power outages, surges, 
and brownouts page 22 

■ KVM switches have traditionally been about control- 
ling systems with a single set of basic peripherals, but 
Adder has evolved its offerings to meet changing 
requirements page 44 

■ Kaseya provides IT automation software for service 
providers, enterprises, government agencies, hospitals, 
and other organizations page 45 

PRODUCTS 

■ Venyu's Virtual Disaster Recovery service provides 
greater flexibility for business continuity page 18 

■ For data centers looking for a more practical, eco- 
nomical, and understandable fire suppression solution, 
Fike's ECARO-25 Superior Clean Agent Fire Suppres- 
sion System will easily fit the bill page 20 

■ ICANN uses AEP Networks Keyper to generate, 
store, and sign keys for the root of the DNS ....page 28 

■ Wholesale Electric knew that to maintain high avail- 
ability, it had to upgrade its storage solution. With 

the help of its reseller partner, Wholesale Electric 
was able to put together a complete storage virtual- 
ization solution page 28 



News 



I Nortel To Sell GSM Business 

Having filed for bankruptcy protection in 
January, beleaguered telecommunications 
company Nortel is now looking to sell its GSM 
business assets and patents, including connec- 
tions to more than 100 mobile operators in 65 
countries. Ericsson has already purchased 
Nortel's CDMA and LTE divisions, while Avaya 
bought its Enterprise Solutions unit for about 
$900 million. Companies interested in purchas- 
ing the GSM division are required to bid by 
Nov. 5, though it is uncertain which companies 
may be interested. Experts believe Nortel's 
GSM unit will sell for less than $1.13 billion. 




I DHS To Attempt To Hire 
1,000 Security Experts 

In an effort to strengthen its cybersecurity work, 
the U.S. Office of Personnel Management, 
along with the U.S. Office of Management and 
Budget, agreed to allow the Department of 
Homeland Security to hire up to 1 ,000 security 
experts over the next three years. However, 
the individuals needed — those who can handle 
intrusion analysis, malware reverse engineer- 
ing, security auditing, forensics, and other 
tasks— may not be available for hire, as ana- 
lysts believe there aren't enough security pro- 
fessionals to go around. Still, the hiring of addi- 
tional security experts will enable the DHS to 
offer greater protection from security threats. 



I Eolas Sues Major Companies 
For Patent Infringement 

Controversial Internet technology provider Eolas, 
which has won several patent disputes against 
Microsoft, has now filed suit against a raft of 
other major companies. The suit, which builds on 
the case the company won against Microsoft, 
alleges that the accused companies infringed on 
patents Eolas holds concerning "fully interactive 
embedded applications" that use plug-ins and 
AJAX Web programming. If the patents are 
upheld, Eolas will have a claim on nearly all sites 
with interactive applications. Among the 22 com- 
panies named in the suit are tech firms Adobe, 
Apple, Google, Sun Microsystems, and Yahoo!, 
in addition to companies outside the industry, 
such as PepsiCo, Blockbuster, and Citigroup. 

I Government Forms 

New Cybersecurity Task force 

In an effort to strengthen national cyber security, 
Federal Chief Information Officer Vivek Kundra, 
along with Department of Justice CIO Vance 
Hitch and Navy CIO Robert Carey, announced 
the formation of a new task force that would 
establish new metrics for the effectiveness of 
cybersecurity efforts. Formed of personnel drawn 
from both federal and private sector organiza- 
tions, the task force is expected to spend time 
reworking the metrics of the Federal Information 
Security Management Act, which has come 
under fire recently for having inadequate perfor- 
mance measurement standards, to better focus 
on outcomes rather than compliance. 

I Virginia Resident Sentenced 
For Online Threats 

Allen Leon Sammons, a 28-year-old resident 
of Oakwood, Va., was sentenced in late Sep- 
tember to four years in federal prison for us- 
ing social networking site LiveJournal.com to 
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information provides a quick glimpse of current and historical stock 
is and trends for 14 major companies in the technology market. 
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$15.90 
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Cisco Systems 
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Dell 
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HP 
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IBM 


IBM 
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$117.90 


$127.98 
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INTC 
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Microsoft 
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Oracle 
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Red Hat Software 
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$12.97 


$26.97 


$28.84 


▲ 6.93% 


Sun Microsystems 


JAVA 


$5.58 


$9.04 


$9.17 


▲ 1 .44% 


Symantec 


SYMC 


$15.28 


$15.88 


$16.71 


A 5.23% 



threaten school shootings around the United 
States. In June, Sammons plead guilty to five 
counts of sending threats across state lines, 
according to the Department of Justice. In his 
email and message postings on LiveJournal, 
Sammons expressed his dislike for students 
whose parents pay their way through school 
and voiced frustration with his own money trou- 
bles and the university system in general. The 
messages eventually turned dark, with threats 
of violence against Rice University in Houston 
in particular and against users of LiveJournal. 

I New Job For HP Channel Chief 

HP announced that it has promoted Adrian 
Jones, its former Americas channel chief, to run 
its Enterprise Storage and Servers business in 
Asia-Pacific and Japan. One of Jones' primary 
jobs will be to integrate HP's ProCurve-led net- 
working business into the Enterprise Storage 
division. Jones is the third significant move for 
HP in recent weeks; Randal Runk, senior vice 
president of U.S. sales for the company's Tech- 
nology Solutions Group, will now focus on 250 
higher-end accounts rather than all U.S. sales, 
and Rudi Schmickl, general manager of ESS in 
the Americas, will now focus more on OEM sales. 

I September Browser Market Share 
Figures Released 

According to the latest figures from Net Appli- 
cations, Google's Chrome and Mozilla's Firefox 
saw increases in market share in September, 
while Internet Explorer dropped 1 .3%. Over the 
past year, lE's market share has dropped 8.5%, 
with 2.6% coming in the past three months. 
Chrome jumped 0.3% to move beyond the 3% 
market share, and over the past three months, 
Chrome's market share increased by almost a 
full percentage point. As for Firefox, Mozilla saw 
a gain of 0.8%, which is the largest single-month 
gain since November 2008. 

I DuPont Scientist Charged 
With Stealing Company Docs 

Former DuPont USA research scientist Hong 
Meng, a Chinese national who holds permanent 
U.S. residence, was charged early this month 
with federal criminal charges of attempting to 
steal corporate secrets from the company. Re- 
portedly, Meng accessed a protected company 
computer and downloaded documents related to 
the OLED technology that DuPont has spent mil- 
lions on researching over the past 17 years to a 
USB drive he allegedly transferred to a home 
computer. DuPont charges that Meng planned to 
work with Peking University, which is said to be 
working on competing OLED technology, to com- 
mercialize OLED products. Allegedly, after being 
denied permission to transfer files to a system at 
DuPont China, where Meng hoped to transfer, he 
copied about 600 files anyway— 550 of which 
were discovered on a home computer that Du- 
Pont searched with Meng's permission. 



NOTE: This information is meant for reference only and should not be used as a basis for buy/sell decisions. 
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I Trojan Clears Bank Accounts 

Finjan Software announced that it has uncovered 
a new Trojan that has advanced capabilities. Not 
only does the malware empty bank accounts, but 
it also misleads investigators into thinking the 
money is going somewhere other than where it's 
actually going. Additionally, victims often aren't 
aware their money has been stolen because the 
Trojan is also able to rewrite bank pages. The 
URLzone Trojan also lets cyber-criminals decide 
what percentage of the account balance to pock- 
et using a highly developed interface. 

I House Committee 
Opposes Harm Threshold 

A provision known as the "harm threshold" in 
a healthcare breach notification bill is getting 
opposition from members of the House Com- 
mittee on Energy and Commerce. The provision, 
which is part of an HHS (Health and Human 
Services) bill obligating an announcement of a 
breach in unsecured health information, lets the 
healthcare companies decide whether or not 
they should divulge a data breach. The health- 
care companies are required to reveal the 
data breach only if they believe the breach 
will damage the finances or reputation of the 
individuals whose information was leaked. Mem- 
bers of the House committee, through a letter, 
have requested that HHS Secretary Kathleen 
Sebelius repeal or revise the provision. 

I Heartland Payment Systems Sued 
Over Data Breach 

Heartland Payment Systems, now famous for a 
massive data breach it disclosed at the begin- 
ning of this year, is the defendant in a new law- 
suit that consolidates 16 separate class-action 
lawsuits alleging that Heartland was negligent in 
protecting consumer data, that it failed to notify 
customers of the data breach in a timely man- 
ner, and that the company has not made any 
move to compensate customers for costs in- 
curred in subsequently pursuing identity fraud 
protection. The suit also alleges that the compa- 
ny either intentionally or accidentally misrepre- 
sented facts about the controls it had in place to 
protect card data. The Heartland data breach is 
believed to be the largest in U.S. history. 

I Samsung Expects 
Increase In Q3 Earnings 

Samsung Electronics has 
announced its preliminary third- 
quarter sales, predicting an 
increase of $30.8 billion, up 19% 
compared to Q2. Definitive fig- 
ures have yet to be released; 
however, it's expected that the 
revenue boost will be attributed 
to higher price tags placed on 
memory chips and LCD screens, some analysts 
say. According to reports from Credit Suisse, 
the cost of DRAM and 1GB DDR2 chips in- 
creased by 90% from the second to the third 
quarter. Experts expect that fourth-quarter earn- 
ings will most likely drop as LCD prices drop. 

I House Committee Passes P2P Bill 

The House Energy and Commerce Committee 
has given its stamp of approval to a bill designed 
to make the use of P2P file-sharing programs 
safer and more transparent. The bill, known as 
the Informed P2P User Act, would require P2P 
software makers to give users more detailed 
information about the types of files being shared 
on the system. Users must also provide their 
consent to the sharing, as the bill makes it illegal 
for P2P developers to include software that caus- 
es files to be shared inadvertently without the 
user's knowledge. The bill was introduced in 
March by Rep. Mary Bono Mack of California. 

I Microsoft, EU Close To Agreement 
On Antitrust Case 

The European Commission has approved Mi- 
crosoft's proposal to offer European consumers 




a ballot screen that would offer them a choice 
of browsers in Windows operating systems. 
The approval is a sign that the commission and 
Microsoft are near a final settlement on an 
antitrust case that began about a decade ago. 
As part of the settlement, Microsoft also says it 
will provide rivals with interoperability informa- 
tion so they can make products designed to 
work with Windows. Information on this latest 
settlement offer will now be distributed to sev- 
eral third parties for comments. 

I Online Payroll Service Hacked 

The payroll processor PayChoice has con- 
firmed that its system was hacked Sept. 23. 
The company says hackers broke into the site 
and stole customers' personal information and 
then sent a believable email to customers, 
directing them to download a Web browser 
plug-in so they could continue using the online 
service. Users who followed instructions to 
download the plug-in got infected with a Trojan 
virus that stole usernames and passwords. As 
the investigation continues, it is not yet known 
how many customers were affected or whether 
other information besides just usernames and 
passwords was stolen. 

I Study: Internet Traffic 
Concentrated On "Hyper-Giants" 

Most Internet traffic today has moved to a small 
number of large hosting, cloud, and content 
providers, according to a new study by Arbor 
Networks, Merit Network, and the University of 
Michigan. As a result, 30 companies— so- 
called "hyper-giants," including Google, Micro- 
soft, and Facebook— now generate 30% of all 
Internet traffic. "Over the course of the last five 
years, we've witnessed the start of an equally 
dramatic shift in the fundamental business of 
the Internet," says Craig Labovitz, Arbor Net- 
works' chief scientist. Other key findings show 
that the majority of Internet traffic flows be- 
tween large content providers, data cen- 
ter/content delivery networks, and consumer 
networks and that service providers are 
expanding their offerings to include triple play, 
managed security, and other such services. 

I FCC Investigates Google Voice 

The Federal Communications Commission 
has decided to launch an inquiry into the 
Google Voice service after AT&T filed a com- 
plaint. In September, AT&T complained to the 
FCC that Google Voice blocks calls to some 
rural areas in direct violation of telecommuni- 
cations laws. Google admits its service blocks 
those calls but contends that it's not subject 
to the same rules as phone companies. The 
FCC has asked Google to supply information 
related to how the Google Voice service 
works in terms of routing calls and the com- 
pany's current and future plans for the service. 

I Department Of Justice 
Begins IBM Antitrust Probe 

IBM is up against antitrust claims and a pre- 
liminary investigation by the U.S. Department 
of Justice. The CCIA (Computer and Commun- 
ications Industry Association) issued a com- 
plaint against IBM, claiming that the company 
has abused its monopoly of the mainframe 
computer market by not allowing competitors to 
license IBM software and blocking competition 
by selling its operating system along with its 
mainframe hardware. Although the DoJ will not 
comment on the case, Ed Black, CEO of the 
CCIA, says IBM has exploited its mainframe OS 
monopoly in order to keep its customers "locked 
in" to its mainframe platform. Members of the 
CCIA include Microsoft and Oracle. 

I Brocade Puts Itself Up For Sale 

Network equipment maker Brocade has put 
itself up for sale, according to a report from The 
Wall Street Journal. Citing unnamed sources, 
the Journal reported that HP and possibly Ora- 
cle are two companies that may be considering 




an acquisition. HP is seen as the most likely 
buyer, because the deal would help HP fill gaps 
in its networking and storage portfolios. The 
report said the process is still in its early stages, 
however, and no deal is imminent. Brocade, 
which sells routers, switches, and software to 
help companies manage data storage networks, 
is valued at $3.2 billion and posted $1 .5 billion in 
revenue last year, although the company report- 
ed losses totaling $21 million for Q3 2009. 

I Cisco To Buy 
Mobile Network 
Company 

Cisco announced 
its plans to buy 
Starent Networks 
for $2.9 billion, or 
$35 per share. 
Starent makes IP-based mobile infrastructure 
products that help Internet service providers to 
easily scale their infrastructures. Cisco CEO 
John Chambers says the purchase will help 
Cisco's service provider customers improve 
their mobile Internet offerings. The acquisition 
has already been approved by both companies' 
boards of directors and is expected to close 
during the first half of next year. 

I Intel Revenues Better Than Expected 

According to its fiscal Q3 numbers, chip giant 
Intel is doing better than expected. The firm 
earned $9.4 billion in revenue in Q3, up $1 .4 
billion from fiscal Q2, which marks its strongest 
sequential revenue growth in 30 years. Despite 
the positive signs, Intel still fell about 8% shy of 
the sales seen in Q3 2008. Intel CEO Paul 
Otellini expects global PC unit shipments to 
match or slightly beat those in 2008, which is a 
significantly brighter outlook than analysts were 
predicting earlier in the year. Research firm 
iSuppli isn't as optimistic, however, projecting a 
4% year-over-year decline in global PC ship- 
ments. Intel reported consistent enterprise 
server sales but sluggish enterprise client PCs 
sales, which Microsoft's Windows 7 launch 
may improve. 

I The CIA Implements Cloud Computing 

The Central Intelligence Agency is turning to 
cloud computing in an effort to update its IT 
environments to meet new challenges. Ac- 
cording to the CIA's deputy CIO Jill Tummler 
Singer, who was speaking at Sys-Con Media's 
GovIT Expo conference, cloud computing 
shows the potential to improve security and 
enable system admins to more quickly deploy 
patches and address problems as they arise. 
Building an internal cloud also enables the CIA 
to focus on installing intrusion detection and 
breach prevention technologies on the perime- 
ter to secure the network against Internet- 
borne attacks. The CIA uses a combination of 
Web-based applications, thin clients, and visu- 
alized storage to protect against equipment 
theft and physical breaches. Research firm 
Input predicts that federal cloud-related spend- 
ing will grow from $363 million this year to $1 .2 
billion by 2014, but concerns about security 
and loss of data control still represent barriers 
to adoption for many firms. 

I Google, Apple Sever Another Board Tie 

Arthur Levinson, a former CEO of Genentech, 
has resigned from Google's board of directors 
in the midst of a federal antitrust investigation 
into the close ties between Google's and 
Apple's boards. Levinson, who is a member of 
Apple's board, had been on Google's board 
since 2004. The FTC launched an investigation 
into the companies' board ties last spring to 
determine whether Google and Apple had vio- 
lated antitrust laws by sharing directors. 
Levinson's departure should bring an end to 
the FTC's investigation, as he was the last 
executive with links to both companies to sit on 
Google's board. Google CEO Eric Schmidt 
resigned from Apple's board in August. 
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Are you looking to learn more about data center 
or IT topics? Network with some of your peers? 

Consider joining a group of data center 
professionals. If you have an event you'd like 
listed, please send an email to 
feedback® processor.com. 



- OCTOBER - 

ISSA Des Moines 
Oct. 26, 11:30 a.m. 
1401 50th St., Suite 200 
West Des Moines, Iowa 



AITP Akron 
Oct. 27 
www.akron-aitp.org 



AITP California Southland 

Oct. 28 
www.aitpcalsouthland.org 



ISSA Baltimore 
Oct. 28, 4:30 p.m. 
Sparta Inc. 
7110 Samuel Morse Drive, Suite 200 
Columbia, Md. 
www.issa-balt.org 



Greater Kansas City AFCOM 
Oct. 29 
Cerner Corp. 
3200 N. Rockcreek Parkway 

Kansas City, Mo. 
www.greaterkc-afcom.com 



Information Security Summit 
Oct. 29-30 
Corporate College East 
4400 Richmond Road 
Warrensville Heights, Ohio 
www.informationsecuritysummit.org 



Tech Execs Network | CIO Panel Forum 
Oct. 29, 9:30 a.m. 
Civica Office Commons 
Bellevue, Wash, 
www.techexecs. net/seattle. htm 



ISSA Northeast Ohio 
Oct. 31 
Security Summit 
neoissa.org 

- NOVEMBER - 

ISSA New England 

Nov. 5 
www.issa-ne.org 

AFCOM St. Louis "Gateway" Chapter 
Nov. 10 

Schneider Electric Technology Center 
807 Corporate Centre Drive 
O'Fallon, Mo. 
www.afcom.com/afcomnew/stlouis.html 



AITP Garden State 
Nov. 10 

www.aitp.org/organization/chapters 
/chapterhome.jsp?chapter=21 



PASS Wisconsin SQL Server User Group 
Nov. 10 
Green Bay, Wis. 
wisconsin.sqlpass.org 



AFCOM New England 

Nov. 1 1 
afcomnewengland.org 



AFCOM Central Ohio 
Nov. 11, 11:30 a.m. 
Columbus, Ohio 
www.afcomcentralohio.org 



AITP-Central Idaho 
Nov. 11, 11:45 a.m. 
Owyhee Plaza Hotel 
1109 Main St. 
Boise, Idaho 
www.boisestate.edu/dpma/dpmaci/centida.html 



AITP Washington, D.C. 
Nov. 12, 6:30 p.m. 
Alfio's Restaurant 
4515 Willard Ave. 
Chevy Chase, Md. 
aitpwashdc.ning.com 

Metro Atlanta ISSA 2009 Annual Security 
Conference 
"Magnify Your Security" 
Nov. 1 1 

Loudermilk Center, 40 Courtland St. 

Atlanta, Ga. 
www.gaissa.org/conference/index.htm 



For more Upcoming IT Events, see page 5. 
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Continued from Page 1 
out of the hands of the individuals and into 
the domain of a backup solution that is 
transparent to the user, is driven by polices 
set by the data center manager, and runs 
automatically whenever the device is con- 
nected to the local network. Winter notes, 
"In particular, this means that the currently 
pervasive method of doing backups once a 



day — usually in the evening — to a tape 
device attached to a single server is no 
longer acceptable." 

Use Configuration Management Tools 

According to Grant Ho, senior solutions 
manager for endpoint management solu- 
tions at Novell (www.novell.com), change 
and configuration management tools can be 
helpful for creating policies that specify the 
data that can be automatically backed up. 

He notes that this ensures that mission- 
critical information is copied and backed 
up on the network, which minimizes that 
risk of data loss if the end point is ever 
at risk. 



Continued from Page 1 
facility, here are the common problems and 
how to deal with them. 

Concerns Above & Below 

In precomputer-era office buildings, 
8- and 9-foot ceilings are fairly common, 
which isn't enough to accommodate a 
3-foot raised data center floor. "Head 
height can be a major impediment to 
effective cooling with traditional raised 
floor systems, and that hampers your abili- 
ty to increase your cooling capacity and 
server density," says Paul Jacobson, prin- 
cipal at Reliable Resources (www.relres 
.com), a data center planning and design 
company. Instead, consider in-row cooling 
or plan a lower-density environment that 
is spread out over a greater area. 

Older floors typically weren't designed to 
handle heavy server and storage racks. So 
you may want a structural engineer to eval- 
uate the load-bearing capacity of the floor 
before you roll in your 2,000-pound rack. 

"Most buildings are one third or one 
half of the capacity we need," says 
Michael Petrino, vice president for PTS 
Data Center solutions (www.ptsdcs.com). 
"We may need 250 pounds per square 
foot, whereas the floor may be rated for 
100 pounds per square foot." He suggests 
adding a reinforced under-floor, dispersing 
the weight to ensure no one area is too 
heavy, or putting a lower weight limit on 
the racks so they don't get overloaded. 

Likewise, elevators may not be able to 
handle heavy data center loads, making it 
difficult to move equipment up to higher 
floors. Hank Seader, principal consultant 
at Uptime Institute Professional Services 
(professionalservices.uptimeinstitute 
.com), which does data center planning, 
design, and evaluation, recalls one inci- 
dent where moving in equipment required 



"What makes these change and configu- 
ration management tools particularly valu- 
able is that these backup policies are easy 
to create, can be automatically deployed 
on an end point, and happen behind the 
scenes, ultimately saving time for the IT 
administrator in backing up important data 
and minimizing risk that it may not be 
done at all," Ho says. 



Automation is particularly important 
for mobile devices because they don't 
have a fixed schedule for attaching to the 
network or even for powering on. A mo- 
bile backup solution must recognize when 
it does connect, and established policies 
can automatically back up the device 
without administrator intervention. 

Consider Cloud Computing 

Any backup solution needs to be stable, 
redundant, and centralized, with trans- 
parency of synchronization to the mobile 
device, notes Steve Kolbe, president and 
CEO of managed consulting firm Analy- 
SYS (www.analysys.net). 



special handling of an old elevator. "We 
needed to lift transformers and a UPS sys- 
tem up a few floors. So they called the ele- 
vator's manufacturer in, after hours, to run 
the elevator remotely, because they 
weren't [sure] if it could handle the maxi- 
mum capacity," says Seader. 

In cases where the elevator is inade- 
quate for the load, one option is to disman- 
tle the equipment and take it up in several 



runs. A crane might also do the job, if the 
unit can fit through a window. 

Power, Cooling 

& Bandwidth Considerations 

Cooling equipment requires extra room, 
and too often, a data center operator finds 
that no one thought of that when allocating 
space, or someone assigned an area that 
can't handle the load or is otherwise inad- 
equate. When moving into an old facility, 



Toward that end, the use of cloud com- 
puting strategies can be useful for bringing 
office servers to mobile devices, he says: 
"Through the use of VPN, SSL VPN, RPC 
connections, terminal services, and Web- 
based applications, it's possible for any 
mobile device to utilize the computing 
power of a remote machine, which also 
offers the built-in benefit of centralized 
storage and backup solutions." 

Many analysts predict that cloud com- 
puting will get even more adoption in the 
coming year, thanks to companies such as 
Google offering free programs. Cloud 
computing began during the mid-1990s, 
but with the ubiquity of mobile devices 
and the growth of netbooks, it's likely that 
the strategy will finally begin to catch on 
in a widespread way soon. Tapping into 
cloud computing tactics now could benefit 
data centers in the long term. 

Replicate The Backup 

Mobile devices are no different from 
desktops in terms of data protection and 
availability, notes Winter. They all need 
some type of protection against data loss, 
disk drive failure, or device loss. This 
means the backed up data should be repli- 
cated to a second, geographically separate 
location, he says. 

Replacing a failed disk drive and recov- 
ering the OS, applications, configurations, 
and preferences takes the same amount of 
time on a desktop as on a mobile device — 
usually two to three days to be completely 
recovered. Having backups in two differ- 
ent locations can be a good insurance poli- 
cy against longer recovery times. 

IT managers often don't take into con- 
sideration the impact that a damaged 



check if there is space for your water- 
cooled units. Also look into the available 
water capacity. Seader notes that a con- 
temporary data center might need upwards 
of a couple hundred thousand gallons a 
day for chilled water cooling — as much as 
100 times what was anticipated in the 
original building design. Switching to a 
refrigeration-based cooling system such 
as a direct expansion, or split system cool- 
ing, is a viable alternative if such signifi- 
cant amounts of water or appropriately 
sized distribution systems are unavailable, 
says Seader. 



a Tier 2 provider, it's a 
dead end. Seader notes 
that even urban areas have 
Internet dead zones. Like- 
wise, being rural doesn't 
always mean no bandwidth. 
Towns located along hub- 
to-hub links, such as a 
Chicago-to-Denver line, for 
instance, have fat pipes. 

Covenants. The fine print 
attached to your lease may 
hold a bombshell. Such as, no 
heavy equipment on the roof. 
Or no noisy exhaust fans. Ask 
before you sign. 



One of the key non- structural issues in 
old facilities is the power. "A lot of exist- 
ing buildings have low voltage service," 
notes Seader. He suggests asking the local 
utility about bringing in an additional 
power feed, if they have sufficient capaci- 
ty in your area. At the Bryant Building, 
the original electrical system often broke 
down under the load. Fortunately, the 
building sits on a major power substation 
and two separate power grids, which is 



device has on the productivity and effec- 
tiveness of the user, Winter says. Two 
days of lost work could result in signifi- 
cant revenue loss for the company, so 
being able to recreate the lost or damaged 
device could be a boon for getting a user 
back on track quickly. 

"A good mobile backup solution will 
recover a failed disk drive in less than 
four hours," Winter says. "And the best 
solutions will allow the backup to be 
restored to a physically or virtually dif- 
ferent device in case of loss or complete 
failure, thus protecting against technolo- 
gy changes." 

Top Tip: Give Users 
The Ability 
To Restore Files 

Although users shouldn't be responsible for 
backing up their data on mobile devices, they 
should have the ability to restore files from 
backups when necessary without having to 
get an administrator involved, says Chris 
Winter, director of CDP product management 
for SonicWALL (www.sonicwall.com). 

"If an employee is in a different time zone, 
perhaps on the other side of the world, they 
shouldn't have to wake up a support person 
to perform such a simple activity," he says. 
"They should be able to choose from a num- 
ber of historical versions of a file depending 
on their needs." Training users on how to 
restore files should be part of any mobile 
strategy in order to save time and effort 
for administrators. 



ideal for power-hungry data centers. So 
replacing the ancient electrical system was 
well worth the trouble. 

If your data center 
requires massive 
bandwidth, it 
needs to be near 
a major backbone 
provider. 



If your data center requires massive 
bandwidth, then it needs to be near a 
major backbone provider. The Bryant 
Building, for instance, is fortunate to be 
sitting on the main metropolitan fiber ring, 
says Bonantz, making it perfect for band- 
width-hungry tenants. If your building 
isn't near a major Internet provider, you 
may not have enough bandwidth. 

Also consider that older buildings are 
more likely to have a wet sprinkler than a 
newer clean-agent or gaseous systems. 
There is nothing like water to ruin a data 
center. If a building does have a sprinkler 
system, Jacobson, of Reliable Resources, 
recommends installing an early-water- 
detection system, which can also detect 
water from leaky bathroom pipes. A dry- 
pipe preaction system that prevents the 
sprinkler from activating unless heat 
or smoke are also present is also a popu- 
lar solution. 

And if all else fails and your data center is 
stuck in a no-win building, Seader has one 
more suggestion: the cloud. "As cloud com- 
puting catches on, the components in many 
data centers will shrink," says Seader. "That 
may become a mitigating factor." 



Automation is particularly important for 
mobile devices because they don't have 
a fixed schedule for attaching to the 
network or even for powering on. 



This Old Data Center 



Work Around Or 

Although most problems in 
facility design can be over- 
come with enough money and 
ingenuity, there are a few 
cases where the only real 
solution is to walk away. Here 
are four that should send you 
heading for the door. 

Contaminants. Hank Seader, 
principal consultant at Uptime 
Institute Professional Services 
has seen industrial facilities 
where particulates of the 
materials used in the manu- 
facturing process are still 
adrift in floors, walls, and 



Walk Away? 

ceilings. Even if those par- 
ticulates aren't a threat to 
humans, they are to servers. 

Insufficient space. There 
aren't many ways to work 
around a too-small facility. 
Putting in higher-density 
servers works only if there's 
room to increase the cooling 
capacity. Lack of space will 
put the brakes on future 
growth and force a relocation 
within a couple of years. 

No backbone. If your facility 
is miles from a Tier 1 or even 



October 23, 2009 



Processor.com 



COVER FOCUS 



Mobile Devices 
For The Enterprise 

Choosing The Best Options From A Smorgasbord Of Devices & Plans Is No Easy Feat 



by Carmi Levy 

The growing shift toward mobile work is 
placing greater demands on IT to select and 
deploy mobile devices to employees at all 
levels of the organization. Strategic deci- 
sions about what to buy and who pays the 
bill can ultimately determine how success- 
ful these deployments are. Whatever 
approach you choose, one size doesn't fit 
all, and the organization's needs must be 
carefully balanced against those of its 
employees and other stakeholders. Here is a 
look at the critical steps and considerations 
needed to ensure that whatever devices your 
enterprise uses can be integrated cleanly 
into the organization's existing technology 
and support infrastructure. 

Determine The Extent 
Of Employees' Choices 

Mobile devices are increasingly becom- 
ing an integral part of employees' job per- 
formance, and it's likely they'll have opin- 
ions on which devices they prefer. Giving 
employees full or partial control over which 
devices they use can be a sticky situation, 
however, especially if you don't lay out 
some guidelines ahead of time. 

"Allowing employees to choose 
their own device lets them select 
one that fits their needs," says 
Michael Disabato, vice presi- 
dent and service director 
for Burton Group Network 
and Telecom Strategies. 
"However, the enterprise 
should publish a list of 
requirements and models they 
know support those require- 
ments so there is no guesswork 
about what is required." 

Additionally, although most enter 
prises have traditionally paid for enterprise- 
enabled mobile devices and their data 
plans, this is changing as smartphone adop- 
tion accelerates and more employees pur- 
chase their own devices or receive them as 
gifts. In many cases, they expect to be able 

Top Tip: Manage 
What You Have 

When companies give employees leeway to 
choose their own platforms and devices, the 
result is often more heterogeneous than IT 
might prefer. 

"What enterprises need to do is make sure 
all devices are managed in a consistent 
way," says Mort Rosenthal, CEO of Enter- 
prise Mobile (www.enterprisemobile.com). 
"We see what happens when companies 
try to impose a single mobility standard. 
One of our customers expected its employ- 
ees to select a single platform but ended 
up with a diverse environment." 

Although the company in this case embraced 
three separate mobile platforms and deployed 
consistent policies, processes, and service 
levels for each, the resulting higher costs 
serve as a warning to hold the line on what 
employees may select. 



to use these personal devices for work, as 
well. Mitch Berk, director of product man- 
agement with BoxTone (www.boxtone 
.com), says in today's weak economy, 
many companies are permitting — and even 
encouraging — employees to bring in their 
own devices. 

"The company gets all the productivity 
gains mobility delivers, with little of the 
cost, while satisfying employees' needs to 
remain connected at all times," says Berk. 

Disabato says that given the highly per- 
sonal nature of mobile devices, giving 
employees greater choice in this area can 
potentially improve their happiness. It's not 
a universal view, however, as others con- 
tend employee satisfaction may impose 
additional costs on the organization. 

"Companies that require their employees 
to be available while out of the office via 
voice and/or email should select and man- 
age the mobile devices for their employ- 
ees," says Dean Gabbert, vice president of 
sales and marketing for CMIT Solutions 
(www.cmitsolutions.com). "The benefits to 
the company include possible price breaks 



on volume purchases, easy warranty and 
repair procedures, and the ability to 'recy- 
cle' the phone to another user in the event of 
personnel changes." 

BoxTone' s Berk stresses the importance 
of ensuring a platform's security and sup- 
port before approving a device. "The most 
successful companies choose mobile device 
platforms that meet their security and sup- 
port requirements first and only then give 
their employees the freedom to choose 
among the devices on that platform," says 
Berk. "Any company that lets its employ- 
ees choose and then enterprise-enable 
devices from a mobile platform not yet cer- 
tified for security and support by IT does so 
at their own peril." 

Update Acceptable Use Policies 

If IT chooses to allow employees to pay 
for their own mobile devices, the depart- 
ment needs to partner with HR to ensure all 
relevant process documentation is updated. 

"If the employees pay for them, the com- 
pany should require the signing of an 
acceptable use document detailing how they 
will be managed and what the company will 
require," says Burton Group's Disabato. 
"This should include the potential for taking 
the phone for an extended period for foren- 
sics or e-discovery." 



Key Points 



Enterprise-owned devices may make sense 
for some organizations, while employee- 
owned handhelds may work better for 
others. Balance all stakeholder needs to 
understand what makes sense in your shop. 

Whatever direction the company takes, a 
solid, well-understood process and accept- 
able use framework will minimize disagree- 
ment down the road. 

Leaving too much choice in employees' 
hands can result in a wider variety of mobile 
platforms for IT to support. Because this can 
be expensive, set expectations early on to 
limit employee options. 




Consider Limiting Employee 
Choice Of Service Plans 

Although Disabato says organizations 
may wish to allow employees to choose 
their own service plans, keeping this 
function within the enterprise allows 
closer monitoring of usage — and ulti- 
mately cost control. 

"If the employee never hits the limit of 
minutes, a less costly plan can be 
selected," he says. "Since usage 
will vary, patterns need to be 
determined to allow the appro- 
priate plan to be selected." 

Prepare For 
The Inevitable End 

Data ownership can be a 
thorny issue when employees 
own their own devices. The 
proliferation of noncorporate 
applications, services, and online 
platforms on mobile devices — includ- 
ing Facebook and Twitter, among oth- 
ers — is blurring the line between personal 
and corporate information and use. What 
happens to it all if the employee leaves the 
organization — voluntarily or not — must be 
defined up-front. 

"If the employee terminates, how do you, 
the employer, ensure that the data is cleared 
from the device?" asks Michael Miora, 
president of ContingenZ (www.contingenz 
.com). "If the organization owns the device, 
it can demand the device be returned prior 
to termination or departure. The device can 
be easily cleared of the information. 
However, if the device is owned by the 
employee, then the company has no right to 
demand the device." 

To protect yourself from data ownership 
problems, then, it's important to outline 
ahead of time a policy for what happens to 
data upon termination. Anticipate all possi- 
bilities and build them into updated support 
processes to prevent corporate data from 
walking out the door. 

Whatever direction is ultimately cho- 
sen, companies reviewing their own 
mobile deployment needs must first 
understand their IT departments' ability to 
support the given mobile solution. 
Strategic decisions surrounding device 
ownership and voice/data plan manage- 
ment will most significantly impact IT's 
support capabilities. 
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ISSA Northeast Ohio 
Nov. 12 
neoissa.org 



AFCOM Arizona 
Nov. 13 
Safeway Inc. 
Tempe, Ariz. 
www.afcomarizona.com 



Central Ohio PMI 
Nov. 13, 8 a.m. 
Platform Labs 
1275 Kinnear Road 
Columbus, Ohio 
www.pmicoc.org 



7x24 Exchange Fall 2009 Conference 
Nov. 15-18 
JW Marriott Desert Ridge 

Phoenix, Ariz. 
www.7x24exchange.com 



AITP Pittsburgh 
Nov. 16, 6 p.m. 
Sokol Club-Southside 
2912 E. Carson St. 

Pittsburgh, Pa. 
www.aitp-pgh.org 

AITP Southwest Missouri 
Nov. 17 
Springfield, Mo. 
aitpspringfield.org 



Central Ohio VMware 
Nov. 17, 9 a.m. to noon 
1275 Kinnear Road 
Columbus, Ohio 
www.covmug.org 



ISSA St. Louis Chapter 
Nov. 17 
St. Louis, Mo. 
stl.issa.org 



Oklahoma City AITP Chapter 
Nov. 17 
Oklahoma City, Okla. 
www.aitp.org/organization/chapters 
/chapterhome.jsp?chapter=40 



AITP Northeastern Wisconsin Chapter 

Nov. 18, 4:15 p.m. 
Holiday Inn Select, 150 S. Nicolet Road 
Appleton, Wis. 
new.aitp.org 



DAMA Wisconsin 
Nov. 18 
DeForest, Wis. 
www.widama.us 

ISSA Baltimore 
Nov. 18, 4:30 p.m. 
Sparta Inc. 
7110 Samuel Morse Drive, Suite 200 
Columbia, Md. 
www.issa-balt.org 



ISSA Oklahoma City 
Nov. 18 

Spaghetti Warehouse, 101 E. Sheridan Ave. 
Oklahoma City, Okla. 
www.issa-okc.org 



AITP Atlanta 
Nov. 19, 5:30 p.m. 
Crowne Plaza Atlanta Perimeter NW 
6345 Powers Ferry Road NW 
Atlanta, Ga. 
www.aitpatlanta.org/live 



AITP Baltimore 

Nov. 19, 6 p.m. 
Crowne Plaza Baltimore 
2004 Greenspring Drive 

Timonium, Md. 
www.baltimoreaitp.org 

- DECEMBER - 

Gartner 28th Annual Data Center Conference 2009 
Dec. 1-4 
Las Vegas, Nev. 
gartner.com/us/datacenter 
For more than 27 years, the Gartner Data 
Center Conference has provided data center 
professionals real-world perspectives, tactics, 
and strategies to keep their operations running 
at peak performance. Our seven-track agenda 
drills down on servers and storage, TCO and IT 
operations excellence, aging infrastructures and 
the 21st Century data center, next-stage visual- 
ization, consolidation, workload management, 
procurement, and major platforms. 
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Simplifying Remote 
Connections 

Take Some Of The Guesswork Out Of Connecting On The Road 



by Holly Dolezalek 
• • • 

Remote connections come in a couple of 
flavors: individual users connecting to the 
network from a mobile device such as a lap- 
top or a BlackBerry or aggregate users in a 
branch location. In both cases, the issues are 
similar: IT managers have to provide a way 
to sustain the connection, make sure that 
only authorized users are on it, and protect 
the data that's zipping back and forth. 

But those tasks are complicated, and 
busy IT staff have plenty to do for onsite 
users. How can you simplify remote con- 
nections for mobile users? 

Connect With Ease 

Mobile users have to install software on 
their devices in order to connect remotely. 
Some companies use a piece of client soft- 
ware for that purpose, but this approach 
also requires users to install that client. One 
way to avoid that complication is to use a 
Java applet in the server that is downloaded 
to the user' s device when he uses a browser 
enabled for Java. 



"By eliminating the need to install 
that software, you've removed a poten- 
tial source of complication," says Tim 
Naramore, chief technology officer at 
Masergy (www.masergy.com), a network- 
ing company in Piano, Texas. "With a 
Java applet that lives in the browser, you 
don't have to install it on the computer or 
update it." 



You can also simplify user connections by 
having them use only one remote connection 
manager. Laptops often have multiple man- 
agers installed, and troubles with one man- 
ager working when the other doesn't can 
lead to support calls and frustrated users. 
"You can simplify that by sending users to a 
single connection interface that uses a single 
connection manager," says Chris Clark, 



Top Tip: Implement Single Sign-On 



Single sign-on can simplify remote access so 
that if a user leaves the company or is promot- 
ed, his or her remote access status changes 
along with overall status. To do this, tie your 
remote access to your active directory so that 
when a user's status in the active directory 
changes, it also changes in remote access. 

"I worked with a company once where they 
thought they had this covered," says Chris Clark, 
chief operating officer for Fiberlink (www.fiberlink 
.com). "Then they discovered that there was a 



population of 500 employees who weren't cov- 
ered and that there were 1 3 people in that popu- 
lation who had left the company but still had 
active remote access to the network. Connecting 
remote access to the active directory helps you to 
make sure that any user who is promoted or who 
leaves the company will have their remote access 
changed or shut off or at least reviewed." 

When implementing single sign-on, you may 
need to add a second layer of authentication, 
such as a smart card or USB token. 



chief operating officer for Fiberlink (www 
.fiberlink.com), a provider of software and 
services for mobile workers. "The configu- 
rations are often complex and require addi- 
tional configuration, which the user may or 
may not be aware of. This is also a challenge 
at hotels and airports, with continually 
evolving standards and variable access in 
different locations. Signal strength and loca- 
tion details also complicate connections." 

Protect The Connection 

Authentication protects the network from 
unauthorized remote users, while encryp- 
tion protects the data those remote users are 
sending and accessing. With both, you can 
take action before a user ever connects to 
keep these necessary protections as simple 
as possible. 

Authentication is simpler and easier when 
you know who is accessing the network 
remotely. An inventory of all your remote 
users or an analysis of the log data for 
remote connections will tell you how many 
users are accessing the network. It will also 
tell you if any of those users rarely or never 
connect remotely. "If you take a look at the 
logs, you might find a lot of users who have 
the ability to connect but whose use of 
that ability is rare," says David Berman, 
senior manager of solutions marketing for 
Activldentity (www.actividentity.com). 
"Maybe it's reasonable to shut those users 
off or to offer them temporary remote 
access when it's really needed." 

You can take this same approach to the 
data and applications that users are allowed 
to access remotely. Not every database or 
application needs to be accessible remotely, 
and it makes sense to consider beforehand 
which data can be protected by encryption 
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Tightening Mobile Security 



Lock Down Employees' Devices Beyond The Firewall 




by Bruce Gain 
• • • 

Love them or hate them, 
users want their BlackBerrys, 
iPhones, and other smart mo- 
bile devices, especially when 
they are on the road. Because 
they are increasingly used to 
send and receive sensitive data 
and are linked to the enterprise 
network, there are just that 
many more potential vulnera- 
bilities to worry about. Making 
sure that mobile devices are 
secure should thus be part of 
the overall security plan for the 
enterprise's LAN. 
"Organizations need to ap- 
proach wireless device 
security in a man- 
ner similar to 
how they 



approach security for wired components 
but also recognize the inherent differences 
between a desktop computer and a smart- 
phone," says Scott Totzke, vice president 
of the BlackBerry security group for RIM 
(www.rim.com). 

Although security is never easy, here is a 
look at some simple approaches to take to 
help keep mobile data from being lost, 
stolen, or otherwise compromised. 

Balancing Act 

Obviously, the safest solution to mobile 
security is to ban the use of smartphones 
and other devices for work-related use. But 
this approach is not feasible, of course, 
given how users increasingly pack anything 
from PowerPoint presentations to contact 
information to emails on their handhelds as 
they do business outside of the enterprise. 
Users thus need to be aware of the security 
risks and what they must and must not do 
before their smartphones are switched on. 
Yet, too many restrictions and complicated 
instructions might go unheeded, especially 
if security guidelines disrupt workflow. 

"With wireless devices, it's especially 
important to remain conscious of how 
the security features will affect the end- 
user experience," Totzke says. "While it's 
important to implement policies to ad- 
dress concerns around data encryption 



and malware protection, security policies 
shouldn't become so invasive that they 
take away from the value of deploying the 
mobile technology." 

For example, although encryption is 
vital protection for data communications, 
it is also necessary to weigh how practi- 
cal the different encryption options are 
before putting them into use. "It is unreal- 
istic for IT to deploy IPsec clients on 
every employee, partner, and contractor 
mobile device," says Greg Maudsley, 
senior manager of product marketing for 
Juniper Networks (www.juniper.net). 
"However, using SSL VPN, users just 
need a smartphone Web browser and the 
security solution should figure out who 



Key Points 



• Mobile devices should be locked down as 
much as possible, and most protection 
should largely remain transparent to the user. 

• Outline the costs of implementing a securi- 
ty plan vs. the risks associated with com- 
promised data to demonstrate why the 
investment in data protection makes sense. 

• The IT department should constantly be 
able to maintain tight control over mobile 
applications. 
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Key Points 



Simplify remote connections by steering 

users to a single interface and a single 

connection manager. 

Know who's accessing the network 

remotely and how often. Don't assume 

you know; check the log data and other 

resources to make sure. 

Train your users in how to connect 

remotely and give them job aids with 

suggestions for troubleshooting to cut 

down on tech support calls. 



and what data shouldn't be accessible at all. 
"It can simplify matters to have fewer appli- 
cations available through remote access, but 
it won't unless you have a consistent policy," 
says Glenn Moore, director of product and 
channel marketing for ANXeBusiness, a 
provider of managed network services 
(www.anx.com). "Don't just let peo- 
ple access whatever is on the 
network remotely, but 
don't make a lot of 
exceptions to 
your policy." 



Simplify Usage 

No matter how simplified remote connec- 
tions are, users are going to add complica- 
tion by using all kinds of devices — 
BlackBerrys, netbooks, laptops, iPhones — to 
access those connections. That means a 
choice on the part of IT: support all devices 
or create rules that users don't like? "The 
biggest complaint we hear from IT managers 
is that they spend a lot of time on the phone 
helping less knowledgeable workers con- 
nect," says Moore. "You can require users to 
use only company-issued devices for remote 
access. You will get fewer support calls that 
way, and it will make it easier to make sure 
that your tech support people can help 
remote users when they have problems." 

If that option isn't available, more educa- 
tion for users can sometimes translate to 
fewer calls. A little 



training for end users on how to connect 
remotely and troubleshoot problems can go 
a long way, and so can job aids such as wal- 
let cards and quick start guides. This could 
take the form of a Web page of support 
information, frequently asked questions, and 
other helpful information for remote users 
on the company's main Web site. 

Finally, familiarity is your friend. "Once 
people are connected, they like to feel pro- 
ductive, and the interface should look and 
feel as much like they're working in the 
office as possible," says Moore. "The 
interface should be very intuitive and have 
little or no learning curve with working 
remotely." If you're evaluating interfaces 
from vendors, he suggests, ask about how 
to get connected and what it looks like, 
especially any differences in how the 
applications will work, such as speed, 
latency, and look and feel. 




you are, where you are, and the health of 
the device you are using." 

Ideally, mobile security should employ 
Layer 2 through Layer 7 infrastructure- 
based enforcement. "[This security protec- 
tion] should follow mobile users wherever 
they go," Maudsley says. 

The Cost Factor 

Security for mobile devices costs money, 
which can pose yet another hindrance to 
putting a plan in place. According to 
research firm Gartner, the average retail 
solution for mobile data devices that offers 
endpoint protection retails from $120 per 
user for 250 seats to $90 per user in the 
1,000-seat range. 

However, an investment in mobile secu- 
rity is a reasonable price to pay compared 
to the costs of a security breach. The costs 
for a company that sees $12 million in rev- 
enue per year when 10,000 new business 
records are compromised can easily total 
$1.32 million in reporting, containment, 
and other costs, Gartner says. 

"As smartphones have become the new 
laptop, the risks and costs — financial and 
reputation-wise — of proprietary informa- 
tion being lost have soared," says Mitch 
Berk, director of product management at 
BoxTone (www.boxtone.com). "So enter- 
prises must make their primary focus the 
security of their mobile data." 

Mobile Computers Are Computers 

The traditional workstation security 
model can be applied to mobile devices — 
to a certain extent. Managing mobile secu- 
rity involves approaches that combine both 
traditional LAN-based practices with those 
that are specific to mobile devices, says 
Ruggero Contu, an analyst at Gartner. 



"You need to really take a common- 
sense approach by removing potential vul- 
nerabilities," Contu says. "Mobile devices 
are becoming more and more like mini- 
PCs, which means that you need to keep 
them properly configured and [make sure] 
security patches are installed so vulnerabili- 
ties are minimized." 

Take Control 

The nightmare scenarios are enough to 
keep any admin awake at night, between 
lost devices that get in the wrong hands 
with sensitive customer information to a 
hijacked iPhone that serves as a portal for a 
criminal to get behind the firewall. But like 
any workstation or server behind the fire- 
wall, mobile devices should be managed 
tightly with monitoring and other applica- 
tions so that the admin remains in control 
as much as possible. 

"Start with tools that monitor not just the 
security, health, and performance of the 
mobile infrastructure, but the security, 
health, and performance of each individual 
mobile device. A single slip in security can 
lead to significant legal, regulatory, and 
reputational headaches," BoxTone' s Berk 
says. "Ultimately, the benchmark is to 
know, for each and every mobile device 
under management, whether it' s being used 
for its intended purpose and performing as 
it should." 

Every mobile device should be locked 
down with a software-generated security 
key that users must type for the mobile 
device to work, and admins should also 
have the additional possibility to shut 
mobile devices down remotely in case they 
get in the wrong hands. 

"The IT manager has to know that the 
mobile end point is password-protected and 



Top Tip: Mobile 
Security Should 
Involve A New 
Approach 

Effective mobile security means not only 
adopting new policies, but changing one's 
mindset about security in general, says Greg 
Maudsley, senior manager of product market- 
ing for Juniper Networks (www.juniper.net) 
"In the old world, security was port-based and 
policies were largely determined by the phys- 
ical location of the user/end point," Maudsley 
says. "That approach is no longer viable. 
Today's network security must be identity- 
aware. It's not about where you are, it's about 
who you are and the fact that your authenti- 
cation policies, application access policies, 
acceptable-use policies, and network access 
polices must follow you everywhere you go." 



has a link so it can be killed remotely if it' s 
stolen so that something zaps it when it 
connects," says Roger L. Kay, founder and 
president of Endpoint Technologies 
Associates (www.ndpta.com). "IT gets 
extremely disturbed if it cannot reach or 
manage assets for which it is responsible." 

Besides how much direct control the IT 
department has over mobile device 
authentication, encryption, and endpoint 
posture, mobile security management is 
also "about real-time threat defense," 
Juniper's Maudsley says. "If anomalous 
activity is generated from a mobile de- 
vice, the solution should take action 
against the user and device in real time, 
without human intervention." 



Report Shows 
Microsoft Licensing 
Still Presents Hurdles 

A new report from Directions On Microsoft, 
an independent Microsoft-centric analyst firm, 
sheds light on the software company's enter- 
prise licensing scheme and how difficult it is 
to select the necessary products and get 
your money's worth. In the report, titled "5 
Reasons Why Microsoft Licensing Is Hard," 
Paul DeGroot and Rob Horwitz examine the 
licensing hurdles as they see them and why 
the problem isn't likely to be remedied any- 
time soon. 




According to DeGroot and Horwitz, one of 
the biggest issues with Microsoft licensing 
is that there are so many products and pay- 
ment options to offer, which makes pricing 
and licensing them a complicated affair. 
Another reason for confusion lies in the fact 
that Microsoft's various product groups are 
free to determine how each product is 
licensed and priced. Other core reasons 
Microsoft maintains the existing licensing 
model, according to Directions On Micro- 
soft's analysts, include licensing adjustments 
spurred by new technologies such as the 
Internet, multicore processors, virtualization, 
mobile devices, and cloud computing; little to 
no assistance with enforcement and compli- 
ance; and a simple lack of incentive to do 
things differently. 

According to DeGroot, for these reasons and 
more, Microsoft software purchasers, espe- 
cially those in small to medium-sized enter- 
prises, owe it to themselves to "take the time 
to become knowledgeable about their agree- 
ment and the alternatives well before their 
agreement expires." 

Prepping For Renewals 

DeGroot recommends organizations begin 
prepping for license renewals as early as a 
year in advance or hire someone to plan 
their Microsoft licensing strategy full-time. 
"I'd argue that if you're spending more than 
$50K a year with Microsoft, you can proba- 
bly get a $200-an-hour return on the time 
you spend studying your license agree- 
ment, and the more you spend, the more 
savings you'll realize from making smart 
licensing choices." 

When it comes to avoiding mistakes when 
looking into Microsoft licensing, DeGroot 
says, "As a first step, it's critical that you 
know what software you own and what you 
use, so you should have some kind of soft- 
ware asset management program in place 

It's not perfect, but it's going to be your best 
defense against costly remediation and 
penalties down the road." Some Microsoft 
partners may offer free software asset man- 
agement, but DeGroot says that it can also 
become a part-time task for a current employ- 
ee. "It may not save you a lot of money in the 
short term, but a good program provides a 
baseline that you can use to avoid needless 
expenses later." 

by Andrew Leibman 
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■ Appian 6 BPM Suite 

Appian announced a BPM (business 
process management) suite, Appian 6. 
Appian 6 accelerates process improvement 
through collaboration, application develop- 
ment, real-time process architecture, and 
flexible deployment mod- 
els. Appian 6's features 
include a collaborative 
user portal that provides 
designers with complete control over the 
creation of interfaces; rapid application 
development that's easy to install, use, 
manage, and deploy; real-time process 
architecture, which ensures that managers 
have access to the information they need; 
and flexible deployment models. 



Appian 



■ Cabinet NG CNG-SAFE 

CNG (Cabinet NG) announced CNG- 
SAFE (Shared Access Filing Environ- 
ment), a complete document management 
solution that supports filing QuickBooks 
documents locally or in a hosted environ- 
ment. Adding CNG-SAFE to QuickBooks 
provides enterprises with a tool to 
increase productivity, reduce paper con- 
sumption, and meet compliance require- 
ments. CNG-SAFE can store and manage 
virtually any document format. It is scal- 
able and includes flexible security, work- 
flow management, and activity tracking. 
CNG also offers its hosted version, CNG- 
ONLINE, with 5GB of storage that can be 
increased in 1GB steps. 

■ Cyber-Ark Inter-Business Vault v5.5 

Cyber-Ark announced the latest version 
of its file transfer solution, Inter-Business 
Vault. Version 5.5 includes automated 
DCA (distribution collection agent) work- 
flows with remote FTP and SFTP servers, 
a client-less file 
transfer manager 

with a Web-based Cyber- rk 
interface, and SFE/ 
DCA integration 

and enhancements, including the creation 
of a "remote server endpoint" to support 
DCA processes. 

■ HP Latex Printing Technology 

HP announced an expanded portfolio 
featuring its Latex Printing Technology, 
which is designed to enable small and 
midsized digital print and sign shops, 
copy shops, and photo labs to produce 
indoor and outdoor applications with ease 
while reducing their environmental 
impact. Elements of the portfolio include 
the HP DesignJet L25500 printer, six 
original HP printing materials compatible 
with HP latex printers, and the expansion 
of the HP Planet Partners program to 
include the HP Large-format Media take- 
back program in the United States and 
select countries in Europe. 

■ Kyocera SLH Series LED Printhead 

Kyocera announced a high-intensity 
LED printhead that it says achieved world- 
record electrophotographic print speeds 
(180m per minute at 1,200 dpi, or more 
than 1,000 A4 sheets per minute). Slated to 
debut in April with a compatible, long-last- 
ing amorphous silicon photoreceptor drum, 




the SLH Series is four times brighter than 
Kyocera' s conventional printheads and 
incorporates a newly designed high-inten- 
sity 1,200 dpi LED chip. 

■ Lexmark T656dne 

Lexmark announced the availability of 
its T656dne model, a single-function A4 
(8.5 inch x 11 inch) monochrome laser 
printer with a 7-inch touchscreen. The 
T656dne prints up to 55ppm and has an 
internal 80GB hard drive. With the touch- 
screen, users will be able to use several 
applications, including Forms and Fa- 
vorites, Eco-Settings, Change Back- 
ground, and Change Language. 

■ OKI Printing Solutions MC360 
Letter/A4 Color MFP 

OKI Printing Solutions unveiled the 
MC360 Letter/A4 Color MFP ($549 
ESP), a SOHO/small workgroup printer, 
fax, copier, and scanner. The MC360 
Color MFP can print and copy at up to 
16ppm (color) and 20ppm (mono), and it 
can send electronic files of hard copy doc- 
uments directly to a 
locally attached PC, 
network, email FTP 
site, or USB. It fea- 
tures OKI's HD Color 
printing technology 
and support for 48- 
inch banner printing. 
The MC360 Color 
MFP also boasts a duty cycle of up to 
35,000 pages per month. 

■ Oracle PeopleSoft Enterprise 

Oracle announced PeopleSoft Enter- 
prise, which includes PeopleSoft Enter- 
prise Human Capital Management 9.1, 
PeopleTools 8.50, PeopleSoft Enterprise 
Learning Management 9.1, and PeopleSoft 
Enterprise Portal 9.1. The tools are 
designed based on customer feedback to 
help maximize productivity, performance, 
and ROI. Among the benefits of the suite 
are the ability to address end-to-end 
human resources responsibilities for glob- 
al organizations, a highly flexible develop- 
ment environment for customers to work 
with their PeopleSoft applications, and the 
ability to aid organizations in promoting 
engagement and collaboration through 
the deployment of online communities 
and Web-based self-service sites for 
their enterprises. 

■ Quest Software Toad For Oracle 10 

Quest released Toad for Oracle 10 to 
provide automation and manageability for 
database administrators. Features include 
task management and automation and 
analysis checks. Toad 10 also includes 
Toad for Data Analysts, which offers con- 
ditional logic, charting enhancements, and 
powerful script production. Toad for 
Oracle 10 with Toad for Data Analysts 
starts at $870 per seat. 

■ Smith Micro Stuff It Deluxe 2010 For Mac 

Smith Micro announced Stufflt Deluxe 
2010 for Mac. Stufflt is compatible with 
Snow Leopard and includes Stufflt 
Connect, a cloud-based file transfer ser- 
vice that lets users share large files with- 
out having to send them via email or use 
an FTP. The Stufflt package also includes 




SmartSend, which automatically chooses 
how to send small and large files. Stufflt 
also includes plug-in support for photo 
applications, the ability to create disk 
images, an improved image compression 
system, and improved audio compression. 

■ Xerox Phaser 6140 

Xerox announced a value color laser 
printer for small offices, the Phaser 6140 
($399). The compact Phaser 6140 is a 600 
x 600 x 4 dpi model with 19ppm color 
and 21ppm black-and-white print speeds 
and a 250-sheet paper capacity. The print- 
er is an Energy 
Star-qualified 
unit and is part 
of the Xerox 
Green World 
Alliance. The 
Run Black fea- 
ture allows the 
printer to con- 
tinue to print 
in black when 

it's out of color toner. It also senses and 
skips blank pages in a print job. The 
Phaser 6140 supports several operating 
systems, including Windows 7 and Mac 
OS X 10.6. 



Iessaging & Telephony 



■ Black Box Network Services & CoreDial 
Hosted VoIP Solutions 

Black Box Network Services has part- 
nered with CoreDial to produce hosted 
VoIP solutions. Designed to offer cus- 
tomers IP-enabled communications with- 
out the costs, management, and mainte- 
nance responsibilities of an on-premise 
VoIP application, the hosted VoIP solu- 
tions feature unified messaging, attendant 
audio conferencing, and call center appli- 
cations without having to purchase the 
physical system and pay for ongoing 
upgrades or maintenance. Other features 
include a monthly bill for usage and ser- 
vices and disaster recovery capabilities. 

■ IBM Converged Communications 
Services— Managed Telepresence 

IBM announced a video communica- 
tions solution designed to advance the ser- 
vice potential of converged communica- 
tions services. The IBM Converged 
Communications Services — Managed 
Telepresence features technology that sup- 
ports virtual meetings at various locations 
simultaneously. IBM will use this service 
to provide high-definition visual commu- 
nication for services such as design, 
concierge and help desk, calendaring inte- 
gration, remote operations, and support. 

■ IBM Lotus Notes & Domino 8.5.1 

IBM released the latest versions of its 
Lotus Notes and Domino collaboration 
software. Lotus Domino 8.5.1 brings with 
it the Lotus Notes Traveler software, 
which enables users to sync email, con- 
tacts, and calendar data to the iPhone. 
Other platforms, including the Nokia 
Symbian, Windows Mobile, and Black- 
Berry, also receive new features. IBM also 
revealed that they will be offering their 
Domino Designer Software 8.5.1 free of 
charge. The offering helps software devel- 
opers, Web developers, students, and busi- 
ness analysts learn the ins and outs of 
expanding and building Notes and Dom- 
ino applications. 

■ IBM LotusLive iNotes 

IBM launched its LotusLive iNotes, 
which is a reliable, private, and secure 
cloud-based email service that is fully 
interoperable with Lotus Notes and 
Microsoft Exchange. LotusLive iNotes is 



designed to scale to organizations of all 
sizes and lets users choose the amount of 
email it will migrate to the cloud. The 
offering also lets users send and receive 
emails from a Web browser, automatical- 
ly receive new mail on mobile devices, 
schedule meetings and reminders by using 
a personal calendar, and more. Pricing 
of the service starts at $3 per user, 
per month. 

■ Sybase 365 

Advanced IP Messaging Server 

Sybase 365 unveiled the Advanced IP 
Messaging Server, which is a high-volume 
messaging platform that supports IMs and 
IP messaging, mobile applications, and 
integrated mCommerce capabilities for 
telecom operators. The offering, available 
as a fully hosted or on-premise installation, 
features a converged messaging environ- 
ment for IMS and pre-IMS environments; 
core personalization, presence, and charg- 
ing services; a professional application 
development environment; and integrated 
mCommerce suite. 

■ Vertical Communications Wave Contact 
Center, WaveNet, Wave Call Classifier 

Vertical Communications released 
voice applications as software upgrades 
for Wave IP 2500 and Wave IP 500 
Business Communications Systems. The 
latest announcement includes Wave 
Contact Center, WaveNet, and Wave Call 
Classifier. Operating on a Wave IP PBX 
infrastructure, WaveNet features efficient 
telecom administration, such as seamless 
intercom dialing, automatic dial plan syn- 
chronization, and inter-site call routing. 
Wave Contact Center allows for control 
via flowchart design and integrates the 
intuitive ViewPoint interface for call 
monitoring. The Wave Call Classifier 
details specific call information for local 
and external calling databases. 

■ Zultys Media Gateway Portfolio 

Zultys launched a Media Gateway line 
of products that are designed to enhance 
UC deployment. To meet customers' 
needs in regard to form, fit, and function 
flexibility, configurations include the fol- 
lowing: MG4/S SIP gateway with four cir- 
cuits of subscriber-side interface, MG8/S 
SIP gateway with eight circuits of sub- 
scriber-side interface, MG4/0 SIP gate- 
way with four circuits of exchange-side 
interface, MG8/0 SIP gateway with eight 
circuits of exchange-side interface, MG8/ 
SO SIP gateway with four circuits of sub- 
scriber-side interface and four circuits of 
exchange-side interface, MG24/S high- 
density SIP gateway with 24 circuits of 
subscriber-side interface, and MG48/S 
high-density SIP gateway with 48 circuits 
of subscriber- side interface. 



Networking & VPN 



■ AEP Networks Netilla Version 6.4 

AEP Networks announced version 6.4 
of its Netilla secure application access 
product. The latest version includes 
enhancements such as MyDesktop, which 




lets users access their office PC from a 
remote location. AEP Netilla offers users 
browser-based access to several busi- 
ness applications and supports Win- 
dows Remote Desktop Services and Cit- 
rix XenApp. AEP is also simplifying 
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Netilla's license model with a services- 
oriented approach, enabling users to 
more easily choose which license is best 
for them. 

■ AlertSite Usage Based Monitoring 

AlertSite announced Usage Based Mon- 
itoring, which is a flexible-pricing plan 
for Web site performance management 
built around a measurement credit pur- 
chasing plan. With this plan, users will 
only pay for the amount of monitoring 
used, and they can alter their monitoring 
levels at any time. Additionally, they can 
add or try different AlertSite services 
when they need them. Customers can pur- 
chase as many credits as they need, and if 
their credits run out, AlertSite will contin- 
ue to monitor the site to ensure the service 
remains uninterrupted. The customer will 
be charged for the additional credits on 
the next bill. If customers purchase an 
excess of credits, they can bank them to 
use at a later date. 

■ Citrix XenDesktop 4 

Citrix announced XenDesktop 4, which 
is designed to help corporate users' virtu- 
al desktops go mainstream. It includes the 
new FlexCast delivery technology, which 
is engineered to support major desktop 
virtualization models into one integrated 
program. It incorporates all of the capa- 
bilities of Citrix XenApp, so users enjoy 
on-demand applications to both physical 
and virtual desktops as a part of their 



CiTRIX 

• 



overall desktop plan. HDX technology 
also got an enhancement to make sure 
customers could benefit from high defini- 
tion. More than 70 new features were 
added overall, and its performance, secu- 
rity, and readiness for enterprise-wide 
deployment all received a boost. 

■ DataTrend Technologies/i3 
Software Infrastructure 
Management Appliance Solutions 

DataTrend Technologies and i3 Soft- 
ware have partnered to launch infra- 
structure management appliance solu- 
tions to increase data center user visibility. 
The solution is built on IBM's Blade- 
Center platform and the Tivoli Auto- 
mation software suite. This management 
alliance will utilize centralized data 
to help minimize IT costs and improve 
automation. 

■ Dialogic MSP 1010 
Multi-Services Platform 

Dialogic released enhancements for 
the Dialogic MSP 1010 Multi-Services 
Platform, a high-density media resource 
platform that has built-in signaling abili- 
ties in a 1U modular design. The platform 
now includes NEBS Level 3 compliance 
and an optional redundant DC power sup- 
ply, making the MSP 1010 better suited 
for large networks in which high avail- 
ability is a requirement. Dialogic says 
users can also reduce costs associated 
with developing and deploying new 
value-added services. As an example, 
Dialogic says new SIP call control func- 
tions can shorten the development time 
required for SIP-based apps. Also im- 
proved is control over CAS-based apps in 
a Channel Associated Signaling setting 
via the ability to give users control over 



configuring and operating these apps 
using a GUI interface. 

■ Firetide, ESC0 Technologies & Aclara RF 
Systems Smart Communications Network 

Firetide, in conjunction with ESCO 
Technologies and Aclara RF Systems, 
announced the Aclara Smart Communi- 
cations Network, a WAN network for 
utility customers based in part on Fire- 
tide's wireless networking technology. 
The Aclara Smart Communications 
Network is a high-bandwidth, high-speed, 
standards-based flexible communication 
system featuring TCP/IP protocols, IEEE 
802.11 technology, MIMO radio technol- 
ogy, and network management software. 
Throughput rates are 1 to 300Mbps in 
outdoor environments. 

■ Infoblox 1852 

Infoblox added the Infoblox 1852 appli- 
ance to its line of network services appli- 
ances. The appliance is designed specifi- 
cally to help service providers and large 
enterprises meet their needs for high- 
performance DNS services. Infoblox says 
the appliance delivers DNS throughput of 
110,000 queries per second, which the 
company says is more than double the 
performance per dollar of competing 
products. The appliance runs the compa- 
ny's standard NIOS operating system 
with Grid technology, which provides 
automated centralized management and 
one-button patching and upgrades. Also 
included are multiple resilience technolo- 
gies, DNS Anycast, automated disaster 
recovery, and hot-swappable redundant 
PSUs. Pricing, with an NS1 package 
included, starts at $29,995. 

■ Intermec SD61 

Intermec announced the SD61, a multi- 
port wireless base station designed to pro- 
vide a secure connection (ISCP protocol) 
between multiple Intermec industrial 
scanners and the host device. Designed to 
provide maximum flexibility, reliability, 
and durability by enabling each wireless 
scanner associated with it to run indepen- 
dently with specific configurations, the 
SD61 can operate up to seven Intermec 
Bluetooth-equipped scanners in the same 
work area with all scanners connected 
wirelessly to the same mobile cart solu- 
tion, PC, or Intermec printer. Other fea- 
tures include bidirectional communica- 
tion, the ability to work within a radius of 
328 feet from the base in open air, and the 
ability to withstand drops of up to 4 feet 
more than two dozen times. 

■ Net Optics Director 5400 

Net Optics added Director 5400 to its 
family of Director data monitoring solu- 
tions. Features include TapFlow filtering 
for highest port-density monitoring, cen- 
tralized control of traffic, and increased 
traffic visibility. Offering support for 34 
Gigabit ports in a 1U chassis, Director 
5400 can be connected to create up to 380 
ports for 10 Director 4500 and 7400 
appliances. Load balancing reallocates 
traffic from network ports to new monitor 
ports by IP address, port, protocol, 
VLAN, and MAC address. In addition, 
Director 5400 aggregates traffic on a sin- 
gle tool, regenerates parallel traffic 
streams, filters traffic to prevent overload, 
and downshifts or upshifts Gigabit traffic. 

■ NetScout Systems nGenius Virtual Agent 

NetScout Systems announced nGenius 
Virtual Agent, which is software designed 
to extend critical unified service delivery 
visibility into applications contained with- 
in a virtual computing environment. 
nGenius Virtual Agent is a virtualized 



version of NetScout's nGenius Probe 
technology and is designed to seamlessly 
extend high-performance packet-flow 
monitoring and analysis capabilities deep- 
er into the data center and private clouds. 
Features include real-time, always-on vis- 
ibility into virtual computing environ- 
ments; the ability to install as a virtual 
appliance on a virtual machine; and the 
ability to automatically discover all appli- 
cations and their interdependencies within 
and external to the virtual server provid- 
ing KPIs (Key Performance Indicators), 
intelligent anomaly detection, and com- 
prehensive performance metrics. 

■ RadView Software 
WebLoad Professional 8.4 

RadView Software released WebLoad 
Professional 8.4, which includes such key 
features as automatic detection of session 
correlation rules, load generator health 
indication, interactive analytical reports, 
and session performance results that users 
can fully edit in Microsoft Word. With 
the inclusion of automatic detection or 
correlation rules, users can record and 
play complicated business scenarios with 
little scripting intervention, which Rad- 
View says saves up to 80% of the time 
needed to construct the business scenario, 
thus making WebLoad more powerful and 
productive for novice and professional 
performance testers. In addition to mak- 
ing on-the-fly changes to reports, any 
report can be exported to Word and be 
fully edited. The new load generator 
health indicator automatically adds load 
generator performance metrics to any load 
session, the company says. 

■ Red Hat Enterprise Linux & Microsoft 
Windows Server Virtualized Environments 

Red Hat announced that its customers 
can now deploy virtualization settings that 
are fully supported and that combine 
Microsoft Windows Server and Red Hat 
Enterprise Linux following testing and 
validation by both companies for mutual 
customers. Red Hat says the complete 
certifications include validation of Red 
Hat Enterprise Linux 5.4 using the KVM 
hypervisor with Windows Server 2003, 
2008, and 2008 R2 guests and certifica- 
tion of Windows Server 2008 Hyper-V, 
Microsoft Hyper-V Server 2008, Win- 
dows Server 2008 R2 Hyper-V, and 
Microsoft Hyper-V Server 2008 R2 host 
with Red Hat Enterprise Linux 5.2/5.3/5.4 
guests. Additionally, Microsoft products 
that are certified on Windows Server, as 
well as Red Hat products certified on Red 
Hat Enterprise Linux, are supported in 
these virtualized environments. 

■ RhinoSoft Serv-U File Server 9.0 
& FTP Voyager 15.2 

RhinoSoft released the latest version of 
its Serv-U File Server and FTP Voyager. 
Serv-U 9.0 offers Unicode support, better 
security, enhanced user management fea- 
tures, automatic password recovery, and 
improved Web Client features. FTP 
Voyager 15.2 adds drag-and-drop support 
for 64-bit Windows, support for multiple 
monitors, folder synchronization, server- 
to-server transfers, scheduler, transfer 
resume, and folder locking for both expe- 
rienced and novice users. 

■ SolarWinds Orion IP SLA Manager 

SolarWinds added Orion IP SLA Man- 
ager to its Orion product family. It is 
designed to provide network teams with 
the ability to harness Cisco IP Service 
Level Agreement technology and produce 
network and services performance data in 
order to find site-specific or WAN-re- 
lated network problems. Orion IP SLA 



Manager also lets customers track WAN 
performance by monitoring edge-to-edge 
router performance statistics via the IP 
SLA technology. It also increases effi- 
ciency by helping users identify which 
devices on the network support IP 
SLA technology, and then it sets it 
up automatically. 

■ Sun Microsystems Ops Center 2.5 

Sun Microsystems announced version 
2.5 of its Ops Center product, a compre- 
hensive and highly scalable management 
solution for both physical and virtual sys- 
tems. Ops Center 2.5 manages Sun's x86 
and SPARC servers as well as Solaris 
Containers and Sun LDoms (Logical 
Domains). Features include the ability to 
patch the Solaris OS using Solaris Live 
Upgrade software with minimal down- 
time; virtual storage library management 
using Fibre Channel, NFS, or ZFS soft- 
ware; advanced patching for Windows via 
integration with Microsoft System Center 
Configuration Manager; and support for 
the discovery, monitoring, provisioning, 
and patching of servers running Oracle 
Enterprise Linux. 

■ Tellabs Network Performance 
Management & 8000 Intelligent 
Network Manager 

Tellabs unveiled Network Performance 
Management and 8000 Intelligent Net- 
work Manager as part of an INM 
(Intelligent Network Management) port- 
folio. Network Performance Management 
isolates, organizes, and corrects network 
glitches. It's designed to collect, aggre- 
gate, and analyze network procedures. 
Intermixing Tellabs management prod- 
ucts, Tellabs 8000 Intelligent Network 
Manager provides an end-to-end network 
view of applications and services to pre- 
vent network performance interruptions. 

■ Transition Networks 1000Base-SX 
& 1000Base-LX/LH 

Transition Networks introduced its HP- 
compatible, C version, SFP (small form 
pluggable) transceivers, the lOOOBase-SX 
(TN-J4858C) and lOOOBase-LX (TN- 
J4859C)/LH (TN-J4860C). The trans- 
ceivers are designed for bidirectional 
optical data communication with support 
for 802. 3z Gigabit Ethernet and Gigabit 
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Fibre Channel applications at speeds up to 
1.25Gbps. The lOOOBase-SX transceiver 
transmits on 850nm multimode fiber, and 
the lOOOBase-LX/LH transceivers trans- 
mit on single-mode fiber up to 80km. The 
recent HP-compatible SFP is fully com- 
patible with original HP SFPs and can be 
used in any SFP module on HP ProCurve 
switches that support original HP SFPs. 

■ Voltaire Unified Fabric Manager Software 

Voltaire has released the Unified Fabric 
Manager software integrated with the HP 
UCP (Unified Cluster Portfolio). The 
UFM offers a new level of scale-out visi- 
bility combined with Voltaire's 20 or 40 
Gb/s InfiniBand switches. Primary fea- 
tures and benefits include improved fabric 
visibility and performance, application 
optimization, rapid troubleshooting, ad- 
vanced congestion management, threshold- 
based alarms, and seamless failover in 
high-availability mode. 

Go to Page 10 
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Physical Infrastructure 



■ Belkin Conserve Surge With Timer 

Belkin released its Conserve Surge with 
Timer, a cost-saving enterprise product 
aimed at helping reduce the amount of 
energy that organizations waste through 
office electronics at the workstation. 
Belkin says the surge protector's automat- 
ic timer makes it easy to save money and 
energy. The product lets employees plug 
it into office electronics and use one of 
six "auto off outlets. There are also two 
"always on" outlets on the device for PCs 
and other equipment that must always 
remain powered on. An On/Off button 
lets employees activate the six switches. 
A blinking LED warns employees when a 
device is about to power off, which will 
occur after 1 1 hours of use. The Conserve 
Surge with Timer is priced at $34.99. 



CYBER® SWITCHING® 

■ Cyber Switching 
ePower Product Family 

Cyber Switching, provider of power 
distribution and power management prod- 
ucts, released evaluation units for the 
company's new ePower product line 
of PDUs. Cyber Switching says the 
ePower will include an onboard color 
LCD touchscreen for local management, 
patent-pending Cyber Breaker Tech- 
nology, two Hi-Speed USB ports support- 
ing up to 127 simultaneous peripherals, 
and more than 60 high-density PDU 
configurations. It is also the market's 
slimmest three-phase PDU with individ- 
ual outlet metering. For more information 
or to request an evaluation, please contact 
sales@cyberswitching.com, (408) 436- 
9830, or www.cyberswitching.com. 

■ Eaton 1,000VA, 1,500VA & 2,200VA 
UPS Models 

Eaton expanded its 5130 UPS product 
line with the addition of the 1,000VA, 
1,500VA, and 2,200 VA models, which it 
describes as line-interactive UPSes 
specifically designed to protect IT sys- 
tems and VoIP and EDGE/3 G/WiM AX 
networking equipment against power out- 
ages and fluctuations. Eaton says the 
1,000VA model provides a true 1,000W 
of power vs. systems from competitors 
that offer 700W. Two-in-one rack and 
tower configurations come in 2U (3.5 
inches) and 3U (5.25 inches) reduced- 
depth form factors. The company says the 
5130 operates at up to 94% efficiency and 
delivers power factors that are always 
higher than 0.9, meaning the 5130 deliv- 
ers more watt-age using less space to pro- 
tect more equipment. Other features 
include hot-swappable internal batteries, 
Eaton's Intelligent Power Manager soft- 
ware, NetWatch 5.0 software, optional 
bat-tery modules, Web/SNMP cards, a 
hot-swappable maintenance bypass 
switch, rackmount PDUs, and extended 
warranty plans. 

Honeywell 

■ Honeywell Dolphin 7600 

Honeywell announced that its Dolphin 
7600 mobile computer now has a built-in 
GPS feature, offering companies en- 
hanced asset tracking and management. 
The new Dolphin 7600 maintains all of 



the features of the original 7600, includ- 
ing its ergonomic, flashlight-like form 
factor; more than 10 hours of battery life; 
and Adaptus Imaging Technology, used 
to capture images and read ID and 2D 
bar codes. 

■ Pelican-Hardigg 33-inch DE Cases 

Pelican-Hardigg announced its latest 33- 
inch cases designed to protect and secure 
sensitive rack-mounted equipment. The 
3 3 -inch DE cases feature extra-deep dual- 
lids for storing optional quick-connect 
casters and cords; internal rack- mount 
brackets with a 2-inch sway clearance; 
eight diagonal shock mounts; and Lock 
'N' Load pins, which let users quickly 
connect equipment. Other useful features 
include square-hole adapters for installing 
equipment/servers of a variety of sizes. 
The new cases are available in five sizes, 
are fully customizable, come in 14 colors, 
and start at $1,636. 

■ Raritan Dominion PX-5652 

Raritan added a dual-voltage PDU with 
multiple outlet varieties to its intelligent 
power management family. The three- 
phase Dominion PX-5652 has 24 outlets, 
including three 120V NEMA 5-20R out- 
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lets, 18 208V IEC C-13 outlets, and three 
208V IEC C-19 outlets. In addition to 
providing voltage, current, power factor, 
apparent power, active power, and kilo- 
watts-per-hour energy consumption out- 
let-level metering, the PDU offers room 
temperature and humidity data via option- 
al sensors. Raritan designed the PDU for 
compatibility with the company's Power 
IQ energy management software, which 
aims to analyze volumes of device-level 
power data that Raritan and third-party 
PDUs and in-line meters collect. 

■ Raritan TMCAT 17 LCD KVM 

Raritan has added 8-port and 16-port 
models of the TMCAT 17 LCD KVM to 
its line of server management KVMs tar- 
geted at small and medium-sized server 
rooms and data centers. The models 
include an integrated 17-inch industrial 
display (up to 1,280 x 1,024 resolution). 
Raritan says two users can run simultane- 
ous but independent KVM sessions with 
the KVM, with one user accessing and 
troubleshooting multiple servers using the 
TMCAT 17' s LCD console integrated in a 
1U rack-mounted switch. A second user 
can use an optional workstation connected 
to the KVM via CAT5 cable up to 650 feet 
away without degrading video quality. 
The KVM comes with CAT5 Simplicity 
cables, which Raritan says are fixed- 
length CAT5 UTP cable with CIMs that 
connect servers within 20 feet of the 
switch. Both models are scalable up to 256 
servers using Raritan' s MasterConsole 
CAT series cascading abilities. 

■ RF Code Asset Manager 
& Sensor Manager 

RF Code announced the latest ver- 
sions of its Asset Manager and Sensor 
Manager. Among the new features are 
fine-grained access control and data seg- 
mentation for heightened data security as 
well as support for Sun's JMX (Java 

RF Code 



Management Extensions) monitoring 
interface. Asset Manager and Sensor 
Manager are designed to fully automate 
asset management and environmental 
monitoring to enhance asset decision- 
making for companies. 

C^^y 5 I E M a IV 

■ Siemon RoutelT 

Siemon announced a cable pathway 
solution called RoutelT, which includes a 
comprehensive offering of wire mesh 
cable trays and mounting accessories. 
RoutelT is best for overhead, under-floor, 
and wall-mounted data center pathway 
applications. RoutelT' s cable tray system 
is offered in an elliptical wire construc- 
tion, which increases the surface area of 
the tray by 400%. RoutelT cable trays are 
available in an array of sizes and configu- 
rations to support any data center and net- 
work pathway configuration. 



Security 



■ Astaro Security Gateway v7.5 

Astaro Security Gateway v7.5 is avail- 
able from Astaro with more than 50 new 
features and improvements, including an 
enhanced intrusion protection engine, 
multicast support, and real-time band- 
width monitoring. The IPS engine is 
designed to boost performance by 400% 
using multicore CPUs and better and 
more precise protection against new 
Microsoft vulnerabilities. With real- 
time bandwidth monitoring, users get 
a detailed breakdown that shows who 
is using the most Internet bandwidth. 
Additionally, multicast routing based 
on PIM-SM is supported, which broadens 
the use into real-time data networking 
environments. 

■ Black Box Veri-NAC 

Black Box has made its debut in the 
network access control market with its 
Veri-NAC family of appliances. With 
Veri-NAC, enterprises can ensure only 
authorized computers and devices have 
access to the network. In addition, the 

# BLACK BOX 

NETWORK SERVICES 

appliance checks devices connecting to 
the network to make sure they're compli- 
ant with certain standards, including oper- 
ating system, patch management, and 
hardened configurations. If devices aren't 
compliant, they're locked out of the net- 
work. Veri-NAC works within your exist- 
ing network infrastructure and doesn't 
require software agents installed on con- 
nected machines. Black Box says the 
Veri-NAC 's cost is substantially lower 
than other solutions and that installation 
and maintenance costs are lower, too. 

■ elQnetworks SecureVue 3.2 

elQnetworks announced version 3.2 of 
its SecureVue security and compliance 
management platform. The updated ver- 
sion offers features that identify security 
concerns within virtualized cloud infra- 
structures. SecureVue 3.2 assists with 
overall IT security and aids compliance 
with internal policies and industry or gov- 
ernment regulations. With the latest 
enhancements to SecureVue, elQnetworks 
has integrated with VMware-based hyper- 
visors to receive critical information from 



virtual hosts, which can be used to evalu- 
ate IT security. SecureVue says its prod- 
uct provides a comprehensive view of 
enterprise security based on managing 
and correlating data from numerous 
sources, including logs, vulnerabilities, 
configuration, asset, availability, and 
other security-relevant data from network 
devices, security devices, and servers. 

■ Encryptx DeviceDefender 3.2 

Encryptx announced DeviceDefender 
3.2, the latest iteration of its removable 
device control, management, and en- 
cryption solution for any type of remov- 
able drives or media used with a computer 
or server. Features include automatic 
removable device enrollment, verification 
against organization usage policies, fine- 
grain usage controls to allow administra- 
tors to automatically authorize certain 
types of manufacturer devices to be 
used, and event tracking. DeviceDefender 
3.2 also includes the new Device- 
Defender Administrative Server manage- 
ment console. 

■ F5 Integration BIG-IP 

With Oracle Identity Management 

F5 announced that it plans to integrate 
its BIG-IP system with Oracle Identity 
Management software in order to central- 
ize Web application authentication and 
authorization services and reduce infra- 
structure costs. The integration will also 
include Oracle Access Manager Single 
Sign-On. The integrated F5 and Oracle 
product will be available in the first half 
of next year. 

■ HP Total Care 

HP announced Total Care, a comprehen- 
sive tool designed to help small and mid- 
sized enterprises improve data security, 
maximize productivity, and minimize busi- 
ness risks while significantly reducing 
costs and energy use. Elements of 
HP Total Care include HP Total Care 
Business Risk Mitigation, HP Stor- 
ageWorks X500 Data Vault Series, and HP 
StorageWorks X3000 Network Storage 
Systems High Availability Bundles. To 
enhance productivity and reduce costs, HP 
Total Care includes the HP ProCurve 
1810G Switch Series and the HP ProBook 
5310m Notebook PC. The HP Color- 
LaserJet Professional CP5220 printer 
series, MarketSplash by HP, and HP 
Creative Studio are elements of HP Total 
Care that are designed to help companies 
maximize impact and decrease energy use. 

■ NitroSecurity NitroView 8.3.1 

NitroSecurity added configuration and 
change management features to the 
NitroView security management platform. 
NitroView' s latest feature package 
includes automatic configuration and 
comparison of data collection; activity 
notification change; real-time; contextual 
access to networks and identities; and 
unauthorized change tracking. These 
capabilities are available in NitroView 
version 8.3.1. 

■ Oracle Enterprise 
Single Sign-On Anywhere 

Oracle announced the availability of 
Oracle ESSO (Enterprise Single Sign-On 
Anywhere). Oracle ESSO is a component 
of Oracle Identity Management and 
allows users to host single-tenant ESSO 
in a private cloud, providing them with 
secure access to het- 
ORACL€" erogeneous enterprise 
resources. ESSO also 
gives users access to 
Web-based client server and mainframe 
enterprise applications from anywhere. 
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■ PortWise 4.8 

Port Wise announced PortWise 4.8, its 
identity and access management product 
suite that's focused on extending applica- 
tion support, enabling digital signatures, 
and extending cloud security options. 
There's extended cloud access and SSO, 
so end users don't need to be concerned 
about from where applications and ser- 
vices are deployed. PortWise' s Port- 
Forwarding makes it possible to natively 
and securely proxy applications without 
an SSL VPN client, and it also includes 
extended identity federation with the inte- 
gration of certificates as well as support 
for SAML and extended SAML. PortWise 
says the product can also further deploy 
digital signatures using various forms 
of PKI. PortWise TruID already sup- 
ports digital signatures using OTPs (one- 
time passwords). 

■ RSA & VeriSign VeriSign Identity 
Protection Authentication Service 
& RSA SecurlD 

RSA (EMC's security division) and 
VeriSign announced the expansion of VIP 
(VeriSign Identity Protection) Authentication 
Service and RSA SecurlD through RSA's 
two-factor authentication technology for 
more choice in OTP authentication. Features 
include a single OTP authentication device to 
securely access multiple Web sites, hardware 
tokens, and the usability of both VIP Au- 
thentication Service and RSA SecurlD on a 
single platform. 



Servers 



■ Fujitsu PRIMERGY 

Fujitsu announced that its PRIMERGY 
servers now support Microsoft's Windows 
Server 2008 R2 as well as the Windows 
Server 2008 R2 Foundation. Windows 
Server 2008 R2 brings a host of enhance- 
ments to the platform, including Virtual 
Desktop Infrastructure and Live Migration. 
Its BranchCache feature speeds up net- 
works and synergizes with the Fujitsu 
Dynamic Infrastructures. DirectAccess pro- 
vides secure remote network access. 
Additionally, the Windows Server 2008 R2 
Foundation for PRIMERGY offers clients 
more options for a cost-effective and pow- 
erful server platform. 



1 1 Parallels 

Optimized Computing 

■ Parallels Server 4 Bare Metal 

Parallels released Parallels Server 4 
Bare Metal, an addition to the Parallels 
Virtuozzo Containers product portfolio. 
Utilizing Parallels Virtual Automation, 
Parallels Server 4 Bare Metal offers virtu - 
alized delivery management for upgrades, 
backup, monitoring, and operational sup- 
port. The hypervisor-based offering fea- 
tures support for up to 12 CPUs, 64GB 
RAM, 2TB HDDs, and 16 NICs for each 
virtualized environment. In addition, 
Parallels Server 4 Bare Metal offers new 
capabilities such as Intel Virtualization 
Technology for Directed I/O, Flex- 
Priority, Extended Page Tables, and Virtu- 
al Processor Identification. 



Services 



■ IBM Smart Business Storage Cloud, IBM 
Information Archive & Consulting Services 

IBM introduced its Smart Business 
Storage Cloud, IBM Information Archive, 



and consulting services. The Smart 
Business Storage Cloud uses low-cost 
storage hardware to deliver multiple 
petabytes of capacity. The offering is also 
designed to handle data that is frequently 
accessed and can be implemented either 
on the client premise or as part of an off- 
site venture. IBM's latest Smart Business 
System, IBM Information Archive, is an 
integrated hardware and software plat- 
form that handles data retention and 
offers policy-based management for data 
stored on tape or disk. IBM's latest con- 
sulting services include Strategy and 
Change Services for Cloud Adoption, 
IBM Strategy and Change Services for 
Cloud Providers, and IBM Testing Ser- 
vices for Cloud. 



Storage 



■ Acronis True Image 2010 
Netbook Edition 

Acronis released True Image Home 
2010 Netbook Edition, which it calls the 
first backup and recovery software opti- 
mized for the screens and hardware in 
netbooks. The software includes an 
optional online backup program, patented 
disk-imaging technology, the ability to 
back up a disk locally or to attached 
devices, One-Click Protection, and a 
scheduling feature that lets users create 
and automate backups. Priced at $29.99, 
the software supports Windows 7, Vista, 
and XP Home and Pro as well as various 
Intel Atom processors and VIA C7-M 
chips. Further, because netbooks lack a 
CD/DVD drive, the software comes on a 
USB flash memory drive. 

■ Bus-Tech & Hitachi IBM Transaction 
Processing Facility Support 

Bus-Tech, which manufactures modu- 
lar, scalable VTL controllers for IBM and 
compatible mainframes, partnered with 
Hitachi Data Systems to offer support for 
IBM's TPF (Transaction Processing 
Facility). Combining Bus-Tech's Main- 
frame Data Library with Hitachi's 
Adaptable Modular Storage 2000 family 
and High-Performance Network Attached 
Storage Platform provides users with 
high-capacity storage systems for virtual 
tape volumes. In addition to cutting costs 
through the elimination of the need to 
monitor tape drives, the solution includes 
disaster recovery alternatives for main- 
frame settings. Additionally, enterprise 
data centers can expect faster backups and 
restores, better business continuity, and 
the elimination of tape-processing bottle- 
necks, Bus-Tech states. 

■ Compellent QuickStart SE 

Compellent unveiled QuickStart SE 
bundles to enable companies to adopt 
storage virtualization for increased data 
efficiency and scale to enterprise-level 
storage management capabilities on a sin- 
gle platform. Compellent' s QuickStart SE 
bundles provide enterprise capabilities 
such as automated, continuous data pro- 
tection and resource monitoring. The 
QuickStart SE was developed for growing 
enterprises moving from direct-attached 
storage to shared storage. QuickStart SE 
combines thin provisioning, continuous 
snapshots, and storage resource manage- 
ment applications with storage virtualiza- 
tion to help automate data movement 
and management for organizations with 
limited IT resources. Enterprises can 
later expand storage by adding software, 
such as automated tiered storage or 
remote replication, and emerging hard- 
ware standards, such as SSD, without 
needing to rip and replace existing stor- 
age investments. 



■ Dataram XcelaSAN 

Dataram released the XcelaSAN, a stor- 
age optimization appliance that can deliver 
up to 30 times better performance for exist- 
ing applications. The XcelaSAN storage 
optimization appliance augments existing 
storage systems by transparently applying 
intelligent caching algorithms that serve the 
most active block-level data from high- 
speed solid-state storage to create an intelli- 
gent, virtual solid-state SAN. Dataram says 
enterprises can benefit from the XcelaSAN 
without making changes to their existing 
storage systems, servers, or applications. 
The XcelaSAN connects to a storage net- 
work using eight 4Gbps Fibre Channel 
ports and can connect to the storage switch 
fabric or directly to back-end storage. 

■ i365 EVault Offsite Replication 
Storage Service 

i365 introduced the EVault Offsite 
Replication Storage Service, which is a 
cloud storage service designed for mid- 
sized organizations that maintains a mir- 
rored copy of their onsite backup data to 
the i365 Cloud. This cloud is built on a 
network of Tier 3 and 4 SAS 70 Type II- 
certified data centers with data protection 
infrastructure. In the event of a disaster, 
this hybrid program provides fast data 
recovery. It takes three steps to replicate 
data. It is available as either a cloud 
extension of the user's internal infrastruc- 
ture or as a managed service. 

■ Iomega StorCenter ix2-200 

Iomega announced a double-drive desk- 
top NAS appliance called StorCenter ix2- 
200. The ix2-200 is available in 1TB, 
2TB, and 4TB capacities and starts at 
about $270. The ix2-200 features device- 
to-device replication for 
• continuity and file recov- 

ery, iSCSI block-level 
Iomega access, RAID 1 configu- 
anEMCtompany rations, Windows Active 
Directory support, and 
user-replaceable hard drives. The ix2-200 
can also be used in the digital home, with 
features such as a DLNA-certified UPnP 
AV Media Server, built-in torrent sup- 
port, Bluetooth capabilities, and remote 
access capabilities. 

■ Iron Mountain Stratify eVantage 

Iron Mountain introduced Stratify 
eVantage, an e-discovery solution for pro- 
tecting sensitive company information. 
Using the hosted Stratify Legal Discovery 
service for complex e-discovery, Stratify 
eVantage employs a three-tiered process 
for managing data. Iron Mountain Stratify 
eVantage advanced features include sup- 
port for more than 300 file formats for 
extensive data processing, granular in- 
depth search, real-time filtering, automated 
concept organization, advanced analytical 
capabilities, and multilanguage detection. 

■ Raxco PerfectDisk 10 vSphere ESX 

Raxco Software's PerfectDisk 10 vSphere 
ESX now supports VMware vSphere 4, 
making it the only product that offers seam- 
less and integrated defrag support for 
vSphere 4. In a virtualized environment, file 
and free space fragmentation cause slower 
disk reads and writes, significantly degrad- 
ing the performance of virtualized Windows 
guests. PerfectDisk dramatically improves 
ESX performance and automatically elimi- 
nates resource contention by looking at 
resource usage at the host and guest levels. 
The program's Virtualization Awareness 
technology transparently defrags files, con- 
solidating free space into the largest possi- 
ble contiguous area. PerfectDisk 10 comes 
with the PerfectDisk 10 Enterprise Console, 



which lets you manage enterprise-wide 
defragmentation from a single interface. 

■ Sherpa Software Discovery Attender v3.5 

Sherpa an- 
nounced ver- 
sion 3.5 of its 
Discovery At- 
tender product. Discovery Attender auto- 
mates investigative tasks in PST files, 
Exchange mailboxes, public folders, and 
common storage areas. Discovery Attender 
features several enhancements, including a 
new text viewer with hit highlighting, a com- 
bined exception log, the ability to export to 
EML, and an easy-to-use wizard interface. 

■ STEC ZeuslOPS SSDs 

STEC has released enterprise-class 
ZeuslOPS solid-state drives for the LSI 
Engenio 7900 Storage System. These are 
engineered to offer midrange storage for 
customers struggling with data growth, 
high energy bills, and reduced budgets. 
The ZeuslOPS SSD provides a quick 
transactional performance response rate, 
and it's designed to boost performance so 
customers need fewer drives with lower 
energy consumption. Other features 
include spanning Fibre Channel to SAS, a 
broad range of capacity options, and pro- 
prietary SSD architecture. 

■ Spyrus & Kingston 
DataTraveler USB Flash Drives 

Spyrus and Kingston have partnered to 
incorporate Spyrus' Secured by Spyrus tech- 
nology into Kingston's line of DataTraveler 
USB flash drives. Designed to offer optimum 
levels of security and encryption to govern- 
ment agencies and enterprise customers, the 
technology includes features such as Suite B 
capabilities and XTS-AES mode of opera- 
tion. The first Kingston product equipped 
with Spyrus technology will be available in 
Q4 2009. 



^ Symantec™ 

■ Symantec Filestore 

Symantec released Symantec Filestore, a 
solution that provides file-based storage 
services within private and public clouds. 
Filestore can now deliver high-perfor- 
mance SaaS storage featuring support for 
Symantec NetBackup and Symantec 
Endpoint Protection. Specifically, Filestore 
can scale up to 16 nodes and self-deploy 
for large-file applications. Symantec 
Filestore starts at $6,995 for two CPU 
sockets and two nodes. 

■ Tyan Power HBA/RAID 
Add-On Cards 

Tyan released a line of RAID controller 
cards using 3Gbps LSI SAS and Mega- 
RAID technologies that will bundle with 
Tyan Intel Xeon 5500 series CPU platforms. 
The first cards for release are the RAID SAS 
P3204SR, P3208SR, P3214EHR, P3218- 
EHR, P3219EHRX, and P3228EHR. The 
cards support internal and external RAID 
storage connectivity for Xeon 5500 series- 
based platforms. The P3204SR and P3208- 
SR are aimed at low- to midlevel storage 
areas and provide RAID 0/1/5/10 abilities. 
The P3214EHR and P3218EHR are aimed 
at midlevel storage sectors and provide 
RAID 0/1/5/6/10/50 support. The P3219E- 
HRX and P3228EHR are aimed at high- 
performance settings and include advanced 
direct connect hardware supporting RAID 
0/1/5/6/10/50/60 solutions. 
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AdaptivCool Room Scale 
Intelligent Cooling 

AdaptivCool's data center environmental monitoring system 
is an integral part of the firm's comprehensive Room Scale 
Intelligent Cooling System for data centers. The Cooling 
Resource Manager utilizes a Web-based interface to track 
environmental conditions and deliver demand-based cool- 
ing and airflow in real time. 

• IP communications that support room environmental 
reports on popular Web browsers 

• Real-time active control of airflow and cooling supply 

• Trending of temperature data 

• Supports alarm reporting via SNMP, SMS, and email 

Best For: Data centers and facilities with poor cooling 
efficiency or hot spots. 

(603) 672-8900 
www.adaptivcool.com 





AVTECH TemPageR 3ER 

AVTECH's TemPageR 3ER is a device available in a stand- 
alone or 1 U 1 9-inch rackmount form factor that monitors 
temperatures in multiple locations. The TemPageR 3ER lets 
users log temperature sensor status for immediate alert noti- 
fication, historical review, and graphing. The unit can also 
send alert notifications via email, email-to-SMS, and SNMP. 
TemPageR 3ER offers an easy-to-use Web-based interface 
for settings and real-time sensor status viewing. 

• Connects via Ethernet and does not require a host PC 
for operation 

• Includes a built-in temp sensor, external temp sensor, 
and two digital sensor ports 

• Ships with AVTECH's Device ManageR and PageR 
Enterprise software 

Best For: SMEs that house critical equipment sensitive to 
temperature and the environment. 

Price: Starts at $255 

(888) 220-6700 
www.avtech.com 




AVTECH Room Alert 4E 

Available as a standalone unit or a 1 U 1 9-inch rackmount 
device, AVTECH's Room Alert 4E is designed to monitor 
computer room temperature and other environmental condi- 
tions in multiple locations. The offering keeps track of tem- 
perature, humidity, power, flood/water, smoke/fire, room 
entry, airflow, and heat index. It also supports immediate 
alert notifications, historical review, and graphing. 

• Alert notifications via email, email-to-SMS, and SNMP 

• Connects via Ethernet and does not require a host PC 
for operation 

• Built-in digital temp sensor, two digital sensor ports, a 
switch sensor channel, and light tower connection port 

• Ships with AVTECH's Device ManageR and PageR 
Enterprise software 

Best For: Organizations of all types and sizes that need to 
monitor expensive equipment critical to operations. 

Price: Starts at $355 

(888) 220-6700 
www.avtech.com 





AVTECH Room Alert 26W 

To address your IT and facilities environment monitoring, 
alerting, automatic corrective action, and wireless sensor 
monitoring needs, turn to AVTECH's Room Alert 26W. This 
1 U 19-inch rackmount device lets users keep tabs on multi- 
location computer room temperature, humidity, power, 
flood, room entry, and more. The unit communicates with 
wireless sensors via a ZigBee-compatible, secure, and pri- 
vate protocol from up to 250 feet away. 

• Alert notifications via email, email-to-SMS, and SNMP 

• Built-in sensors for temp, humidity, and flood 

• Includes a built-in UPS for delivering alerts even during 
catastrophic power failure 

• Ships with AVTECH's Device ManageR and PageR 
Enterprise software 

Best For: Organizations of all types and sizes with facilities 
in which running cables is difficult or impossible. 

Price: Starts at $995 

(888) 220-6700 
www.avtech.com 



Network Technologies 
Enviromux-Mini 

The Enviromux-Mini is a server environment monitoring 
system that is designed to monitor temperature, humidity, 
and IP-based sensors and alert users of impending critical 
events before they affect uptime. The device monitors criti- 
cal environmental conditions, including temperature, humid- 
ity, and water leakage in the server room. When sensors 
indicate a threshold limit has been reached, the system 
sends an alert via email, SNMP traps, a Web page, an 
LED indicator, or SMS message (external GSM or 3G 
modem required). 

• Supports up to two temperature/humidity sensors, a 
liquid detection sensor, and four digital inputs for detect- 
ing door closure 

• Operates and monitors in harsh environments at temper- 
atures up to 167 degrees Fahrenheit 

• Flexible 0U mounting or optional DIN rail mounting 
available 

Best For: Data centers, colocation sites, Web hosting facili- 
ties, telecom switching sites, POP sites, server closets, or 
any unmanned locations. 

Price: Starts at $310 



Network Technologies 
Enviromux IPDU-S2 

The Enviromux IPDU-S2 Secure Remote Power Reboot 
Switch allows you to remotely reboot and control power to 
two servers or other powered devices from any location via 
secure Web interface, RS-232, SSH, or Telnet. The small 
device lets users connect two sensors for monitoring envi- 
ronmental conditions. If a sensor detects that a preconfig- 
ured threshold has been breached, the device will power up 
or down devices (as specified) and send an alert. 

• Supports up to two sensors to monitor temperature, 
humidity, and water/leakage conditions 

• Monitors up to eight IP network devices 

• Alerts can be sent via email, syslog, LEDs, Web page, 
and network management (SNMP) 

Best For: Data centers, colocation sites, Web hosting facili- 
ties, telecom switching sites, POP sites, server closets, or 
any unmanned locations. 

Price: Starts at $395 

(800) 742-8324 
www.networktechinc.com 



(800) 742-8324 
www.networktechinc.com 
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Opengear EMD5000 

Opengear's EMD5000 is an inexpensive temperature and 
humidity sensor that connects to a customer's Opengear 
console servers through CAT 5 cabling and an adapter. 
The tiny device also features inputs for two additional sen- 
sors for monitoring door status, vibration, water leaks, and 
smoke. Opengear's environmental monitoring device man- 
agement software can also accept temperature and humidi- 
ty input from other manufacturers' UPSes and PDUs. 

• Users can securely monitor the environmental conditions 
at the remote site 

• Supports temperature, humidity, and one or two general- 
purpose status sensors 

• Opengear's console servers can support multiple 
EMD5000 devices to generate a complete picture of 
the environmental conditions 

Best For: Users of Opengear console servers. 

Price: Starts at $195 

(888) 346-6853 
www.opengear.com 




RLE Technologies Falcon FDS-Wi 

RLE Technologies' Falcon FDS-Wi is a wireless facility 
monitoring and management system that comes equipped 
with 418MHz and 900MHz radio receivers for wirelessly 
sensing temperature, humidity, motion, and more. The 
FDS-Wi operates over a wireless distributed system that 
offers better reliability and coverage compared to other 
wireless networks. 

• Monitors up to 1 00 feet of open air with the 41 8MHz 
antenna and up to a quarter mile of open air with the 
900MHz antenna. 

• Allows for adjustable signal strength for reliable coverage 
over long ranges 

• Supports multiple sensors 

Best For: Data centers, data closets, healthcare facilities, 
clean rooms, remote sites, and anywhere hard-wired moni- 
toring is cost-prohibitive. 

Price: Starts at $1,200 

(800) 518-1519 
www.rletech.com 



RLE Technologies 
Falcon F-Series 



The Falcon F1000 and F3400 standalone monitoring sys- 
tems protect equipment by monitoring critical operating and 
environmental parameters. The F1000 supports up to four 
analog sensors, four digital dry contact or thermistor sig- 
nals, and two relay outputs. The F3400 supports the same, 
plus an additional 24 digital inputs. 

• Monitors up to 1 6 servers and IP-based devices and up 
to five IP cameras 

• Web browser-based configuration and monitoring 

Best For: Enterprises, remote network facilities, 
communication rooms, unmanned facilities, and critical 
support systems. 

Price: Starts at less than $1 ,100 

(800) 518-1519 
www.rletech.com 




RLE Technologies Falcon 
Facilities Monitoring System 

The Falcon Monitoring System is a comprehensive system 
that lets users monitor equipment status and summary 
alarms, temperature, humidity, pressure, flow levels, securi- 
ty, and fire sensors. Users configure and view FMS reports 
over a secure login from any Web browser over the network 
or by dialing directly into via the built-in modem. 

• Easy to configure locally or remotely 

• Provides early warning alarm notification via diverse 
protocol 

• Web-based monitoring to view equipment status, alarms, 
and logs 

• Support for up to 10 IP cameras or addressable devices 
and up to 104 inputs 

Best For: Data centers, data closets, healthcare facilities, 
clean rooms, remote sites, and anywhere critical equipment 
is located. 

Price: Starts at $2,275 




Server Technology EMCU-1-1 

Server Technology's EMCU (Environmental Monitoring 
Control Unit)-1-1 is an IP-based product that monitors tem- 
perature and humidity, features water and fluid sensors, 
supports four dry contact door sensors, and accommodates 
additional power-fed analog input sensors. A Web interface 
provides at-a-glance reports of temperature, humidity, 
water detection, and cabinet door status. 

• Support for HTML and command line interface 

• No additional software necessary 

• Mounting tabs included for 0U mounting 

Best For: Data centers, colocation sites, Web hosting facili- 
ties, telecom switching sites, POP sites, server closets, and 
any unmanned area that needs to be monitored. 

(800) 835-1515 
www.servertech.com 



upsite 



Upsite Technologies 
Upsite Temperature Strip 

The Upsite Temperature Strip is a liquid-crystal strip with an 
acrylic self-adhesive backing that users can install on IT 
equipment, cabinet doors, or server room walls to deter- 
mine where hot spots are located and resolve heat-related 
issues before they become a problem. Upsite also offers 
1U and 2U HotLok® Blanking Panels equipped with these 
useful temperature strips. 

• Delivers reliable air-intake temperatures within two 
minutes of placement 

• Calibrated in accordance with American Society for 
Testing and Materials standards 

• Measurements accurate to within +/- 1 degree Celsius 

• Less expensive than electronic monitoring equipment 

Best For: Monitoring temperatures and hot spots on any IT 
equipment and in data centers. 

(888) 982-7800 
www.upsitetechnologies.com 



(800) 518-1519 
www.rletech.com 
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Silicon Mechanics Rackform 
iServ R109 

The Rackform iServ R109 is designed to bring processing 
power and energy efficiency to the entry-level server. This 
1 U server features an Intel Xeon 3400 series processor 
("Nehalem" architecture), up to 32GB of registered ECC 
DDR3 RAM, a PCI-E expansion slot, dual Gigabit Ethernet 
adapters, one fixed SATA drive, and a high-efficiency 
power supply. 

• 1 U single-socket Intel Xeon 3400-based rackmount 
server 

• Six DDR3 DIMM sockets 

• One fixed SATA drive 

• One PCI-E expansion slot 

• Intel 3420 chipset 

• 200W low-noise, high-efficiency AC/DC power supply 
with PFC 

Best For: Data centers looking for entry-level rackmount 
servers with advanced platforms and increased power 
efficiency. 

Price: Starts at $928 

(866)352-1173 | www.siliconmechanics.com 



HP ProLiant DL360 G6 

The HP ProLiant DL360 G6 server delivers twice the perfor- 
mance at half the power providing a high-performance com- 
puting option for value-minded SMEs. Combining the latest 
Intel Xeon 5500 processor technology with power-optimizing 
technologies such as HP Thermal Logic, the HP ProLiant 
DL360 G6 delivers high performance at a low price. 

• Complies with Energy Star specifications for computer 
servers version 1 .0 

• Delivers high performance and power efficiency with Intel 
Xeon 5500 series processors 

• Optimizes power and thermal management through "Sea 
of Sensors" feature and HP Thermal Logic technology 

• Reclaims lost data center power and cooling with HP 
Insight Control and Dynamic Power Capping, which 
enables customers to cap the server's power use while 
increasing workload capacity 

Best For: Data centers and service providers that need 
support for both centralized and remote environments in 
small to medium-sized enterprises. 

Price: Starts at $1,899 

(800) 888-0262 | www.hp.com 



Silicon Mechanics Rackform 
iServ R335 

The Rackform iServ R335 is a dense, energy-efficient 1 U 
server with redundant power, making it ideal for space- 
constrained, mission-critical deployments. This dual-socket 
server is built on the latest Intel Xeon processor technolo- 
gy. In 1 U of rack space, the R335 has eight hot-swap 
2.5-inch drive bays, 12 DDR3 DIMM slots, an integrated 
dual-port Gigabit Ethernet adapter, integrated IPMI and 
KVM with dedicated LAN, two PCI-E expansion slots, and 
an optical drive. 

• 1 U dual-socket Intel Xeon 5500-based rackmount server 

• 12 DDR3 DIMM sockets 

• Eight hot-swap 2.5-inch drive bays 

• Two PCI-E expansion slots 

• Two Intel Xeon 5500 series processors 

• Intel Hyper-Threading, Quickpath Interconnect, and 
Turbo boost 

Best For: Enterprises that need to beef up with the latest 
processing technology on a single rack unit. 

Price: Starts at $2,791 

(866)352-1173 | www.siliconmechanics.com 




HP ProLiant DL370 G6 

The HP ProLiant DL370 G6 server delivers more than twice 
the performance compared to previous generations, allow- 
ing SMEs to enhance data center efficiency and get the 
best return for their budgets. A combination of Intel Xeon 
5500 series processor technology and power-optimizing 
technologies lets the HP ProLiant DL370 G6 deliver high 
performance at a low price. 

• Optimizes power and thermal management via HP 
Thermal Logic technology 

• Reclaims lost data center power and cooling with HP 
Insight Control and Dynamic Power Capping, which 
enables customers to cap the server's power use while 
increasing workload capacity 

• ICE (Insight Control) for infrastructure management and 
enhanced server deployment 

• Power Regulator and Power Meter for power monitoring 
and server diagnostics 

Best For: Environments such as corporate workgroups, 
critical remote sites, and expanding businesses that 
demand more storage and operability. 

Price: Starts at $2,959 

(800) 888-0262 | www.hp.com 



Silicon Mechanics Rackform 
iServ R4410 

The Rackform iServ R4410 2U 4-node server supports 
four swappable, full-featured nodes in a 2U chassis with a 
redundant power supply. Each node is equipped with two 
Intel Xeon 5500 series processors, 12 DDR3 DIMM slots, 
three hot-swap SATA drives, a dual-port integrated Gigabit 
Ethernet adapter, integrated IPMI and KVM with dedicated 
LAN, and a low-profile PCI-E expansion slot. Also available 
with integrated InfiniBand (the R4410-IB), this server offers 
high density and redundant power, making it ideal for high- 
performance computing. 

• 2U 4-node Intel Xeon 5500-based rackmount server 

• Each node includes 12 DDR3 DIMM sockets, three 
hot-swap SATA drive bays, and one low-profile PCI-E 
expansion slot 

• ACPI/ACPM power management 

• Intel ICH1 OF SATA 3.0Gbps controller 

• Support for Intelligent Platform Management Interface 
v2.0 

• Matrox G200eW graphics 

Best For: Data centers that require increased density and 
redundant power. 

Price: Starts at $7,347 

(866) 352-1173 | www.siliconmechanics.com 




HP ProLiant DL380 G6 

The HP ProLiant DL380 G6 server delivers increased flexi- 
bility, enterprise-class uptime, and increased performance 
that meets a wide range of deployment needs for growing 
SMEs. The DL380 G6 uses the latest Intel Xeon 5500 
processor technology and the company's own power- 
optimizing technologies to deliver high-end performance 
at an affordable price for SMEs. 

• Complies with Energy Star specifications for computer 
servers version 1 .0 

• Equipped to support more virtual machines, users, and 
transactions with embedded RAID capability and twice 
the memory, storage, and network adapters of the previ- 
ous generation 

• HP Thermal Logic technology and "Sea of Sensors" 
feature optimize power and thermal management 

• HP Insight Control and Dynamic Power Capping enables 
customers to reclaim lost power and cooling and cap the 
server's power use while increasing workload capacity 

Best For: IT environments in the SME where flexibility and 
space considerations are important. 

Price: Starts at $2,099 

(800) 888-0262 | www.hp.com 
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Verari RM1257 



This 1 U system offers a solution for today's Web 2.0 appli- 
cations, such as software as a service and Web hosting 
companies, where virtualization of resources is a key factor 
in their ROI. The Verari RM1257 is also VMware-certified. 

• Two quad-core Intel Xeon 5400 series processors 

• Up to 64GB DDR2-800 RAM 

• VMware ESX Server-certified 

• Up to 1 .3TB of internal SAS storage 

• Four Gigabit Ethernet ports 

• Intel I/O Acceleration Technology 

• Optional dual-port Fibre Channel HBA 

Best For: Enterprises looking to expand rackmount options 
without crunching the IT budget. 

(888) 942-3800 | www.verari.com 




Verari RM1315 



This 1 U system is a two-in-one solution that features 
two separate 2-socket systems per chassis. With faster 
processors, DDR3 DIMM modules, and Intel virtualization 
technology, the RM1315 is an ideal solution for a full range 
of memory- and compute-intensive applications. 

• Two nodes per 1 U chassis 

• Two quad-core Intel Xeon 5500 series processors 

• Up to 96GB DDR3 memory per node 

• Intel QuickPath Interconnect 

• Two Gigabit Ethernet ports 

• Optional KVM-IP management 

Best For: Optimizing a network environment to supply 
increased management efficiency. 

(888) 942-3800 | www.verari.com 




Verari RM2242 



This high-performance, VMware ESX-certified 2U server 
addresses the infrastructure optimization and business 
continuity areas. With the RM2242 server and the latest 
virtualization applications, customers can now decrease 
their TCO even further. 

• Six-core Intel Xeon 7400 series processors 

• Up to 192GB ECC memory 

• VMware ESX 3.5-certified 

• Intel I/O Acceleration Technology 2 and 64MB 
snoop filter 

• Up to six SAS hard drives 

• Six Gigabit Ethernet ports 

Best For: Companies with server configurations in 
constrained spaces. 

(888) 942-3800 | www.verari.com 




Aberdeen Stirling 123 

Stirling 1U servers deliver improved operational efficiency 
within a dynamic VMware environment. 

• Supports up to two quad-core Intel Xeon processors 

• Up to 32GB of 667MHz FB-DIMM DDR2 memory 

• Up to four hot-swap SATA or SAS hard drives 

• Preinstalled VMware ESXi on disk-on-module 

• 650W redundant power supply 

• Five-year warranty 

Best For: VMware-centric companies of any size seeking 
to maximize ROI and increase performance. 

Price: Starts at $1 ,845 

(800)500-9526 | www.aberdeeninc.com 




Aberdeen Stirling 269 

The VMware-certified Aberdeen Stirling 269 offers SMEs 
a lower cost of ownership while eliminating concerns of 
compatibility complications. 

• Supports up to two quad-core Intel Xeon processors 

• Up to 1 44GB of 1 ,333MHz DDR3 memory 

• Up to eight hot-swap SATA or SAS hard drives 

• Preinstalled VMware ESXi on disk-on-module 

• 720W redundant power supply 

Best For: VMware-centric enterprises of any size 
looking for a robust, feature-rich server to affordably 
deliver performance. 

Price: Starts at $2,095 

(800)500-9526 | www.aberdeeninc.com 




IBM System x3550 M2 

With the IBM System x3550 M2, you're getting proven tech- 
nology in an energy-smart design. Support for quad-core 
computing with Intel Xeon 5500 series processors means the 
x3550 offers significant performance advantages. The x3550 
M2 servers feature an Integrated Management Module that 
continuously monitors the system, notifying users of potential 
failures or problems. Advanced power monitoring is available 
through IBM Systems Director Active Energy Manager. 

• 1 U chassis 

• Energy-efficient design 

• Up to 128GB of DDR3 RAM 

• Up to six 2.5-inch hot-swap hard drive bays 

• Support for the VMware ESXi 3.5 embedded hypervisor 

Best For: Any enterprise in need of a server to accom- 
modate applications such as e-business, collaboration, 
and virtualization. 

(800)426-4968 | www.ibm.com 




Dell PowerEdge R710 Rack Server 



With an interactive LCD for system health monitoring, alerting, and temperature monitoring, the Dell PowerEdge R710 features Intel 
VT FlexMigration to integrate multiple generations of Intel Xeon processor-based servers. The next-generation Dell OpenManage 
suite provides simplified command management for effective control, and the Lifecycle Controller performs provisioning tasks 
through the USC (Unified Server Configurator). To add to the virtual infrastructure, the DMC (Dell Management Console) operates 
on the Symantec Management Platform, utilizing a modular platform for asset, hardware, and security management. 

• Support for tool-less installation in 19-inch EIA-310-E-compliant square or unthreaded round holes 

• Supports up to two quad-core or dual-core Intel Xeon 5500 series processors 

• Optional embedded hypervisor for Citrix XenServer, Microsoft Windows Server 2008 with Hyper-V, and VMware ESXi v3.5 
Best For: Data center managers looking for next-generation logical servers and simplified deployment. 

Price: Starts at $1 ,998 



(877)220-3355 | www.dell.com 
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Active Power 
CleanSource UPS 




Active Power's CleanSource UPS 
system is designed to be reliable, 
energy-efficient, and battery-free. 
CleanSource UPS, which uses 
unique, integrated flywheel tech- 
nology, protects enterprises with 
mission-critical operations from short 
power disturbances on up to complete 
outages. With an energy efficiency of up 
to 98% and more than 55 million hours of 
runtime in the field to date, CleanSource cre- 
ates a predictable, continuous power system that will ride through power outages to keep 
critical operations up and running. 

• Seven times less likely to fail compared to conventional systems 

• Energy efficiency up to 98% 

• Battery-free means no damaging battery fumes, gases, or hazardous material 

• Space-efficient at a quarter to half of the footprint compared to conventional systems 

• Reduces total cost of ownership by 60% 

• 75% reduction in carbon emissions 

Best For: Companies looking for an energy- and space-efficient data center power solution. 

(512) 836-6464 
www.activepower.com 
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Active Power PowerHouse System 

The Active Power PowerHouse system is a critical power protection tool in a streamlined, 
space-saving, containerized package. The system can contain diesel generators, the com- 
pany's CleanSource flywheel UPS systems, generator starting modules, switchgear, power 
distribution units, and more. With more than 20 megawatts deployed to date, PowerHouse 
offers flexibility in placement, space savings, fast deployment, high energy efficiency, and 
prompt capital deployment to meet IT and business demands. 

• Can be used for a variety of applications, including facility infrastructure expansion, dis- 
aster recovery, temporary critical power needs, or event support 

• Mobile and can be deployed in a number of environments, including roofs, redundant 
loading bays, secure compounds, or parking lots 

• System is pre-engineered and factory-tested: It's a complete, repeatable solution vs. a 
conventional component-by-component implementation 

Best For: Organizations that have limited facility space and want to maximize use of rev- 
enue-generating floor space. 

(512) 836-6464 
powerhouse.activepower.com 





Eaton 5130 UPS 



Eaton 9130 UPS 



The line-interactive Eaton 5130 UPS protects servers, routers, switches, workstations, 
VoIP, and EDGE/3G/WiMAX wireless networking equipment against costly power fluctu- 
ations and outages. Designed to deliver clean, continuous power no matter the state of 
the incoming utility power, the 5130 is flexible and is available in slim 2U and 3U rack 
and tower configurations. The 5130's compact size is ideal for dense rack enclosures. 

• Flexible UPS 

• High-efficiency design reduces heat and expensive cooling costs 

• Delivers more wattage with a 0.9 power factor in less space to protect more equipment 
and leave more room to expand IT systems 

• Available in slim 2U (3.5-inch) and 3U (5.25-inch) rack and tower configurations 

• User-replaceable hot-swappable batteries 

Best For: Organizations with dense rack enclosures and those concerned about power 
fluctuations and outages. 

Price: Starts at $694 



The Eaton 9130 is an energy-efficient UPS that features smart energy management. The 
9130 helps IT managers carry out green initiatives in their IT environments. The 700 to 
3,000VA UPS models feature a high-efficiency design that saves energy without sacrificing 
reliability. Ideal for servers, networking equipment, telecommunications, VoIP, and security 
systems, the Eaton 9130 delivers clean, continuous power to protect critical equipment 
from power anomalies in utility power. 

• Online double-conversion design 

• High-efficiency mode of greater than 95%, reducing heat and cooling costs 

• Small form factor— up to 3.000VA in 2U of rack space 

• Supports four external battery modules 

• 0.9 output power factor 

• Load segment control with individual shutdown/startup scheduling capabilities 
Best For: Energy-efficient data centers. 

Price: Starts at $775 



(800) 356-5794 
www.eaton.com/5130 



(800) 356-5794 
www.eaton.com/9130 
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Eaton EX UPS 



The Eaton EX UPS protects midrange servers, storage 
devices, telephony equipment, medical devices, and other 
sensitive electronics equipment requiring continuous, clean 
power. Complementing this UPS' superior level of protec- 
tion is a low total cost of ownership and a broad range of 
high-availability features. 

• Online, double-conversion technology for 1 00% 
compatibility with any application and high output to 
protect equipment with PFC power supplies 

• Available in tower or high-density, versatile 2U 
rack/tower form factors 

• Wide input voltage window conserves batteries 

• Easily add more outlets with Eaton's FlexPDU and 
HotSwap Maintenance Bypass PDUs 

• Extended runtime capabilities with multiple, hot- 
swappable battery modules (optional) 

Best For: Organizations with sensitive electronics equip- 
ment requiring continuous, clean power. 

Price: Starts at $633 

(800) 356-5794 
www.eaton.com/ex 



Toshiba 
G9000 Series 



The G9000 Series from Toshiba offers 80kVA, 100kVA, 
160kVA, and 225kVA models, which are all designed to be 
either standalone or parallel machines. New models sup- 
porting 300kVA, 500kVA, and 750kVA will be available in 
January. The units feature a double-conversion topology 
that offers an AC/DC/AC efficiency of about 97% with loads 
between 50 and 100%. The G9000 Series can be used in 
configurations of up to eight units without the need for a spe- 
cial switchgear cabinet. The G9000 Series features an all- 
insulated gate bipolar transistor design that eliminates the 
need for an energy-stealing, front-end harmonic filter and gen- 
erates less than 3% input current total harmonic distortion. 

• No need for an output transformer, which boosts efficien- 
cy and cuts back the noise, weight, and footprint 

• The 300kVA, 500kVA, and 750kVA units will feature an 
input power factor greater than 0.99, an input voltage range 
of 15 to -20%, and an output power factor rated at unity 

• Supports 100% unbalanced loads and 100% step-load 
changes without battery discharge 

Best For: N+1 parallel systems with typical loads between 
30 and 40%. 

(800) 231-1412 
www.toshibaups.com 




Emerson Liebert NX With Softscale 

Emerson Network Power's Liebert NX UPS with Softscale technology is an online, 
double conversion, three-phase UPS system that is scalable for growing data centers. 
The soft-switching technology allows the Liebert NX with Softscale to optimize efficiency 
while maintaining the highest possible availability with online, double-conversion technol- 
ogy that corrects for all types of power fluctuations. The Liebert NX with Softscale allows 
growth from 40 to 60 to 80kVA, from 80 to 100 to 120kVA, and from 160 to 200kVA. The 
UPS also may be paralleled for additional capacity or for redundant operation. A 120/ 
208-volt, three-phase version of the Liebert NX without Softscale technology is available 
in four sizes, including 10kVA, 15kVA, 20kVA, and 30kVA capacities. The 20kVA and 
30kVA models may be paralleled for capacity or redundancy. 

• Utilizes Softscale technology 

• Online UPS with dual-bus compatibility 

• Provides paralleling for capacity or redundancy 

• High energy efficiency 

Best For: Small to midsized data centers and server rooms. 

Price: Starts at $29,000 for 10 to 80kVA units 

(800) 543-2378 
www.liebert.com 



Emerson Liebert GXT2 6 & 1 0kVA 




Emerson Network Power's Liebert GXT2 6kVA and 10kVA 
UPS systems provide online protection in the smallest cabi- 
nets in their capacity range. The UPS systems offer internal 
batteries, unlimited extended external batteries, and internal 
bypass capability, resulting in continuous uptime for the con- 
nected equipment. Multiple output configurations allow quick 
connection of protected loads. Designed for rackmount or 
tower setups, the Liebert GXT2 is available in a 6kVA 4U 

model and a 10kVA 6U model. Both models are available with output of 120/208V, 220V, 230V, and 240V. Dual-output- 
voltage units can provide 240/1 20VAC, 208/1 20VAC, 230/1 15VAC, 220/1 10VAC, or 200/1 00VAC. The 10kVA 208V 
Liebert GXT2 is available with a Parallel POD, enabling paralleling of two Liebert GXT2 modules to double capacity to 
20kVA. A third unit may be added to configure the system for N+1 redundancy. 

• Installs in either rack or tower configuration, and it automatically finds and matches line input frequencies of either 60 or 50Hz 

• Conditions and guards against all forms of power irregularities 

• Long battery life because of its ability to correct for frequency variations without switching to battery 
Best For: Organizations looking for ways to extend the lifetime of the UPS battery. 

Price: Starts at $4,000 for the 6kVA and $6,900 for the 10kVA 

(800) 543-2378 
www.liebert.com 




General Electric 750kVA SG Series Digital Energy UPS 

The General Electric 750kVA SG Series Digital Energy UPS system is an energy-efficient UPS system that boasts efficien- 
cy of more than 94% when operating at a typical 50% load. According to GE, when compared to other systems, standard 
data centers operating with 10 750kVA SG Series Digital Energy UPS systems will use between 60 and 100kW less power 
for operation and require 30 to 50kW less power for cooling. This reduces emissions and lowers operating costs. 

• Space vector modulation resulting in better battery runtimes 

• Redundant parallel architecture; UPSes are controlled in a peer-to-peer configuration 

• Digital signal processing for improved response times 

• Superior battery management with included battery testing features 

• Intelligent energy management determines the most efficient mode of operation 

Best For: Large data centers looking to cut back on emissions. 

(800) 637-1738 
www.gedigitalenergy.com/ups 
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How The Typical 
Information Worker 
Spends Her Day 

Email and telephones still drive the majority 
of business communication among informa- 
tion workers, according to a recent Forrester 
survey of 2,001 U.S. information workers 
from companies with 100 or more employees. 
Forrester defines information workers, or 
iWorkers, as employees whose jobs require 
use of a computer or other connected device. 

"A Day In The Life Of A U.S. Information 
Worker" shows that only 1 1 % of iWorkers use 
smartphones in the workplace. Of those using 
smartphones, Forrester found most are sales 
or marketing professionals (16%) and man- 
agers (22%). Those who do use smartphones 
"are greatly empowered," Forrester reports, as 
"81% of smartphone users use them at home 
and while com- 
muting." 

Desktop PCs 
remain the 
dominant 
device among 
iWorkers. Described 
as the "workhorse of the 
workday," desktops are used at least 
weekly by 76% of workers, compared to 35% 
for laptops, 1 7% for mobile phones, and 1 1 % 
for smartphones. More than 60% of desktop 
users say they spend more than four hours a 
day at a keyboard, and 25% share a computer 
with at least one colleague. Forrester found 
that notebooks are available to just one in three 
employees spanning all industries. 

Application-wise, email and Web browsers 
are the most popular apps. Although 12% of 
iWorkers report not using email at all, Forrester 
found that 57% use it hourly. As for real-time 
collaboration tools, a "minority of employees" 
use instant messaging, Web conferencing, and 
videoconferencing apps, the survey indicates. 

Where meetings are concerned, 45% of infor- 
mation workers report belonging to at least two 
teams, with daily meetings occurring for 25% 
of workers. Further, 60% report that most 
members of teams are based in the same 
location, although 30% of team members work 
at separate locations and 12% work for entire- 
ly different companies. On the social network- 
ing front, 36% of iWorkers use the services, 
but only 11% use them for work-related tasks. 

Causing Inefficiencies 

Ted Schadler, the Forrester vice president 
and principal analyst who led the survey, 
says the low adoption of smartphones "is 
causing inefficiencies or barriers to success," 
but focus is improving in this area. "For smart- 
phones, for example, the fact that people are 
willing to work from anywhere suggests a 
tremendous opportunity to support bring-your- 
own-phone programs that allow information 
workers to use their personal device for work 
applications, particularly with email and calen- 
daring. This is driving iPhone adoption in the 
enterprise today, for example." 

Schadler says common barriers that iWork- 
ers cite for slowly adopting new technologies 
include "I don't need it," "I don't understand 
what it can do for me," and "I find it too hard 
to use." Overall, Schadler says, "IT in every 
firm can do a better job asking their end 
users what they actually need from technolo- 
gy. This will arm them with data to make bet- 
ter decisions about which technology to 
invest in, how to overcome barriers, and 
where their problem areas are." 

by Blaine Flamig 



Featured Product 



Data Center 
Peace Of Mind 

Venyu's Virtual Disaster Recovery Service Meets The Needs 
Of Data Center Managers, One Failed Server At A Time 



by John Brandon 

The words "flexibility" and "disaster 
recovery" are rarely used in the same sen- 
tence. In fact, for a small to medium- sized 
company, there are typically all-or-nothing 
plans for making sure your company can 
survive a data breach, natural disaster, or 
other calamity. In other cases, a vendor 
might provide offsite backups or a server 
vendor will make sure you have replace- 
ment gear, but the timetables are usually a 
matter of days, not hours. 

Venyu (www.venyu.com) has a different 
take on disaster recovery. Its Virtual 
Disaster Recovery service provides greater 
flexibility for dealing with business continu- 
ity. The service is ideal for an SME because 
there's a mix-and-match approach whereby 
data center managers can choose exactly 
which servers are virtualized offsite. In a 
matter of minutes, it's possible to switch IT 
services to the Venyu hosted service, com- 
pared to the hours or days normally required 
for getting IT back on its feet. 

"We had a few conversations a few 
years back when it comes to the core 
offering of backup and helping clients 
recover their data," says Patrick Tansey, 
Venyu's product manager. "One of the 
questions we had to answer is: Where do 
clients get the hardware from? We have 
the data, and if something happens to the 
machine, what are the steps to get the data 
back in the event of a hardware failure? 
For the data center, it usually means buy- 
ing new hardware." 

How It Works 

Venyu decided to offer the virtual disas- 
ter recovery service because of the great 
need in IT to recover quickly from a natural 
disaster, data breach, server failure, or just a 
loss of mission-critical data. By offering a 
virtual environment for disaster recovery, 
an SME data center does not need to invest 
in replacement servers and other hardware 
right away. Restoring the data is the impor- 
tant step, and managers might not have any 
hardware available for the restore. 

The process of choosing to rely on virtu- 
al disaster recovery usually starts with 
evaluating the mission-critical services 
that must be recovered the fastest. Tansey 

Venyu Virtual 
Disaster Recovery 
Features 

• Stored server backup data is available 
in the cloud over a secure connection 

• Certified engineers assist with disaster 
recovery process 

• Does not require a secondary location; 
employees can work from home 

• Offers biannual dry-run disaster recov- 
ery testing 



says most IT managers already understand 
or have fully embraced the idea of server 
virtualization, and Gigabit ports in data 
centers are now ubiquitous (making a con- 
nection to the cloud feasible), so the tech- 
nological decisions about virtual disaster 
recovery are less about building the foun- 
dation and more about deciding which 
servers to use for virtual disaster recovery 
or whether to make all servers and IT ser- 
vices part of a virtual recovery plan. 

Venyu then makes exact duplicates of the 
existing servers. Tansey says in some cases 
this leads to an SME deciding whether to 
have Venyu host IT services. Once servers 
are replicated, Tansey says the company has 
an opportunity to then make sure the repli- 
cated servers — hosted offsite — are tweaked 
according to the needs of the company. 
Each day, Venyu makes a bit-accurate back- 
up to match the existing on-premises servers 
at the company. 

"We do a physical-to-virtual conver- 
sion," says Tansey. "We port it into the 
virtual environment and make an exact 
duplicate of the production box." 

Some of the advantages of this approach, 
he says, include 24/7 support from the 
company's certified engineers, no hard- 
ware costs involved for the SME, a flat 
monthly fee for the virtual disaster recov- 
ery hosting, and the flexibility of choosing 
which mission-critical servers to use. 

According to Jerome Wendt, the lead 
analyst and president at DCIG (www 
.dciginc.com), the Venyu virtual disaster 
recovery service makes sense for companies 



Technical Benefits 

Tansey says a key advantage for virtual 
disaster recovery is in relying on the tech- 
nical assistance of Venyu, as opposed to 
managing the complexities of disaster 
recovery on your own. For example, 



VENYU 



Venyu Virtual Disaster Recovery 
(225) 214-3800 
www.venyu.com 



Description: A virtual disaster recovery 
service that creates daily backups of 
servers in the cloud, which SMEs can use 
as live virtual servers in the event of a dis- 
aster or server failure. 

Interesting Fact: The Venyu Virtual 
Disaster Recovery service provides a 
secure connection to hosted servers so 
employees can work from home in the 
event of a natural disaster. 



Venyu helps the SME make networking 
decisions rather than forcing the client to 
make these key decisions when they are 
under the duress of rebuilding operations 
and business functions. 

Another benefit has to do with the time 
for recovery. With other disaster recovery 



IT managers can restore a virtual 
server through Venyu even for a 
minor glitch such as a single server 
failure or a data breach. 



that do not want to deal with the complexi- 
ties and costs of a company-run disaster 
recovery plan. 

"What Venyu is offering is an afford- 
able turnkey solution for disaster recov- 
ery," says Wendt, who has studied the 
disaster recovery market for SMEs. "What 
they are bringing to the table is the ability 
to recover applications and data seamless- 
ly at their data center in a cloud-comput- 
ing model. They bring their own expertise 
in application hosting and traditional 
online backup." 

Wendt says some of the prerequisites 
for choosing a virtual disaster recovery 
vendor is to know whether the company is 
stable enough to provide services long- 
term, has the experience and expertise 
required, and will deliver on the virtual IT 
services at crunch time. He says Venyu 
has a good standing in the industry with 
solid corporate backing. 



solutions, especially those arranged by hard- 
ware vendors, the time for recovery is usu- 
ally six hours or more before IT services 
are fully restored. With virtual disaster 
recovery, Tansey says the actual physical 
recovery usually takes less than an hour. 
According to Wendt, this process can take 
30 to 60 minutes as Venyu restores the disk 
images required for the virtual platform, 
updates user access and authentication, and 
configures any services and applications. 

Wendt says virtual disaster recovery is a 
perfect fit for an SME because it is not an 
"all or nothing" approach. IT managers can 
restore a virtual server through Venyu even 
for a minor glitch such as a single server 
failure or a data breach. Even for those in 
highly regulated industries, such as health 
care or the finance market, virtual disaster 
recovery makes sense because Venyu can 
store images securely and separately and 
encrypt data during transmission. 
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Thank goodness for the screw 



Where would we be without it? 



Every day, more Fortune 100 data center customers say the 
same thing about the Upsite innovation that first brought 
awareness to and eliminated bypass airflow. Sealing cable 
openings with Upsite's patented KoldLok® Raised Floor 
Grommets optimizes existing cooling unit capacity instantly. 
Studies show that KoldLok installations make computer rooms 
run so efficiently that data center managers can turn off 18 
percent of CRAC units, saving them significant energy dollars. 

With recaptured cooling capacity, companies can now increase 
server density without incurring the capital costs of new 
CRAC units. 



Where could you be with KoldLok? 



Real air-intake temperatures in an actual data center before 
and after installing KoldLok products. 





Before KoldLok products were 
installed, a foam product was 
used to plug holes and fans 
were used to cool the computer 
room. Temperatures reached 
94° F, 13+ degrees higher than is 
recommended byASHRAE. 



After KoldLok products were 
installed, virtually all tempera- 
tures dropped below the recom- 
mended 80.6 °F, which meant 
greater overall data center 
efficiency, optimized cooling, 
and the opportunity to increase 
server density without incurring 
capital CRAC unit costs. 



Upsite can help you discover your path to 
optimized cooling. Receive a free Upsite® 
Temperature Strip when you download a report 
from an Upsite customer who increased server 
density after a simple KoldLok installation. 



upsite.com/optimize 



upsite 



technologies 

Engineering the path to optimized heat density 



ENERGY 




PARTNER 



Upsite is an ENERGY STAR Service and Product Provider Partner, 
developing ways to optimize data centers 
and improve energy efficiency. 



upsite 



porate headquarters | santa fe, 
upsite europe | utrecht, 




upsite.com 

exico usa • 505.982.7800 
ands • +31 (0)30 7523670 

Upsite Technologies, Inc. 2009 
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Infected "Legitimate" 
Sites A Growing 
Threat, Company Says 

A typical PC-using enterprise employee runs 
into two mal ware- infected Web sites each 
day, according to SaaS/cloud security service 
provider Zscaler. More disturbingly, the com- 
pany says, many such toxic sites belong to 
trusted companies that have fallen victim to 
security breaches. 

"This changes the rules," says Michael 
Sutton, Zscaler's vice president of security 
research. "We used to tell users to 'only surf 
to legitimate Web sites' in order to be safe. 
Now those same sites have been turned into 
catalysts for attack." 

Zscaler's research indicates that, on average, 
a U.S. company with 40,000 computer users 
will experience network traffic to more than 
48 million Web pages per day (including 
repeat visits). Of those, more than 83,000 
URLs will have malware lying in wait to try 
and install itself on vulnerable systems. 
Malware can hide not only in a particular 
page on a site but also in image files, stream- 
ing content, banner ads, and other materials 
from third parties, Sutton says. 

"Attackers have shifted their tactics," says 
Sutton. "Rather than setting up attacker- 
controlled sites and social engineering 
victims into visiting those sites, they are 
now seeking to directly infect otherwise 
legitimate Web sites." 

This tactical adjustment makes logical sense, 
Sutton says. "Why generate the traffic that 
you need when vulnerable Web sites are 
already receiving millions of visits per day? 
Thanks to the generally weak state of Web 
application security today, attackers are fac- 
ing little challenge automating scripts which 
scour the Web, seeking out vulnerabilities 

which permit malicious content to 
be injected into an otherwise 
legitimate Web site." 

Malware Purveyors 

When respected, 
high-traffic Web 
sites temporarily fall 
under the sway of 
malware purvey- 
ors, whether 
through a known 
unpatched vul- 
nerability or a 
zero-day threat, 
it's impractical for 
security vendors to simply 
block the infected pages, Sutton says. For 
one thing, there are too many new threats 
surfacing all the time, he says. Moreover, 
such high-profile sites rapidly take steps to 
correct the problem and resume service. It 
would be too disruptive to block major search 
engines, news outlets, and other big names 
on the Web. 

That means it's up to enterprises and users 
to ensure that their security software is cur- 
rent and effective and that their OS and other 
apps are fully patched. 

"This is an especially challenging threat for 
SMBs, which may not be able to afford 
more comprehensive security solutions 
designed to inspect Web traffic," Sutton 
says. "In such cases, enterprises should at 
a minimum ensure that the latest Web 
browsers are in use, which utilize malicious 
URL databases." 

by Marty Sems 




Featured Product 



Environmentally 
Friendly Fire 
Suppression 

Fike's ECARO-25 Clean Agent Fire Suppression 
System Utilizes DuPont FE-25 Agent 



1000 cubic feet 



ECARO 25 





27 lb protects 
1000 cubic feet 



FM-200 

27lb protects 
790 cubic feet 



FK-5-1-12 

271b protects 
620 cubic feet 



Greater Efficiency 



The small footprint of the ECARO-25 means additional savings and efficiency for SMEs. "It offers the 
smallest footprint with fewer pounds of agent required per cubic foot of protected space— an impor- 
tant factor where space is limited," says Bill Howerton, director of systems sales at Fike. 

According to Kevin Kenny, global product manager for fire suppression at Fike, Fike's ECARO-25 re- 
quires 20 to 38% less clean agent per cubic foot or meter and is 15 to 25% more efficient than the other 
competitive fire suppression systems found within this market segment. "That represents a significant cost 
savings," adds Kenny. 'The physical properties of FE-25 allow you to utilize small-diameter piping over 
long distances, making the clean agent pipe network design less expensive and much easier to install." 



by Joseph Pasquini 

Proper data protection is imperative 
not only for an enterprise's success but also 
for its very survival. Along with power and 
cooling, fire suppression is a mandatory 
component of the protective matrix required 
within today's data centers. Sadly, many 
managers unnecessarily view fire suppres- 
sion as a thorny subject. 

Although easy to deploy, water-based 
sprinkler systems are virtually assured to 
cause more damage to servers and other 
similar electronic equipment than the actual 
fire itself. Environmental concerns regard- 
ing traditional chemical-based suppression 
agents often only add to a manager's level 
of frustration and confusion. 

For administrators looking for a more 
practical, economical, and understandable 
solution, Fike's ECARO-25 Superior Clean 
Agent Fire Suppression System (www.fike 
.com) will easily fit the bill. 

Three-Dimensional Fire Suppression 

According to Kevin Kenny, global prod- 
uct manager for fire suppression at Fike, the 
ECARO-25 leverages the unique physical 
properties of DuPont' s FE-25 fire suppres- 
sion agent in order to provide an effective 
fire protection system. This marriage of 
technologies results in a system that pro- 
vides three-dimensional fire suppression 
during a fire and yet minimizes business 
downtime following an event. 

Kenny says the ECARO-25 system dif- 
fers from water-based sprinkler systems in 
that it is noncorrosive and nonconductive 
and does not leave residue, meaning it 
doesn't cause additional damage to expen- 
sive assets or require a massive clean-up. 
Additionally, because it is discharged in a 
gaseous vapor form, "it rapidly penetrates 



enclosures to get to the source of the fire, 
reaching areas that water and/or dry chemi- 
cal agents simply can't." 

The ECARO-25 relies upon its unique 
ability to absorb, at a molecular level, the 
heat energy from the combustion reaction. 
The ECARO-25 's ability to absorb heat 
faster than the amount of heat generated by 
the combustion reaction essentially halts the 
combustion reaction because it cannot sus- 
tain itself, Kenny says. Additionally, quick- 
acting clean agents greatly reduce the 
amount of smoke and soot damage typically 
generated by a fire. 

FE-25's Range Of Uses 

Unlike traditional Halon 1301 systems, 
DuPont states that FE-25 is safe for dis- 
charge around people and is therefore capa- 
ble of being utilized in both occupied and 
nonoccupied working areas. According to 
DuPont, the FE-25 clean agent may be used 
in total flooding applications where people 
are normally present for Class A fire assets 
(which represent more than 90% of all com- 
mercial protection scenarios). Examples of 
Class A include computer rooms and data 
processing centers, clean rooms, data com- 
munication facilities, and manufacturing 
areas as well as museums, libraries, and his- 
torical sites. 

FE-25 can also be used to suppress Class 
B fire hazards for areas that are not normal- 
ly occupied or that have limited access, such 
as engine compartments, chemical storage 
rooms, paint lockers, and other applications 
with hydrocarbon-based materials. 

Compared to other potential suppression 
agent alternatives, the improved flow of FE- 
25 in combination with its low boiling point 
and capability to be stored at sub-freezing 
temperatures all combine to allow for 
remote cylinder storage. 



Regardless of the application, Bill 
Howerton, director of systems sales at Fike, 
cautions enterprises to not ignore the risks 
posed by inadequate — or even nonexis- 
tent — fire suppression. "Some businesses 
don't invest in adequate fire protection for 
their electronics and high-end equipment 
based upon the assumption that fires just 
don't occur in these areas," says Howerton. 
"Can you imagine the number of customers 
that would be affected if your equipment or 
network were to go down for any reason? 
And if that reason were a fire, how quickly 
could you get back online, if at all?" 

Alternative To Halon 

Introduced in the 1960s, Halon 1301 
was originally considered a potent fire- 
fighting agent for use in total flooding 
applications. Designed to be discharged 
in a gaseous form, Halon found wide- 
spread use in a whole host of SME com- 
puting environments. Before the 20th 
century came to a close, however, a great 
deal of scientific evidence indicated that 
Halon was unfortunately an ozone- 
depleting chemical, and eventually, 
Halon was banned from production in the 
United States. 

Since then, FE-25 has garnered additional 
recognition. According to Kenny, FE-25 is 
considered an acceptable replacement for 
Halon 1301 by the U.S. Environmental 
Protection Agency's Significant New Alter- 
native Policy and Halon Alternatives Group 
for fire extinguishing systems. 

Maximizing Cost Savings 

As international regulatory bodies begin 
to mandate the removal of Halon 1301, FE- 
25 can replace Halon in existing systems 
with minimal system modifications. 
Luckily, the pressure traces, vaporization, 
and spray patterns of FE-25 nearly duplicate 
that of Halon 1301. "The flow characteris- 
tics and agent vapor pressure of FE-25 are 
very similar to that of Halon," says 
Howerton. This fact helps to position the 
ECARO-25 as an easy and cost-effective 
"drop-in" replacement for existing Halon 
1301 fire protection systems. As a result, 
data center managers now have a cost-effec- 
tive method of removing Halon while main- 
taining the main structure of their fire 
suppression systems. 

Significant cost savings can often be real- 
ized because existing piping infrastructure 
used for Halon distribution can typically be 
retained and reused. "With ECARO-25, you 
can easily transform a Halon 1301 fire sup- 
pression system into an effective, environ- 
mentally sound clean agent system with 
minimal modifications, usually only requir- 
ing a change of nozzles and containers," 
explains Howerton. 



Fike 



ECARO-25 Clean Agent Fire 
Suppression System 
(800) 937-3453 
www.fike.com 



Description: The ECARO-25 is a clean agent 
fire suppression system based on DuPont's 
FE-25 total flooding clean agent that extin- 
guishes fires without the damage associated 
with traditional water-based systems. 

Interesting Fact: Fike boasts a corporate 
quality policy that ensures its employees will 
work to provide the highest-quality products 
and services possible. 
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Visit our Website at 
www.hergo.com to learn 
more about our products 
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ergo 8 888.222.7270 www.hergo.com 



GSA Contract # - GS-29F-01 33G 

56-01 55th Avenue, Maspeth, New York 11378 



Ironclad Access Control 

Black Box Veri-NAC Offers One-Box NAC 
& Vulnerability Management 



by Andrew Leibman 
• • • 

Black Box knows that managing net- 
work access is the best way to ensure data 
security and prevent breaches that put crit- 
ical data at risk and threaten to bankrupt 
organizations. To address both SMB and 
enterprise network access control require- 
ments, Black Box developed the Veri- 
NAC appliance family. 




Veri-NAC utilizes an agentless and non- 
inline design to deliver access to author- 
ized machines with known profiles and 
block access to rogue laptops, unautho- 
rized wireless access points, and devices 
with spoofed MAC addresses. Veri-NAC 
can also restrict access to devices that 
comply with standards for OS version and 
update status and with the appropriate port 
configurations. When a device falls out of 
compliance, Veri-NAC blocks it but 
enables access to the resources needed to 
bring the system back into compliance. 

The Veri-NAC family works with your 
existing network and legacy infrastruc- 
ture, simplifying deployment and reduc- 
ing costs compared to similar systems. 
Veri-NAC 's agentless design also makes 



installation and maintenance, even for a 
limited IT staff, easy and painless. Setup 
can occur in less than 10 minutes, after 
which Veri-NAC autodiscovers your net- 
work resources and lets admins select the 
machines and devices that are granted 
access and those that are denied. 

Veri-NAC reports network security data 
as colorful graphs and charts with views of 
network status and other Veri-NAC appli- 
ances in use. The appliance also audits 
connected devices for common vulnerabil- 
ities and exposures (CVEs), which lets IT 
managers prioritize which vulnerabilities 
to address first and also helps comply with 
GLBA, HIPAA, PCI, ISO 27001, and 
other standards. Black Box's Veri-NAC is 
backed by free, live, 24/7 tech support. 

# BLACK BOH 

NETWORK SERVICES 



Black Box Veri-NAC 

Designed to guard the network 
against unauthorized computers, 
incompliant hardware, and identify 
device vulnerabilities. 

Solutions start at $2,850 

(724) 746-5500 

www.blackbox.com/go/Veri-NAC 
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When Your PC Goes 




Simple & Quick 
Backup & Recovery 

CMS Products BounceBack Ultimate 



by Seth Colaner 
• • • 

Every data center employee knows 
the necessity of backup and recovery 
solutions. CMS Products' BounceBack 
Ultimate is designed to be a "digital 
spare tire" for PCs, allowing users to 
back up and restore the entire contents 
of a PC, including applications, data, 
personal settings, operating system, par- 
titioning, and formatting. 

Features include Instant PC Recovery, 
which lets users start up a PC from an 
external USB hard drive in case the 
operating system or hardware malfunc- 
tions, and instant One-Button Recovery, 
which is a simple and direct way of 
restoring a PC hard drive without the 
need for reinstalling anything. The 
QuickRestore function also lets users 
quickly restore specific files and folders. 

Other features include CDP (Contin- 
uous Data Protection), a function of 
BounceBack Ultimate that continuous- 
ly keeps new or modified files up-to- 
date; the ability to let Bounce-Back 
Ultimate run its processes in the back- 
ground so users can continue to work 
while the program takes care of busi- 
ness; and easy-to-configure AES 256- 
bit en-cryption to secure your data 
from prying eyes. 



BounceBack Ultimate also lets users 
back up to multiple media, such as an 
external hard drive or network drive, 
simultaneously so users can have multi- 
ple concurrent backups. With synchro- 
nization capabilities enabled, users can 
save a backup of their projects on a 
backup drive and use the drive on other 
computers. When the drive is again con- 
nected to the original computer, 
BounceBack Ultimate automatically 
syncs the changes, ensuring you're 
always working with the most up-to-date 
files. Users can also schedule backups 
and create backup sets. 




CMS Products 
BounceBack Ultimate 

Full download: $89 
Full CD: $99 
Upgrade download: $69 
Upgrade CD: $79 

Lets users back up and restore the 
entire contents of a PC. 

(800) 327-5773 

www.cmsproducts.com 
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Power Providers 

Para Systems Offers A Range Of Power Management Solutions 
For Enterprise Environments 




by Holly Dolezalek 
• • • 

As bandwidths get bigger, traffic gets 
busier, and racks get denser, power man- 
agement becomes more and more impor- 
tant. Para Systems' niche is to provide the 
UPSes and other power management prod- 
ucts that data center managers use to 
insure themselves against power outages, 
surges, and brownouts. 



Para Systems 
(800) 238-7272 
www.minutemanups.com 



Para Systems specializes in uninterruptible 
power supplies, most notably its Minuteman 
line of UPSes, for environments such as IT 
and health care. 

The company also offers other power man- 
agement systems, such as PDUs, surge sup- 
pressors, and power management software 
called Remote Power Manager. 

Para will soon expand its offerings with 
three-phase power capabilities to better pro- 
vide SMEs with power-hungry equipment. 



Para Systems manufactures the Minute- 
man line of uninterruptible power sup- 
plies, which account for a large portion of 
the company's sales. The company also 
carries other power management products, 
such as power distribution units, surge 
suppressors, and its own power manage- 
ment software called Remote Power 
Manager. KVM switches, SNMP and 
accessories, and other software round out 
the company's product suite. 

"Minuteman is definitely our corner- 
stone product line," says Bill Allen, direc- 
tor of marketing for Para Systems 
(www.minutemanups.com). "We added 
the other products to enhance that line and 
to let us provide total power protection to 
our customers." 

Power To The People 

The company is headquartered in Car- 
rollton, Texas, where most of its employ- 
ees work. It also has a distribution center in 
Carrollton and two more in Puerto Rico 
and Colombia, South America. Produced 
by contract manufacturers in East Asia, 
Para Systems products are sent to those 
distribution centers, where they are then 
sent to the company's network of 100 dis- 
tributors. Those distributors sell the prod- 
ucts to resellers, which in turn sell them to 
the end user. 



Not surprisingly, Para's biggest market 
is telecommunications companies, but its 
products sell well in the education and 
security markets (primarily security sys- 
tems for businesses). "Security devices 
used to operate separately, but security is 
becoming entrenched in IT because every- 
thing is running off of the network, such 
as IP-based security cameras," Allen says. 

The bulk of Para' s sales come from the 
North American market, including 
Canada, but Allen explains that a small 
part of the company's business comes 
from Central and South America. 

Para opened its doors in 1982, and the 
Minuteman line has been part of its portfo- 
lio practically from the very beginning. 
The Pro series has one of the best- selling 
series, but by the early 1990s, the 
Minuteman line also included models with 
extended runtime. "We added a connector 
to the back of a UPS to add external bat- 
tery packs so that we could extend the run- 
time in a power outage from 15 minutes to 
hours," Allen says. "There are many other 
competitive UPS manufacturers that pro- 
vide that capability now, but it's been 
one of our calling cards for a long time." 
The extended runtime models in the 
Minuteman line include the Enterprise 
Plus series and the Endeavor series. 
Extended runtime is an attractive option 
especially for smaller companies that may 
not have systems and staff set up to ad- 
dress power outages as quickly as larger 
enterprises, Allen points out. 

The Pro and the Enterprise Plus series 
have sold well in the small to medium- 
sized enterprise market, especially the 
Enterprise Plus, because they are popular 
units for small network systems. 
"Enterprise Plus is actually aimed more at 
the [larger] enterprise size — hence the 
name — but it's well-priced and well-posi- 
tioned for the SMB market," Allen says. 

Power Products 

The Minuteman line includes on-line, 
line interactive, sine wave, and standby 
UPS series. The EnSpire series is 
Minuteman' s low-end series of standby 
UPSes, which are UPSes that usually pro- 
vide basic functions such as surge protec- 
tion and battery backup. At the other end 
of the spectrum are Minuteman' s on-line 
UPSes, which are for mission-critical 
equipment that has to be insulated from 
any power fluctuations. These include the 
Endeavor, CPE, and MCP series. 

The EnterprisePlus series are the line- 
interactive UPSes, which provide automat- 
ic voltage regulation. These UPSes are for 
enterprises that face frequent brownouts 



and surges, because they can handle those 
events without tapping into the battery 
reserve. Minuteman' s line-interactive 
UPSes also include the Entrust, Pro-E, and 
MM-AVR series. Para also sells the exter- 
nal battery packs for those UPSes that are 
equipped for extended runtime. 

The Minuteman line also includes 
PDUs, which come with a variety of 
receptacle and outlet capacities. Para also 
carries 2-port and 8-port remote power 
managers, surge suppressors with rotating 
receptacles and child safety covers, rugged 
surge suppressors for harsh environments, 
and other suppressors. 

Getting To Market 

Like any manufacturer, Para struggles 
with the ups and downs of the commodi- 
ties it needs to make its products. The 
company's transformers require a lot of 



Power Technologies 

From Para Systems, Inc. 

copper wiring, and the battery packs for 
extended-runtime products require a lot 
of lead for the lead- acid batteries. "Like 
any other manufacturer, we struggle to 
maintain our cost advantages and keep 
costs down," Allen says. "Over the past 
couple of years, there's been a lot of 
fluctuation in copper prices and lead 
prices, so it's been a bit of a challenge to 
maintain even pricing." 

The company also has to be vigilant 
about marketing the right products in the 
right way to the right market. "We have to 
identify what products are going to res- 
onate with who and properly market them 
to those populations," Allen says. For 
example, although the extended-runtime 
UPSes might be attractive in any market, 
Para has made efforts to push them in the 



telecommunications sector, 
because the importance of 
keeping telephone systems 
running makes those products 
especially attractive. The com- 
pany is also pushing those 
products in the IT sector gen- 
erally, based on research it's 
seen that suggests that the 
trend in IT is toward more 
extended runtime. 
"IT managers have mission- 
critical servers, so they need runtime 
there, but there are also peripheral devices 
that, if the power goes out, it cuts off more 
than the local," Allen says. "For example, 
if a router goes down for a remote facility, 
it cuts off network service to that facility 
even if the power is still on." 

The Next Phase 

For Para, the future is in three-phase 
instead of single-phase. Devices wired for 
three-phase electricity have three conduc- 
tors instead of the one in single-phase 
devices. Historically, Para's products have 
been single-phase, but the company has 
signed a contract with General Electric to 
start carrying some of its three-phase 
products. The agreement covers GE's LP 
and SG series of three-phase UPSes, 
which will be sold by distributors that are 
already carrying the Minuteman UPSes. 

"That's important to us because it 
allows us to [offer] single-phase PDUs 
and RPMs, [and] it also gives us the capa- 
bility to sell higher-end solutions," Allen 
explains. "The research we've seen sug- 
gests that the market for higher-end 
UPSes and other power management 
products will grow faster than that for 
lower-end products." 

That possibility is especially promising 
in the healthcare, banking, and finance 
sectors, but it's also promising in the IT 
sector, Allen says. "People are buying big- 
ger UPSes because they've got more 
servers and more equipment stuffed into 
the rack, and you can push more voltage 
through in a three-phase than a single- 
phase, because it's a bigger pipeline." 

Allen says that Para continues to do 
well in its niche, despite the vagaries of 
the economy. "We continue to see growth 
in our various markets, despite the report 
we've seen that predicted that the UPS 
industry would be down 20 to 25% this 
year," he says. "We're happy to say 
we're going to be ending the year on a 
positive note." 



A Sampling Of Para Systems' Offerings 



1 Product 


Description 


Price I 


EN-400 


400VA standby UPS with six outlets 


$59 


PRO700E 


700VA line-interactive UPS with six outlets 


$219 


E1000RM2U 


1 ,000VA line interactive rack/wall/tower UPS 
with six outlets 


$519 


ED3000RM2U 


3,000VA online rack/wall/tower UPS with 
seven outlets 


$1,439 
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Virtualization Vita 



Peeling Back The Layers Of Virtualization's 
Seemingly Endless Data Center Benefits 





by Christian Perry 

In a virtualized environment, there is 
far more than meets the eye. No longer can 
you judge a data center by the sheer quan- 
tity of servers populating its floors, 
because virtualization can transform a 
seemingly diminutive rack into a dominant 
workhorse capable of delivering comput- 
ing equivalent to multiple racks of servers 
and storage devices. 

"Virtualization enables data centers to 
save tremendous amounts of money on 
hardware, power, and cooling and [save] 
floor space by compressing multiple work- 
loads onto a single physical server," says 
Siki Giunta, CEO of Fortisphere (www 
.fortisphere.com). "With those advantages, 
IT organizations are finding they can bet- 
ter serve the business on lower budgets 
and even reduce the barriers to the 
increased utilization of IT." 

More Bang For The Buck 

Because virtualization has spread into 
nearly every segment of data center 
operations, obtaining a tidy, encapsulat- 
ed understanding of the technology and 
its many iterations can be a difficult 
undertaking. However, a bird's-eye view 
reveals that virtualization can help orga- 
nizations make the most of their existing 



Key Terms 



Desktop virtualization: Emulates a 
desktop PC experience for end users 
through the use of thin clients (or similar 
devices) and centrally managed desktop 
virtual machines. 

Hypervisor: A software-based system that 
serves as a go-between for virtual machines 
and the physical hardware. Can be native 
(running directly on host hardware) or host- 
ed (running within an operating system). 

Virtualization layer: Installed on hardware 
and works to isolate operations conducted 
by virtualization applications and send them 
to virtualized areas. 

Virtual machine: A virtual environment that 
emulates an actual physical machine, com- 
plete with a physical processor, memory, 
and other components. 



infrastructure and even curtail long- 
range spending. 

"Virtualization offers both immediate tan- 
gible advantages as well as longer-term ben- 
efits in the data center," explains Omar 
Sultan, data center product marketing man- 
ager at Cisco (www.cisco.com). "In the 
near-term, server virtualization can help 
customers get a handle on their server infra- 
structure sprawl — every new application or 
system does not automatically mean a new 
server and its attendant infrastructure. 
Customers can look at deploying an applica- 
tion on an existing server, which saves them 
money and shortens the deployment 
process. In fact, since the typical data center 
is running at less than 20% utilization, cus- 
tomers can actually reverse the sprawl and 
consolidate their physical servers." 

Those physical servers are key to the vir- 
tualization puzzle, because today's servers 
are typically so powerful that much of their 
processing muscle often goes unused on any 
given day. Instead of dedicating single 
physical servers to single tasks — which in 
turn can consume precious data floor 
space — data centers can deploy virtualiza- 
tion software on those servers, which trans- 
forms each server into several virtual 
machines. Each of those virtual machines 
can run its own operating system, which 
provides extensive flexibility for data center 
managers who are either already overseeing 
complex environments or looking to do 
more with their architectures. 

Virtualization Flavors 

Virtualization comes in many forms. 
When a server is fully virtualized, a soft- 
ware control device called a hypervisor 
interacts with the physical hardware and 
ensures that the virtual server remains on its 
own. In this way, a single physical server 
can host several virtual servers, relying on 
the hypervisor to shuffle resources as neces- 
sary to the virtual machines and keep those 
virtual environments completely indepen- 
dent from each other. 

The hypervisor leaves the picture with 
OS-level virtualization, as the host OS 
assumes the hypervisor role. Unlike full 
server virtualization, OS-level virtualization 
requires virtual servers to run the same OS. 
Another server virtualization method, called 
paravirtualization, lets data centers use 
interfaces that aren't quite identical to the 



hardware driving the software. Because the 
entire system isn't being virtualized, this 
approach can help to save resources, but it 
also decreases flexibility. 

Applications and storage can also be vir- 
tualized. In application virtualization, an 
application runs as if it's using the actual 
operating system and the physical hardware 
driving that OS, even though it isn't. 
Whereas server virtualization generally 
emulates the entire operating system, appli- 
cation virtualization emulates just the appli- 
cation itself and relies on a virtualization 
layer installed on the hardware to keep its 
operations isolated from nonvirtualized 
operations on the machine. In a virtualized 
storage environment, multiple storage pools 
are collected from different network storage 
devices to assemble one storage device — or 
what appears to be one storage device. 
Enabled through software or hardware/ 
software hybrid appliances, this approach 
helps to cut the complexity of traditionally 
difficult-to-manage SAN environments. 

Discover The Possibilities 

For small and midsized enterprises, vir- 
tualization can help data centers tap into 
levels of fault tolerance previously enjoyed 
only by huge organizations. Lew Smith, 
practice manager of virtualization solutions 
for Interphase Systems (www.intph.com), 
says that virtualization gives IT teams the 
power to intelligently manage all physical 
resources with the data center as one logi- 
cal pool (or many logical pools) of com- 
puting power. 

"As load increases throughout the busi- 
ness day, administrators can move virtual 
workloads across many physical machines 
to balance performance and reduce the 
impact to business consumers," Smith 
says. "In addition, newer enhancements 
provide the ability to 'hot-add' memory 
and/or CPU resources to workloads to 
compensate for exceptionally high peak 
load times that may occur due to unpre- 
dictable business conditions." 

Such implementations can help IT pro- 
fessionals reduce the amount of planned 
downtime previously experienced in their 
ecosystems, he adds. Whereas system 
downtime is generally required for physi- 
cal machine patches, hardware upgrades 
and replacements, and integration of new 
workloads, virtual infrastructures let data 



Key Points 



Virtualization helps data centers use 
existing hardware to its fullest extent, 
which subsequently helps them save on 
space, power and cooling costs, and 
hardware costs. 

As computing loads change throughout 
the workday, managers can employ virtu- 
alization to move server power to where 
it's needed throughout the data center. 

Although it's easy to get started with virtu- 
alization, the technology requires more effi- 
cient coordination between personnel over- 
seeing the network, servers, and storage. 



center managers reroute workloads to pre- 
vent any impact on the enterprise during 
business hours. 

Enterprises are also finding ways to layer 
virtualization within their data centers. Joe 
Brown, president of Accelera Solutions 
(www.accelerasolutions.com), says that in 
the beginning, we saw application virtual- 
ization, then we saw server virtualization, 
and now we're seeing desktop virtualization 
and cloud computing. Together, these com- 
ponents enable data centers to become pri- 
vate and public clouds, essentially shifting 
the focus away from the client/server and 
into the data center. 

Jumping In 

Entering the virtualization pool doesn't 
require a brass diving helmet. In fact, it' s a 
fairly straightforward process that any data 
center can explore by simply tinkering 
with various demo versions of virtualiza- 
tion software offered by today's vendors. 
Cisco's Sultan recommends starting with a 
single server, playing with the technology, 
and then starting a pilot by moving non- 
critical applications or services onto a 
server or two (preferably two to allow 
workload migration testing). 

Today's virtualization technologies have 
a long reach, potentially impacting the net- 
work, storage, firewalls, load balancers, 
and other data center elements. As such, 
Sultan says that a holistic approach to vir- 
tualization is a wise move, as it can help 
managers understand the interaction 
between virtual servers and the rest of the 
data center infrastructure. 
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Beating The Malware Odds 

Knowing How Anti-Malware Products Work Is Half The Battle 



by Chris A. MacKinnon 

When virus and spam activity causes 
enterprise productivity to go down, data cen- 
ter and IT managers are the first to hear 
about it. Half the battle is trying to get rid of 
these pesky problems, and the other half is 
knowing about the tools that thwart them. 
Here is a look at the way antivirus and anti- 
spam tools operate so you can do a better job 
of keeping your enterprise up and running. 

Antivirus 

This year, 99% of antivirus programs are 
essentially signature scanners, according to 
Roger Thompson, chief research officer at 
AVG Technologies (www.avg.com). This 
means that they are good at detecting 
known viruses and malicious code, or mal- 
code, but are not able to detect new mal- 
code until new signatures are added. 
"Unfortunately, the bad guys know this, so 
they simply generate large amounts of mal- 
code every day to hide the ones that they 
really want to release," Thompson says. 

According to Thompson, a good anti- 
virus solution includes a dedicated Web 
scanner, a behavior layer, and a main scan- 
ning engine that is aimed at the malcode 
that is out in the wild. "More than ever, the 
best way to do security is to adopt a layered 
approach," he says. 

Peter Beardmore, senior product market- 
ing manager at Kaspersky Lab (www.kas 



Key Points 



Traditional antivirus products scan files and 
compare them to characteristics of known 
malware (found in signature entries on 
product malware databases). 

Many people do not realize that most spam 
arrives via botnet-controlled computers. 

The primary purpose of malware is theft, 
be it of money or information that can lead 
to financial gain. 



persky.com), says typically, the concept of 
antivirus is mostly considered for endpoint 
protection. But Beardmore explains that 
through the past decade, endpoint protec- 
tion requirements have evolved beyond 
traditional antivirus. "Most packages also 
include personal firewalls, heuristics, some 
form of application control, antispam, 
etc.," he says. "And in the enterprise, the 
products are typically bundled with cen- 
tralized management." He says antivirus 
protection is also typically found on gate- 
way products, email servers, and applica- 
tion servers. 

Traditional antivirus products essentially 
scan files, either on a disk or coming in 
through a network connection, and com- 
pare them to characteristics of known mal- 
ware (found in signature entries on product 



malware databases). Beardmore says these 
signatures are updated through the Inter- 
net by vendors on a regular basis for all 
customers with valid licenses. He says the 
method and context of comparison varies 
from vendor to vendor and has certainly 
evolved with time. When a match is found, 
the malware is blocked, quarantined, 
or removed. 

Email antivirus tools also scan incoming 
emails for computer viruses, worms, Trojan 
horses, and other unwanted software before 
they reach a user's mailbox, thus blocking 
such malicious content from entering 
the network. Nicholas Sciberras, prod- 
uct manager at GFI Soft- 
ware (www.gfi.com), says 
email antivirus tools make 
use of traditional virus- 
scanning techniques to 
detect malware. "At the 
same time, email antivirus 
software utilizes other 
methods to detect such 
emails, such as detecting 
email exploits that might 
be used by malware," 
he notes. "Email antivi- 
rus tools also scan out- 
bound emails for malware 
which might dishonor 
the organization." 

Angelos Kottas, prod- 
uct marketing manager at 



Symantec (www.symantec.com), says 
antivirus on a mail server searches for and 
removes malware by scanning mail and 
attachments as they move through the 
server. "Before mail is delivered to the 
end user, the antivirus product examines 
it against a database of known threats," 
Kottas says. "Advanced antivirus prod- 
ucts also use heuristics and other day- 
zero techniques to identify and remove 
unknown threats." 

Antispam 

Kottas says there are two primary 
approaches to blocking spam. "The first 
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VoIP 101 

A Look At The Basics & Benefits Of Network Telephony 



by Robyn Weisman 

Voice over Internet Protocol technology, 
better known as VoIP, is actually a fairly 
mature technology. "It's extraordinarily 
well supported, with a wide range of 
options, both with handset and desktop 




options and with server and backend 
options. There are proprietary and open- 
source solutions. It's been around for a 
good 10 years — you could even buy 
[equipment] on eBay if you wanted," says 
John Todd, open- source community direc- 
tor at VoIP solutions provider Digium 
(www.digium.com). 

Brian Kopf, telephony manager at CDW 
(www.cdw.com), notes that plenty of 
SMEs have yet to implement the technolo- 
gy; however, he considers VoIP to be in the 
mainstream for anybody in the process of 
upgrading his or her current communica- 
tions infrastructure. "People are looking to 
consolidate their data and voice traffic, and 
we are doing very few implementations 
these days that are digital or analog imple- 
mentations," Kopf says. 

Data center managers have become 
enamored with VoIP because of its poten- 
tial cost savings. "As you consolidate your 
voice traffic into your data network, you're 
eliminating all those toll charges that you 
get when dialing those 1 1 digits from office 
to office with every single call," Kopf says. 



But any sort of migration, no matter 
what the perceived benefits may be, is an 
undertaking fraught with complication 
when the technology is poorly understood, 
if only because it's difficult to make out 
how it will work with your current setup. If 
you feel like you're behind the VoIP curve, 
take a deep breath and dive into this crash 
course in VoIP basics. 

Voice & Data Traffic On The Same Network 

First off, VoIP traffic runs on the same 
network as the rest of your data traffic. As 
with conventional data, a VoIP system will 
take voice traffic and essentially chop it up 
and then encapsulate it into packets that the 
IP network can translate. "A VoIP handset 
has two ports, one where the cable comes 
into it from the data center and another that 
goes out to the PC, so that data traffic will 
still pass right on through your phone right 
to the PC," Kopf explains. "VoIP lets you 
consolidate your voice and data traffic, a 
great cost savings." 

Kopf points out the need for QoS (quality 
of service) capabilities in your network that 



Key Points 



• VoIP runs over the same network as the 
rest of your data traffic and can be used 
with the same network management tools. 

• VoIP can be used almost anywhere you 
have an Internet connection. 

• You can easily integrate a VoIP implemen- 
tation with legacy platforms. 



enable you to prioritize voice traffic ahead 
of the rest of your data traffic when running 
VoIP in your data center. "The last thing 
you want is to have that choppy voice com- 
munication because other data packets are 
getting processed before the voice pack- 
ets," he says. 

Use The Same 

Network Management Tools 

Because a VoIP infrastructure runs on 
your main data network, you can leverage 
all the same network management tools to 
make sure your voice traffic is properly 
processed. These same tools can provide 
you with the visibility to determine whether 
a router or switch has failed, says Kopf. 

In addition, despite claims to the con- 
trary, a well-designed network infrastruc- 
ture overall means that VoIP networks 
will be well positioned to take advantage 
of high-availability protocols that are 
already being used, says Digium' s Todd. 
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and more traditional approach is to scan 
the content of emails to look for specific 
content or patterns that are associated 
with spam messages," he says. "This can 
include analysis of embedded 
URLs, use of key words and 
images, and other forms of 
content analysis." 

The second approach adds 
a level of reputation analy- 
sis at the time of con- 
nection. Kottas says this 
method of spam fighting 
looks at the source of the 
email (the sender IP) 
and determines if that 
source is known to be 
a spam sender. "More 
adaptive approach- 
es can also monitor 
the history of a 
sender's email 
flow over time 
and start 
throttling 
back con- 
nections 
when the per- 
centage of emails 
that are spam starts to 
increase," he says. 

Messaging protection soft- 
ware detects not only the pres- 
ence of spam, but the presence of network 
internal spam botnets, according to David 
Perry, global director of education at Trend 
Micro (www.trendmicro.com). Perry says 
many people do not realize that almost all 
spam arrives via stolen botnet computers. 
"The modern data center cannot spare the 
bandwidth nor their own ethical consid- 
erations to random spam vendors," he 
says. "No large computer installation of 
any kind can hope to operate well without 



managed anti-malware protection and pro- 
tection at the messaging server." 

Kaspersky found that spam amounted to 
85.5% of all email traffic over the first half 
of 2009. Beardmore says in laymen's terms, 
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that's a lot of email, network traffic, and 
disk space. He says that by blocking spam 
and malware at the point of entry (gateways 
and data center servers), enterprises can 
reduce the overall load on their systems 
while simultaneously reducing risk. 

Thompson says antispam tools work by a 
combination of blacklisting known spam- 
mers and using Bayesian filters to try to 
determine that a given message is spam as 
opposed to regular email. 

Sciberras says that when malware man- 
ages to enter the network, it will quickly 
propagate to infect other systems within 
the same network. "Because of this," he 
says, "one would want to deploy antispam 
and email antivirus software at the perime- 
ter of the network, scanning all the emails 
before they enter the network [and] thus 
avoiding wastage of resources from spam 
and stopping all malware before it reaches 
your systems." 



Key Terms 



Antivirus tools: These tools scan files for computer viruses, worms, Trojan horses, and other 
unwanted software. Email antivirus tools block this malware from reaching users' mailboxes, 
thus blocking such malicious content from entering your network. 

Antispam: Antispam tools make use of various technologies to identify spam emails and block 
such emails before reaching the users' mailboxes. Technologies used to identify spam emails 
include IP reputation and DNS-based blacklists. 

Phishing: Phishing emails, which are considered a mix between spam and malware, imitate 
emails from well-known institutions in order to fraudulently gain personal information such as 
passwords or credit card details. 



Key Terms 



Chris Thompson, senior product manager of enterprise voice products at networking services 
provider ADTRAN (www.adtran.com), offers up some key VoIP lingo. 

• Session Initiation Protocol: SIP is a generic P2P protocol that sets up a communication 
path between two end points. It can be used for voice calls, videoconferencing, and instant 
messaging. "A nice thing about SIP is that you don't have to handle multiple protocols. This 
becomes powerful as communications services converge," Thompson says. 

• SIP trunk: SIP-based voice service from a telephony service provider. A SIP trunk acts as a 
delivery mechanism to replace a PRI (Primary Rate Interface) legacy circuit delivered over, 
say, a T1 line, Thompson says. 

• Real Time Protocol: The format over which voice traffic is transported. An encrypted version 
known as SRTP (Secure RTP) is also available. 

• Transport Layer Security: A protocol that prevents unauthorized eavesdropping of an IP-based 
voice communication. "If you're hypersensitive about security, you might run your SIP over TLS, 
and once your call setup is secure, you can then run actual media over SRTP," says Thompson. 



"If a data center is well-managed, it has 
multiple connections out to the Internet 
and physically redundant circuits in differ- 
ent parts of the building, so the chances of 
losing their IP connectivity are pretty 
low," Todd says. 

As a result, VoIP phone networks are 
more resilient to disaster than conventional 
or cell phone lines. "Any physical fiber- 
optic cable or wire that goes out to the lo- 
cal PSTN (Public Switched Telephone 
Network) is going to be just as vulnerable 
to an earthquake as [the lines] for the 
Internet," says Todd. "If you lose your 
Internet connectivity in your building, it's 



100% that you've lost [PSTN] phone ser- 
vice, as well." 

You Can Take VoIP Almost Anywhere 

Unlike conventional phone systems, 
VoIP systems are not tied to a given desk 
or building. "The real benefit for disaster 
recovery with VoIP is that if everything has 
gone dark, you can take your laptop some- 
where else [and] plug your VoIP phone in, 
and as long as you have an Internet connec- 
tion, your phone will start ringing as if 
nothing ever happened," says Todd. 

Before joining Digium, Todd ran a small 
colocation provider, where he implement- 



ed an open- source VoIP solution to replace 
an aging platform. "We no longer had to 
do any wiring in-house to move users 
around," says Todd. "In fact, the way we 
implemented it, our [employees] could 
take their phones home, and they would 
work there exactly as if the phone were on 
their desk." 

VoIP Can Be Used With Legacy Platforms 

According to Todd, if you have an exist- 
ing analog phone network or even some 
analog components, you can easily repur- 
pose them into your VoIP network. "If a 
user already has analog phone lines or PRI 
(Primary Rate Interface) that they have 
hooked up to their existing legacy platform, 
there are a number of vendors that sell 
cards able to adapt those lines from the 
phone company and plug into the back of 
your VoIP platform," Todd says. 



I Open-Source Report 

The 2009 Coverity Scan Open Source Report 
analyzed more than 1 1 billion lines of code 
and 280 open-source projects to examine the 
integrity of open-source software. Some of 
the most important findings include a 16% 
reduction in static analysis defect density, 
which are flaws detected by Coverity's auto- 
mated inspector program. Since Coverity 
began the report in 2006, open-source devel- 
opers have fixed 1 1 ,200 defects found by the 
Coverity Scan service, and more than 180 
projects have active developers scanning 
and fixing software defects discovered by 
Coverity Scan. The Open Source Report 
is funded by a $300,000 Department of 
Homeland Security contract to determine the 
reliability and integrity of open-source soft- 
ware projects. 

I Getting On With Broadband 

By the end of the year, Gartner estimates 
that 20% of households worldwide will have 
broadband Internet access. In terms of 
overall numbers, Gartner indicates that the 
number of households with fixed broadband 
connections is expected to be around 422 
million worldwide, which is an increase of 
10.5% over 382 million in 2008. An estimat- 
ed 580 million will have broadband access 
by 2013. Gartner projects that global broad- 
band services will cover 40% of the con- 
sumer fixed voice, Internet, and broadband 
services market, which Gartner estimates 
will be worth $347 billion. South Korea had 
the world's highest broadband access pene- 
tration rate, at 86%. 




I Study: 54% Of Companies 
Ban Social Networking Sites 

A Robert Half Technology study revealed 
that 54% of U.S. companies have restricted 
employees from visiting social networking 
sites, such as Facebook and Twitter, while at 
the office. After surveying 1 ,400 ClOs, the 
study found that 1 9% let employees access 
social networking sites for strictly business 
purposes, and 16% permit limited personal 
use. A mere 10% of companies grant full 
social networking access at work. Dave 
Willmer, executive director of Robert Half 
Technology, states, "Using social networking 
sites may divert employees' attention away 
from more pressing priorities, so it's under- 
standable that some companies limit access." 
However, Willmer also says that the sites can 
act as "effective business tools" for certain 
professions, which could account for some 
companies granting work-related access. 

I Microsoft Opens Data Centers 
In Chicago, Dublin 

Chicago and Dublin, Ireland, are now home 
to new Microsoft data centers outfitted with 
large cloud computing infrastructures. The 
Chicago data center will most likely be dedi- 
cated to the Windows Azure cloud develop- 
ment platform to be launched next month. 
Microsoft's Dublin data center— the largest 
outside of the U.S.— was built to expand to 
22.2 megawatts. The latest data centers' con- 
struction uses a container concept that allows 
for greater storage capacity, operating effi- 
ciency, and modular organization. 
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I Obama Bans Federal Staff 
From Texting While Driving 

President Barack Obama signed an execu- 
tive order that bans federal employees from 
texting while driving, which will apply to 
those using a government-owned vehicle or 
driving while conducting official business. 
The order, which took effect immediately, 
also bans sending emails, accessing instant 
messaging programs, and using a GPS 
device while operating a vehicle, and it will 
affect about 3 million federal employees, 
including military personnel, according to 
a spokeswoman for the Transportation 
Department. The federal government also 
plans to ban the use of mobile devices by 
school bus drivers, rail operators, and inter- 
state truck and bus drivers. 

I Microsoft Battling WGA Class Action 

Microsoft is fighting a lawsuit that claims the 
company misled Windows XP users about its 
WGA antipiracy software, which detects boot- 
legged copies of Windows. The suit, which 
was filed nearly three years ago, accuses 
Microsoft of tricking WinXP users by calling 
WGA software a critical security update but 
failing to tell them that the WGA collected 
information from their PCs and sent the 
data back to its servers. Microsoft called the 
suit "fictional" and "demonstrably false" and 
has requested that the move for class-action 
status be denied. 

I Windows 7: 
Good For The 
Economy 

IDC reported 
that the launch 
of the much antic- 
ipated Windows 7 
will bring with it about 
25,000 new jobs. The Microsoft- 
sponsored report doesn't go so far as to 
predict that the operating system can single- 
handedly repair the economy, but it expects 
more than 177 million copies of Windows 7 
to be in use (60 million in the U.S.) by the 
end of next year. Organizations that are 
developing, marketing, and supporting ser- 
vices around the new software are expected 
to inject about $41 billion into the economy by 
the end of 2010. IDC predicts IT spending 
this year to reach $525.5 billion, and next 
year, IT spending will increase by about 2% 
to $536 billion. The report also expects a 
1 .5% increase in IT-related jobs next year. 





I Maintaining 
Old Notebooks 
Gets Expensive 

Industry analyst Jack Gold is reporting that 
notebook computers have a three-year life 
cycle, after which, in the fourth and fifth 
years, users are having to spend a consider- 
able amount of money repairing and replac- 
ing failed parts. According to Gold, keeping 
a notebook for up to five years will cost an 
additional $960 per machine, which may 
exceed the cost of a new notebook. The parts 
that typically fail after three years include 
hard drives, keyboards, screens, and batter- 
ies. Gold also reports that maintaining old 
notebooks will cost companies $9,600 an- 
nually per person in lost productivity. Even 
when considering the warranty, under- 
warranty repairs typically cost $970, and 
expired warranty repairs amount to $1 ,425. 



Prevention, Detection 
& Suppression 

The Key Components Of Data Center Fire Protection Systems 



by Sandra Kay Miller 

The U.S. National Archives and 

Records Administration says that as many 
as 93% of companies that experience the 
loss of their data centers for 10 days or more 
due to a disaster file for bankruptcy within 
one year of the disaster. Fires — even minor 
ones — fall into the disaster category. 

Michael Young, CTO of Redfin (www 
.redfin.com), has experienced outages due 
to data center fires not once, but twice. 
Loaded with transformers, power supplies, 
motors for HVAC systems, and telecommu- 
nications equipment, it's easy to see how 



Key Points 



• Part of a comprehensive fire protection 
plan is prevention, which includes testing 
existing fire detection and suppression sys- 
tems and procedures. 

• Fire detection sensors are vital to picking up 
early signs of trouble, potentially saving thou- 
sands of dollars in damage and downtime. 

• Fire suppression systems are generally 
water-based, clean agent-based, or a com- 
bination of the two. 



quickly a malfunction or overload could 
lead to a fire within the data center. For- 
tunately, Young's downtime only spanned 
several hours the first time and several min- 
utes the next, thanks to a robust disaster 
recovery and redundancy plan instituted 
after the first fire. 

Regardless if your data center is serving a 
small to medium-sized business or a multi- 
national enterprise, a fire protection system 
is imperative to business continuity. 

Similar to data center security, fire pro- 
tection is best with a multifaceted approach 
that includes prevention, detection, and sup- 
pression, each employing a variety of meth- 
ods and technologies. 

Prevention 

Regardless of what type of fire detection 
and suppression system data centers choose 
to install, the most critical step of all is to 
have a concrete, written plan in place. Ac- 
cording to the National Fire Protection 
Association (www.nfpa.org), fire protec- 
tion systems need to be regularly and 
thoroughly tested. 

This includes testing the physical aspects 
of the entire system such as sensors, batter- 
ies, and discharge mechanisms and ensuring 
an adequately charged system. Similarly, 
fire prevention tests should include fire 
drills covering disaster recovery plans, 
personnel notification, and evacuation of 
the facilities. 

"We would have never been back online 
in such a short period of time if we hadn't 
planned accordingly after experiencing the 
first fire," says Young. 

Detection 

Veteran data center administrator and 
consultant David O. Jackson points to a 
variety of factors that make fire detec- 
tion within data centers challenging. "Data 



centers have unique airflows and spaces, 
such as raised floors, hot and cold aisles, 
and enclosed racks." 

In order to achieve adequate protection, 
Jackson relies on sensors for smoke, heat, 
and flame within key areas of his data cen- 
ters. "Today's environmental monitoring 
systems, especially the IP-based systems, 
can provide early warnings, especially at the 
rack level," he says. "When a power supply 
overheats, it doesn't matter where I or my 
staff is, we can be immediately notified and 
prevent further damage." 

Fire can start just about anywhere 
throughout the data center, so Jackson cov- 
ers his bases with two different types of 
smoke detectors. 

EWSDs (early warning smoke detectors) 
and VEWSDs (very early warning smoke 
detectors) are sensitive enough to detect 
the first molecules of smoke and even 
smoldering materials. There are two types 
of EWSDs — ionization and photoelectric. 
Both are commonly placed in airflow areas 
such as supply and return ducts. Advanced 
systems integrated into an HVAC system 
can deter smoke from moving throughout 
the physical environment through a series 
of automated dampers and fans within the 
duct system. 

While the EWSD works in a passive 
mode, the VEWSD works in an active 
mode by constantly sampling air for parti- 
cles of both visible and invisible smoke. 
Highly sensitive detectors analyze air sam- 
ples aspirated from key areas. This type of 
early detection system is often found in data 
centers handling mission-critical operations. 

Flame detection systems are reserved for 
areas where fires can flash within seconds, 
such as compressors, transformers, and 
high- voltage equipment. "Anything that can 
throw sparks has a flame detection sensor in 
the vicinity," says Jackson. 

Suppression 

Once detection is confirmed, the next step 
is to extinguish the fire using either water, 
clean (gas-based) agents, or 
a combination. 

"Wet servers are not 
something I want to 
have in my data cen- 
ter, but for protecting 
the overall physical 
facilities, it's the least 
expensive option," 
says Jackson, who uses 
a combination of extin- 
guishing agents when 
designing new and retro- 
fitting older facilities. 
In addition to being more 
cost-effective, water-based 
fire suppression systems 
have been utilized much 



\ 



Key Terms 



• Early warning smoke detectors: Passive 
smoke detectors that utilize ionization and 
photoelectric sensors. Often placed in high- 
airflow areas such as ducts, ceilings, and 
raised floors. 

• Very early warning smoke detectors: 

Actively sample air particles for smoke 
through regular sampling of air via aspira- 
tion. Can detect nonvisible smoke. 

• Wet pipe: A water-based fire suppression 
system that constantly maintains liquid in 
the piping. 

• Dry pipe: A water-based fire suppression 
system that does not fill the delivery pipes 
until a detection system or manual lever 
engages the system. 

• Clean agent: The medium used in a gas- 
based fire suppression system that leaves 
no trace or damage to equipment. 

longer than gas-based agents, meaning 
facilities, fire, and inspection personnel 
are much more familiar with their mainte- 
nance and operation. 

There are two main types of wet suppres- 
sion systems: wet pipe and dry pipe. Water 
is present at all times in a wet pipe system, 
whereas a dry pipe system is activated auto- 
matically by a detection system or manually. 

Clean agents are gas-based systems that 
flood the area and extinguish fires through 
the elimination of oxygen. Many clean 
agents are able to permeate racks and equip- 
ment and leave no trace once deployed. 
Compared to a water-based suppression sys- 
tem, they are significantly more expensive. 

Lance Harry, commercial director of 
Marioff's North American division (www 
.marioff.com), lists a number of clean agent 
brands, such as Argonite, FM-200, and 
Novec 1230, commonly found in data cen- 
ters. Many of these have been developed to 
replace Halon, one of the first gas-based 
agents widely deployed for fire suppression 
in clean environments starting in the 1970s. 
In 1987, the use of Halon was banned due to 
its ozone-depleting properties. 

Although existing Halon systems are 
grandfathered in, Harry warns that in the 
event of a discharge, the system might not 
be able to be recharged with Halon. Some 
Halon-based systems are capable of switch- 
ing over to other agents, such as FM-200, 
but it's worth the time to understand the 
implications of maintaining a Halon-based 
suppression system. "I'd highly suggest 
anyone still using a Halon-based system 
start making plans to replace the agent or 
even the entire system with something more 
fiscally predictable and environmentally 
acceptable," advises Harry. 
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Control and Circuit Metering-MRP 





B A 



SENSOR INPUTS 



Unique Features 



i All Circuit Breakers Monitored 

Most metered power solutions only monitor input power. BayTech 
monitors all circuit breakers and reports via SNMP when thresh- 
olds are met. 

i Optional Outlet Metering with Efficiency 

Monitor individual outlets and receive current, watts, and volt- 
amps. Continuously monitoring equipment for efficiency with 
power factor. 

i High Retention C13 Receptacle 

Reliable integrated locking clips assure power cord retention. 
Unique to the industry and does away with nuisance wire clips. 

i Reliable PCB Power Distribution 

ISD's (Insulation Displacement) connectors are faulty and unreliable! 
All BayTech power solutions use reliable PCB power distribution. 

i Integrated Sensor Inputs 

Eliminate the need for extra environmental monitoring devices. All 
BayTech power solutions offer two ports for external temperature 
and humidity probes. 



Build Custom Power Solutions 
with Standard Modular Product 

BayTech's MRP Modular Rack Power system provides reliable power 
distribution with maximum flexibility for receptacle selectionand power input. 

BayTech offers three classes of the MRP system. Switched and monitored, 
simply monitored and individual receptacle monitoring. 

User friendly interface for controlling power to receptacles, monitoring 
Current, Voltage, Watts, Temperature, Humidity, and KW Hour Meter. 



Standard Features 

• High and Low Density Models 

• 120/208/AC Single Phase 

• 208/400VAC Three Phase 

• 20,30,50,60 Amp Support 

• On/Off Reboot Control 

• HTTPS,SSH, SSL Access 

• Radius, TACACS Authentication 

• Tool less Mounting 



Unique Features 

• Modular Design 

• All Circuit Breakers Monitored 

• KW Hour Meter 

• Current, Voltage and Watt Meters 

• Integrated Locking C1 3 Receptacle 
(Optional) 

• Reliable PCB Power Distribution 



Bay Technical Assoc. Inc. 5239 A Avenue Long Beach, MS 39560 Tel: 228-563-7334 Fax: 228-563-7335 sales@baytech.net 



TM 



CvberView 

dedicated KVM Switch and 
rackmount screen technology 



1U20" 

LCD KVM Drawer 



1 U 1 9" Widescreen 
LCD KVM Drawer 



1U Dual Slide 17" 
LCD KVM Drawer 




8U 19" Widescreen 
LCD Quad Display 





Matrix Cat6 KVM 




8U 22" Widescreen 
LCD 1 680 x 1050 



1 U 20" LCD Drawer 
1600 x 1200 





AUSTIN 




Austin Hughes 

At Austin Hughes, we are committed to providing 
our customers with quality products and excellent services 



Quality Commitment 

We insist upon using quality components in our products such as the Samsung A++ class LCD 
panel, which has an extended product life of more than five years. With an average defect rate of less 
than 1 % during our two-year free service warranty, we want to ensure our customers' complete satisfaction 




Service Commitment 

Our California service center is dedicated to provide outstanding services to our customers; we complete most RMA 
repairs within seven working days. 

Full Range Product Series 

In addition to our excellent services, we offer a full range of products such as LCD KVM drawers, LCD display panels, keyboard drawers 
and KVM switches to meet our customers' needs. 



Please contact our distributors for product inquiries. 
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Keep Connecting 

AEP Keyper Helps ICANN Address Vulnerabilities 



by Julie Sartain 

During the summer of 2008, Dan 
Kaminsky discovered a serious vulnerability 
in the domain name system that lets attackers 
redirect network clients to alternate servers. 
Aptly coined the Kaminsky Attack, this flaw 
allows cyber miscreants to do such tasks as 
reassign Web addresses, reroute email, reset 



DNS root," says Richard Lamb, DNSSEC 
program manager at ICANN. "Often missed 
by technologists and politicians is the effect 
the world's only cross-organizational/trans- 
national source of authentication will have on 
combating the inherently global nature of 
cybercrime. Solution providers will now, at 
least, have a way to bootstrap trust when try- 
ing to identify friend or foe." 




NETWORKS 



passwords, transfer money out of bank 
accounts, or just scramble the whole system. 

ICANN, or the Internet Corporation for 
Assigned Names and Numbers, is an inter- 
national not-for-profit organization that 
coordinates the DNS (domain name sys- 
tem) that maps host names such as www 
.Processor.com to IP addresses. In other 
words, ICANN ensures that Internet users 
can connect to Internet servers. 

The Challenges 

"Events over the last year, such as the 
Kaminsky attacks, have helped the nascent 
technology of DNS Security Extensions 
(DNSSEC) reach critical mass and remove 
many barriers to deployment . . . even at the 



According to Lamb, ICANN needed a 
product to generate, store, and sign keys for 
the root of the DNS. The company also 
needed a FIPS 140-2 Level 4-validated 
product to achieve the highest level of 
security in deploying DNSSEC at the root 
using an open-standards-based product. 

AEP Networks (www.aepnetworks.com), 
headquartered in Somerset, N.J., had the 
solution ICANN needed: AEP Keyper 
Professional, the only network-attached 
HSM (hardware security module) that's 
certified to FIPS 140-2 Level 4, the highest 
FIPS accreditation. Most competing HSMs 
are FIPS 140-2 Level 3 certified. 

According to AEP Product Manager 
David Miller, the primary difference 



between FIPS Level 3 and Level 4 is the 
way both handle tampering. FIPS Level 3 
HSMs have a tamper-evident label that 
says "do not open." FIPS Level 4 HSMs 
automatically destroy keys in response to 
a tamper attempt, which significantly 
reduces the possibility of key compromise. 

How It Works 

Recently discovered vulnerabilities in 
the global DNS system have created a 
new urgency for the DNSSEC initiative, 
explains Miller. In its current form, it's 
possible for criminals to use the DNS to 
masquerade as trustworthy online entities 
by using a technique known as DNS 
cache poisoning. DNSSEC has become 
widely recognized as not only the solu- 
tion to such forms of attack, but a way to 
provide additional security-in-depth for 
the Internet. 



DNSSEC uses public key cryptography 
to digitally sign DNS messages, continues 
Miller. Responses to DNS queries are dig- 
itally signed by the DNS server using pri- 
vate keys, and then they are automatically 
verified by the client using the corre- 
sponding public key. Digital signing guar- 
antees the validity of DNS responses. 
This protects Internet users from fraudu- 
lent DNS responses. 

"The digital keys are generated and stored 
in a hardware security module (HSM). In 
addition to key generation and storage, 
HSMs provide fast cryptographic process- 
ing, which offloads computationally inten- 
sive calculations from servers," says Miller. 

According to Miller, AEP Keyper offers 
generation, storage, usage, and manage- 
ment of cryptographic key material, which 
is contained in a FIPS 140-2 Level 4-certi- 
fied crypto module, or ACCE (Advanced 
Configurable Cryptographic Environment), 
to guarantee the safety and integrity of crit- 
ical key material. Each Keyper provides 
load-balanced, fail-safe, network-accessible 
cryptographic services, including random 
seed-based key generation, signing, and 
encryption, within an automatic tamper- 
reactive boundary. 



AEP Networks Keyper Professional 



A state-of-the-art hardware security module that offers generation, storage, usage, and manage- 
ment of cryptographic key material, which is contained in a FIPS 140-2 Level 4-certified crypto 
module to guarantee the safety and integrity of critical key material. 

"The Keyper made it easy for us to satisfy this demand [for improved Internet security] in a timely and 
unquestionably secure manner by making such a high-security device accessible to DNS program- 
mers and developers," says Richard Lamb, DNS Security Extensions program manager at ICANN. 

(732) 652-5200 
www.aepnetworks.com 



Case Study 



A Joint Storage Solution 

Compellent & Xsigo Team Up To Meet Electrical Supply Company's Storage Needs 



by Robyn Wei smart 

Since its founding in 1949, Houston- 
based Wholesale Electric Supply 
(www.wholesaleelectric.com) has sold 
electrical supplies to commercial and 
industrial companies, along with compa- 
nies in the petrochemical and utility indus- 
tries around the world. Although Whole- 
sale Electric 's industry is competitive, the 
company differentiates itself by 
providing a comprehensive product 
line teamed with top-notch cus- 
tomer service. 

When Wholesale Electric 's cus- 
tomers need a GE breaker, for 
example, they typically need it right 
away, so it's imperative that the 
company's systems are always up 
and available. "The large petrochemical 
companies don't care if we have a local 
issue or a hurricane or any type of disaster 
in the area," says Bill Fife, director of tech- 
nology at Wholesale Electric. "They need 
material, and they need it now, and we 
need to be able to supply that need 
[because] what we sell is available at plenty 
of other places." 

Fife knew that to maintain high availabil- 
ity, his company had to upgrade its storage 
solution. And with the help of Wholesale 
Electric' s reseller partner Tradentrix, 



Wholesale Electric was able to put together 
a complete storage virtualization solution 
made up of a Compellent storage-area net- 
work, Xsigo 's I/O Director hardware and 
software solution, and VMware's ESX 3.5 
virtualization software. 

A Compellent Solution 

According to Fife, Wholesale Electric 
was using standalone servers with direct- 



stereotypical company [with] low CPU and 
memory utilization as well as inefficient 
disk utilization," Fife says. 

Fife then learned about Compellent' s 
SAN solution at a Gartner IT seminar. "I 
went to [Compellent' s] booth [and] spoke 
to them, and it all seemed to be a little too 
easy. How can it work in this manner?" 
says Fife. "But I went back to another 
meeting a while later, went through a cou- 
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compellent 



attached storage, which he knew was nei- 
ther an efficient nor a cost-effective path to 
the future. If there were a local component 
failure on the server motherboard or a file 
system corruption, recovering the data on 
that server's DAS would be a pain- 
ful process. 

Moreover, the company wanted to move 
its servers to a Tier 4 colocation facility, 
and its current IT environment was not set 
up to make such a move. "Our environment 
was not optimized to do that. You keep 
stacking servers in there. We were the 



pie of demos, and I was pleasantly sur- 
prised at the functionality there." 

Compellent' s local reseller and installer 
Tradentrix helped put together Wholesale 
Electric 's complete Compellent, VMware, 
and Xsigo solution. "Brian [Trudeau, presi- 
dent of Tradentrix] asked me about our 
environment and what I was planning to 
do. When I told him I was using Com- 
pellent's SAN and bringing in Xsigo 
Director for our I/O needs, he started work- 
ing with it and saw the benefits [of both] at 
that point," says Fife. 



Tech Support A Nice Bonus 

Fife decided on Compellent's SAN 
solution because of its rich feature set. 
Fife was particularly taken with Com- 
pellent's ability to easily mount an instant 
replay of a server volume. "If after the 
replay occurs you have a huge file system 
corruption or you accidentally delete a 
bunch of files, you can mount that replay, 
have a local recovery to your server, and 
recover files or boot from that image in a 
minute or two," Fife says. 



Compellent Virtualized SAN 
& Xsigo I/O Director 



Compellent Virtualized SAN is an enterprise- 
class yet scalable SAN solution that provides 
high availability, data management at the 
block level, automated tiered storage, and 
storage virtualization administered under a 
single interface. The Xsigo I/O Director is a 
combined hardware- and software-based I/O 
solution that allows users to connect servers 
using a single cable and then create virtual 
I/O resources whose identities remain intact 
even through I/O migrations. 

"If after [Compellent's instant] replay occurs, 
you have a huge file system corruption or 
you accidentally delete a bunch of files, you 
can mount that replay, have a local recovery 
to your server, and recover files or boot from 
that image in a minute or two," says Bill Fife, 
director of technology at Wholesale Electric. 

(877) 715-3300; www.compellent.com 
(408) 329-5600; www.xsigo.com 
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AEP Keyper is ideal for companies that 
require secure key management, including 
Web servers, smart card issuers, and 
certification and registration authorities. 



AEP Keyper is ideal for companies that 
require secure key management, including 
Web servers, smart card issuers, and certifi- 
cation and registration authorities. Keyper 
is specifically designed for high-security 
and high-availability applications, Miller 
says, and enhances PKI security in any 
PKCS#11 or Microsoft Crypto API- 
compliant environment. 

Problem Solved 

According to Lamb, the Internet commu- 
nity has been pressing for the root of the 
DNS to get signed in order to improve 
security on the Internet by helping solve the 
DNS cache poisoning problem. AEP 
Keyper Pro provided the solution. "The 
Keyper made it easy for us to satisfy this 
demand in a timely and unquestionably 
secure manner by making such a high secu- 
rity device accessible to DNS programmers 
and developers," says Lamb. 

"We have three to four AEP Keyper 
Pros and have been using them since July 
2007," says Lamb. Although Lamb says 
AEP Keyper is the only FIPS 140-2 Level 
4-validated standalone networked product 
on the commercial market, ICANN chose 
AEP primarily because of its excellent 
technical support. 

"Sophisticated specialized products like 
this have a sharp learning curve for those 



who wish to integrate such security into 
their systems," Lamb says. "The AEP staff 
not only provided coding samples but then 
went on, recognizing the nascent DNS SEC 
market, to educate and familiarize this new 
segment of the population on HSM, stan- 
dards, and how to use them." 

AEP Keyper also has a proven track 
record and is available in a standalone con- 
figuration, Lamb says, plus it's PKCS#11- 
compliant and very stable. 

"Implementation went better than expect- 
ed," says Lamb, with no formal training 
required. AEP sent loaners for software 
development, and the product's adherence 
to a standards-based PKCS#11 interface 
simplified programming, he notes. The 
learning curve was only two months, "but I 
do not consider this a prolonged learning 
curve for starting from scratch," he adds. 
"The willingness of AEP to provide email 
and phone access to its engineering staff 
short-circuited any long development cycle. 
There were no negative results." 

In the near term, ICANN plans to create 
mirror backup sites that will also be 
equipped with multiple Key per s. "However, 
if other products with the same high bar hit 
the market, we will have to include those, as 
well, for technical diversity, as part of good 
engineering practice. But yes, we will con- 
tinue to use the Keyper," Lamb says. 



Pour On The Speed 

Go 10Gbps Ethernet With Solarflare's 
Solarstorm SFC9000 Family 



by Marty Sems 
• • • 

Fabless semiconductor company 
Solarflare Communications recently 
launched its SFC9000 family of lOGbps 
Ethernet controllers and LOMs (LANs- 
on-motherboards). Representing the 
firm's third generation of lOGbE 
products, the lineup 




family's power efficiency allows it to 
operate in tight quarters and warm 
places with less than optimal ventilation. 

The members of the SFC9000 lineup 
include the Solarstorm SFC9020, which is 
a two-port controller; the Solarstorm 
SFL9022, a two-port LOM; and 
the Solarstorm SFL9021, a 
LOM with a single port. 
Solarflare provides 
drivers for Windows, 
VMware, Solaris, 
Linux (SUSE and 
Red Hat), and Citrix 
XenServer. 



promises latency of less than 6 microsec- 
onds for demanding applications. 

The SFC9000 group is backward- 
compatible with 1000BASE-T (lGbps) 
Ethernet installations. It can supply up to 
37Gbps of aggregate bandwidth, 
Solarflare says, and can support ten 
times the number of virtual NICs and 
machines as the competition. It can man- 
age network resources and provision IP 
flows as needed. Moreover, the product 



SOLARFLARE 

Communications 



Solarstorm SFL9022, SFL9021, 
SFC9020 

Solarflare Communications' new 
SFC9000 family includes 10Gbps 
Ethernet controllers and LOMs 
(LAN-on-motherboard products). 

$999 (evaluation set with drivers) 

(949) 581-6830 

www.solarflare.com 



In addition to server instant replays, the 
Compellent solution offered him thin provi- 
sioning of storage data and infinite scalabil- 
ity. "It was like we could create [VMware] 
ESX servers with a cookie cutter — in 
essence, a private cloud of resources, CPU, 
memory, and storage. And when we run 
out, we can just plug in another blade or 1U 
server," Fife says. "Overall we're using 
space far more efficiently than we ever 
could before." 

Fife says Compellent' s tech support has 
come through when Fife has needed it. 
"We actually had a disk fail over the July 
4th weekend, and I had an email and 
voicemail from Compellent telling me we 
needed to schedule a replacement," says 
Fife. "I had that replacement disk in my 
storage array later that day." 

The Xsigo Component 

The Xsigo Director solution also played 
a key role in putting together Wholesale 
Electric's updated storage solution. 
"Xsigo 's virtual I/O provided me a path 
where I could have two InfiniBand cards 
in each server and need only two cards to 
run all Fibre Channel iSCSI Ethernet traf- 
fic," says Fife. Xsigo' s capabilities mean 
that Fife can use a 1U server rather than a 
2U or 4U one. 

In addition, Xsigo Director allowed 
Wholesale Electric to reduce the amount 
of networking hardware, including Fibre 
Channel switches and Ethernet switches, 
that the company otherwise would have 
had to purchase. "We have even test- 
ed dual simultaneous failures, and we've 
lost no I/O connectivity whatsoever," 
Fife says. 



"Because of our [Xsigo Directors], we 
need fewer and smaller servers and don't 
need a lot of networking hardware because 
they take care of that I/O control. They've 
reduced our operational costs," says Fife. 

Putting It All Together 

According to Fife, Wholesale Electric's 
IT department didn't do much testing 
before migrating to its Compellent/Xsigo 
solution. "Everything was running fine, and 
we eventually migrated 13 physical servers 
over to the environment and let them run 
for a while. It was probably a couple of 
months before we completely turned off 
our old servers," Fife says. 

And amazingly, servers accessing 
Compellent' s SAN ran faster than they did 
when they were using direct-attached stor- 
age. "And I [used to use] 15,000rpm SCSIs 
with a RAID controller, so I couldn't have 
gotten much faster performance out of 
those servers," Fife says. 

With Tradentrix's help, Wholesale 
Electric installed the new system and 
migrated it within a two-month period, just 
in time for the company's annual physical 
inventory on April 30 of this year. "We 
wanted to have our new environment up 
and running by that time as a kind of litmus 
test to prove it can handle the hardest thing 
we throw at it," Fife says. 

Overall, Fife couldn't be more pleased 
with his new storage environment. "Our 
operational costs have been reduced 
because we're using less electricity and 
have less need for cooling than before," 
says Fife. "There are significant benefits to 
this environment, and I'm certainly happy 
that we made the move when we did." 



Storage Concerns? 

Check Out Promise Technology's VessRAID 




by Nathan Lake 
• • • 

With new compliance standards, organ- 
izations need to keep data for much longer 
than they previously did, leading to greater 
storage space requirements. Other high- 
capacity tasks, such as video surveillance, 
disk-to-disk backup, and unstructured 
data, have also impacted the capacity of 
data centers. Promise Technology's 
VessRAID series storage system utilizes 
Promise's fourth-generation Unified 
Common RAID core, which can scale up 
to 80 bays on the fly, so it's easy to add the 
storage capacity you need. And because all 
the files are available over the network, 
you'll have fast access to the data. 

Besides capacity, you'll also need a 
way to manage the archives of all the 
enterprise documents, emails, digital 
libraries, images, and audio data for every 
worker on the network. Add in copies of 
files for industry regulations, and you 
have a lot of different types of unstruc- 
tured data to manage. VessRAID offers a 
cost-effective way for enterprises to 



expand storage as well as provide entry- 
level applications and access profiles. The 
VessRAID 's scalable capacity also gives 
you the storage space you need to stop 
storing graphic and video files on remov- 
able media, which can be easily lost or 
damaged and will take longer to access. 

The VessRAID controllers offer host 
connectivity options for SAS and iSCSI, 
which are perfect for enterprises that use 
high-performance DAS and IP-SAN 
configurations. You can select a base 
RAID unit in either a 2U chassis with up 
to 12 drives or a 3U chassis that can 
hold up to 16 drives. You can also add up 
to four expansion chassis to the 
VessRAID system, so you can have a 
total of 80 bays with the 3U chassis or 
60 bays with the 2U chassis. 



PROMISE" 

TECHNOLOGY, INC. 



Promise Technology VessRAID 
Series 

This scalable storage subsystem 
provides fast access via online 
data and reliable protection for 
archives. 

Starting at $1 ,899 for an 8-bay 
system 

(408) 228-1400 
www.promise.com 
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Set Up A 
Failover Site 

Protect Your SME From Data Loss 



by William Van Winkle 

No one disputes that enterprises need 
failover sites. With disasters big and small 
affecting SMEs everywhere, data must be 
protected and kept available if commerce is 
to keep running. The question is how to 
best do this. 

First Questions 

David Hill, principal at analysis firm 
Mesabi Group, suggests that enterprises 



begin their failover process by asking 
whether the process should be active-active 
or active-passive. Active-active failover 
scenarios typically place the primary and 
failover sites within 100 miles of each other 
to avoid data latency problems and thus 
maintain synchronous remote mirroring. 
The problem with this case is that 100 
miles isn't far enough to meet most disaster 
recovery qualifications. A flood, bio-attack, 
or rolling power outage can cover hundreds 
of miles. 



TOP TIPS 



Match failover infrastructure 
investment to the applica- 
tion running on it. A storage 
application that requires 
Fibre Channel during regu- 
lar business operations 
might be just fine with more 
affordable iSCSI in a post- 
disaster failover situation. 

"It's very common for com- 
panies to set up a failover 
site across the parking lot 



or across the street," says 
KOM Networks' (www 
.komnetworks.com) Kamel 
Shaath. "But if one building 
gets affected, the other 
one probably will, too. Your 
failover must be out of the 
primary site's risk area for 
the most likely disasters." 

"Inventory your skill set and 
determine if you need to 
partner with a VAR or part- 



ner who has specific exper- 
tise in this area," says HP 
StorageWorks' Brad Parks 
(www.compaq.com/storage). 
"Often the money spent up- 
front in the planning and 
deployment of a failover 
implementation is well 
spent as opposed to the 
cost of downtime and lost 
business if your failover 
deployment does not work 
as intended." 



Active-passive scenarios generally 
use asynchronous remote mirroring for 
more critical tasks and conventional mir- 
roring for tasks that don't need remote 
mirroring. "There should only be the risk 
of losing a few seconds of data," says 
Hill. "But that comes down to cost. The 
closer to zero seconds you get, the more 
it costs." 

There are no hard and fast rules or 
industry-standard metrics for gauging 
which data sets or applications deserve 
costlier treatment, but one guideline might 
be revenue. The more revenue a system 
produces, the more synchronous it should 
be with the failover site. Transactional 
systems will probably need the greatest 
investment; payroll, although important, 
can probably wait at least a day or two 
before it has to be online. 

The next metrics to assess are RPO 
(Recovery Point Objective) and RTO 
(Recovery Time Objective). RPO is the 
duration after which data loss cannot be tol- 
erated. So an RPO of one hour means that 
up to 60 minutes of data can be lost before 
the results become unbearably catastrophic. 
Similarly, RTO is the duration of total 
application downtime that can be tolerated. 
These two numbers will not only impact 
what kinds of infrastructure and technology 
are used (a data center with a two-hour 
RTO is obviously not going to use tape) but 
also help mandate what kind of failover 
facility is employed. 

Failover sites can be in many types of 
environments, including a locked closet in 
a branch office or the distributed server 
containers of a major cloud services 
provider. SMEs often find themselves tar- 
geting something in the middle. 

"Many businesses find that leasing rack 
space in colocated data centers is an 



economical approach to the facility ques- 
tion," says Brad Parks, marketing manager 
for HP StorageWorks (www.compaq.com 
/storage). "Next is an investment in redun- 
dant hardware and software at the failover 
site. For small sites and single application 
failover, there are application and storage 
mirroring packages that can be effective 
means of increasing high availability. 
However, for more robust environments, we 
should point out that many customers are 
moving toward virtualization as an answer 
to application and site high availability." 

Mesabi' s Hill recommends hiring a con- 
sultant for setting up failover operations 
because a good consultant will have tools 
and benchmarks for measuring the failover 
process in order to confirm that it will meet 
or exceed buyer expectations. 

Costs 

Predictably, there's no way to pin down 
costs for failover setup; there are simply 
too many variables. According to HP's 
Parks, a midsized project can range from 
"a few thousand dollars to replicate a 
single server and application to $50K or 
$100K for many servers and a terabyte of 
storage capacity." 

Another advantage of using a major 
consultant is that many can offer more 
accurate estimates of total failover project 
implementation and maintenance be- 
cause they've dealt with the process 
many times already. These consultancies 
may also offer outsourced hosting and 
business continuity solutions, allowing 
the enterprise to shift the expense from 
capital to operational expenditure and 
accelerate deployment. 

Of course, the cost benefits of outsourc- 
ing failover operations may not always be 
advantageous in the end. 



HOW TO 



Plan A Data Center Budget 

Cash For Data Center Clunkers? 



by Drew Robb 

The wildly popular Cash for Clunkers 
program has been followed up by a Cash 
for Refrigerators incentive. Until the gov- 
ernment is giving away cash for old ineffi- 
cient data center servers, however, it is 
essential for your SME to have smart bud- 
geting processes in place. 

Planning Makes Perfect 

Practice makes perfect in most cases. But 
when it comes to a data center budget, you 
can replace practice with planning. 
Whether you are upgrading an existing data 
center, building a new one, or using a co- 
location service, budgeting for a data 
center requires a lot of careful preparation 
and investigation. 

Every detail has to be an exact one. 
Meticulous calculation of how much 



TOP TIPS 



• Data center budgeting 
requires meticulous calcu- 
lation of all variables, 
including power and cool- 
ing. Consider what your 
SME's needs are and fac- 
tor these in. 



power, cooling, space, bandwidth, security, 
and so on are needed, is going to be a fun- 
damental best practice. 

This starts with a look at data center 
space. Based on how much space you 
have, you can lay out how many machines 
are going in. And with that amount 
of gear figured out, you gain a basic idea 
of how much power and cooling will 
be required. 

"Power is tied to cooling capacity," says 
Sabine Waterkamp, president of AC SLA 
(www.acsla.com). "If you put 20-amp con- 
nections on a rack at 220 volts, it is a sim- 
ple matter to calculate the amount of heat. 
What goes in as electricity goes out as heat, 
and you need to dissipate the heat via cool- 
ing systems." 

In a colocation facility, budgeting is a 
piece of cake. Everything is ready to be 
used, and the price varies on the amount of 



cooling, power, bandwidth, etc. that will be 
consumed by your specific configuration. 
In most cases, if the data center sits on an 
Internet backbone, it is more expensive. 
But not everyone needs that amount of net- 
working potential. 

Other variables in colocation pricing 
are security and maintenance. Do you 
want someone at the colo to have access 
in order to conduct basic repairs, or 
will you fly your own people out there? 
The costs have to be budgeted either way. 
Another decision is how much security 
is needed. If you want your own server 
cage or armed guards, you'll have to 
pay more. 

But not everyone uses a colo. If you are 
budgeting for your own internal data cen- 
ter, there is no substitute for putting the 
time in to isolate exact costs for all aspects 
of the infrastructure. 

One of the most overlooked zones is the 
application layer. The addition of a new 
application or an upgrade to an existing one 
can cause problems for other applications 
operating in the same environment. It then 
requires a skilled technician to solve inte- 
gration issues. 

"Data centers tend to miss application 
management expenses," says Waterkamp. 
"Application changes are more complex 
and need developer work, integration, 



and configuration, yet such costs are gener- 
ally underestimated." 

Another neglected area is server depre- 
ciation. Servers have to be replaced 
every three to five years. The best way to 
budget it is to replace one-third or one- 
fifth of all gear every year — otherwise, a 
very large expense for replacing all 
servers is going to be needed, probably 
at a time when the organization can least 
afford it. 

Easing The Financial Pain 

Data center transformation projects seek 
to migrate operations to a more modern 
infrastructure. These pose a special chal- 
lenge that is uncommon for most IT pro- 
jects — a front-loading effect temporarily 
inflates the project budget during the transi- 
tion to a new infrastructure. 

In the initial phase, you either have to 
keep the old data center up or you have to 
establish a temporary facility to meet the 
ongoing needs of the business. Regardless 
of the transformation taking place, you're 
likely to have two or even three different 
sets of equipment in play during the instal- 
lation of a new center or operations. 

"The net effect is that the business must 
support two sets of infrastructure equip- 
ment — possibly three, including backup — 
until the new data center is built out, [test- 
ed], and brought online," says Thomas G. 
Adams, vice president and managing direc- 
tor of HP Financial Services, American 
Region (www.hp.com/hpfinancialservices). 

With every such project, there will be 
lots of old machines that are meant to be 
discarded or destroyed to leave no trace of 
old confidential information for anyone to 



• Make budget decisions for 
new gear based on total 
costs, including power, 
cooling, and maintenance. 
By doing so, you'll have a 
more realistic view of what 
to expect. 



• One of the most forgotten 
areas in budgeting is the 
application layer costs. Even 
small changes to business 
processes can cost a lot of 
money to implement at the 
application layer. 
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"A lot of organizations think there's a 
huge amount of savings in outsourcing, 
but it can be a nightmare," says Kamel 
Shaath, CTO of storage solutions provider 
KOM Networks (www.komnetworks 
.com). "I had a client in Orlando with a 
failover agreement. They use UPC codes, 
but their UPC provider went under. So ask 
yourself, when you outsource, what hap- 
pens to your data? There are no guaran- 
tees. There is no legislation that will pro- 
tect you right now." 

Common Mistakes 

Even if you use a consultant, there is no 
guarantee that failover setup won't go 
awry. Industry professionals repeatedly see 
enterprises make a handful of costly mis- 
takes that can be fairly easily averted. 

"Estimating the time and cost it'll take to 
do a failover tops the list because compa- 
nies don't do it that often," says Hill. "If 
they're working with organizations that are 
knowledgeable in how to do it, then they're 
in a lot better shape, because those groups 
have the experience to apply." 

By the same token, Fadi Albatal, vice 
president of product marketing at stor- 
age solutions provider FalconStor (www 
.falconstor.com), emphasizes the impor- 
tance of failover rehearsals, noting that 
most companies "never do it" because the 
practice is often disruptive to operations. 
This leaves companies unprepared when 
disaster actually strikes. However, some 
solution providers offer tools to let com- 
panies run through failover and failback 
without disrupting operations, so be sure 
to ask if such tools are available. 

Also, be sure to incorporate failback to 
the primary site in any assessment of costs, 
downtime, and so forth. Some companies 
assume that failback is the same as failover, 



Key Points 



The more critical the system or data, the 
more synchronous the connection with the 
failover site should be. One metric for 
assessing criticality may be the amount of 
revenue an application generates. 

Outsourcing failover processes can save 
organizations money, but good outsourced 
situations require rigid, thorough attention 
to SLAs and how data assets will be han- 
dled in all eventualities. 

Hire expert help in order to get a better 
idea of total failover costs as well as 
better tools for testing a failover 
implementation's effectiveness. 



only in reverse, but this isn't always the 
case in practice. Examine real- world run- 
throughs in both directions. 

"Not least of all, many mistakes start 
with not understanding a customer's 
data or environment," says Albatal. "They 
map services that don't really belong 
in that environment. For example, if 
you don't have tools to effectively en- 
capsulate an application's data, then 
you're going to have trouble when you 
want to deploy that data at the disaster re- 
covery site." 

Planning and implementing a fail- 
over process can challenge any enter- 
prise, and inadequate measures can 
yield disastrous results. This is why it pays 
to bring in expert help and be methodical 
and dedicated to making 
sure that all plans get tested in live simula- 
tions, because no company wants to be next 
year's statistic. 



view. Thus, there are environmental and 
security concerns. 

"Servers and storage equipment may 
contain customer records and proprietary 
information, which could prove damaging 
in the wrong hands," says Adams, who 
notes that data needs to be wiped, and the 
equipment needs to be inventoried, secured, 
transported, and dismantled. 

To ease some of the pain of a data center 
transformation, there are companies out there 
that purchase old machines and refurbish, 
test, and resell them. Although it isn't much 
money, it will definitely help ease the finan- 
cial pain. And some of the bigger OEMs are 
willing to take old gear off your hands and 
provide credit toward new equipment. 

"Decommissioned assets may have value 
in the resale market," says Adams. "There's 
a good chance it can be refurbished, tested, 
and resold, helping to pay down the cost of 
the data center transformation." 

The financial pain of a stringent budget 
can also be relieved through creative 
leasing, short-term equipment rental, 
and asset recovery. Adams' advice for 
gaining the most value when budgeting for 
new gear is to maximize the potential of 
older equipment. 

Saving Money On Smart Energy 

Remodeling a data center to reduce ener- 
gy costs is something every IT manager 
thinks about. The problem is that most peo- 
ple think about it in an upside-down fash- 
ion: reworking a power distribution unit 
and voltage control or removing cabling 
that may be inhibiting underfloor cool air 
distribution instead of starting smaller, 
which can lead to a bigger decrease in cost. 



Key Points 



No matter the facility type, it's essential for 
SMEs to maintain a strict budget. 

Look into leveraging old equipment as a 
way to lower costs. 

The best strategy for saving energy is 
one with a cascading effect across 
the infrastructure. 



According to Jack Pouchet, energy initia- 
tive director for Emerson Network Power 
(www.emersonnetworkpower.com), it is 
best to begin with server components, then 
look at the servers as a whole. When you 
do the math, the power and cooling infra- 
structure take up about 50% of total power 
consumption. The IT equipment (servers, 
storage, and communication gear) take up 
the other half. 

"You get less of a cascading effect if you 
go after savings based purely on cooling or 
power equipment efficiency," says Pouchet. 

His advice is to look for power savings at 
the component level and then follow the 
energy upstream. The biggest savings come 
from lower-power processors. 

"The processor is the single most im- 
portant element," says Pouchet. "Even 
though they may cost more, low-power 
processors pay for themselves rapidly in 
energy savings." 

Other components, such as the disk 
and the fans, can also bring about small 
savings. Slower disks draw less power. 
Therefore, don't budget for fast disks 
unless you need them. 



Pint-Sized 
Remote Power 

Minicom PoC (Power on Cable) Is 
A Cost-Effective Solution To Remotely 
Control Power From A Single Location 



by Seth Colaner 
• • • 

Power management in any data center 
can be difficult, especially for remote 
administrators. PoC (Power on Cable) 
from Minicom addresses this problem 
by offering a single-port solution that 
gives IT workers the ability to remotely 
control power to any connected device. 

The power cord-sized PoC is de- 
signed to work in tandem with the 
Minicom PX or IP Control to gain 
BIOS -level access and control. Accord- 
ing to David Zucker, director of busi- 
ness development for Minicom, PoC is 
designed to be "a cost-effective solution 
for places where PDUs are overkill, 
such as network closets, remote loca- 
tions/offices, environmental systems, 
ATM machines, and so on." 

He went on to describe the device as 
"cascadeable," meaning that it can con- 
trol a device with multiple power sup- 
plies or multiple devices from a single 
location. "The cascading is accom- 
plished through a unique, patented, mod- 
ular design that is stackable and as sim- 
ple to use as Lego." 

PoC has the capability to control 
multiple outlets simultaneously or 



individually, with an infrared command 
mechanism that operates separately 
from the power flow. The device also 
integrates into third-party software, 
control systems, and environmental 
control devices via a standalone open 
serial protocol. 

For small- to medium-sized enterprises, 
PoC presents an inexpensive single-port 
IP PDU in a compact size, yet it's 
equipped with the ability to be managed 
seamlessly through an IP KVM switch. 
Further, as PoC can cycle remote de- 
vices without the need for in-person 
intervention, companies can save on 
downtime and travel costs. 

MINIC0M 

ADVANCED SYSTEMS 



Minicom PoC (Power 
on Cable) 

Single-port remote power control 
for any IT or network device. 

$169 

(888) 486-2154 
www.minicom.com 



DEC -HP -COMPAQ -SUN -IBM 
CISCO- Brocade -McData 




Register at 

www.decparts.com 

for our monthly 
giveaway of an 
HP MIN1 1101 

*No purchase necessary 



• U.S. military-approved repair depot ^ 

• Mission-critical supplier to NASA 

• VAX End of life fulfillment reseller Compaq Authorized 

• Key reactive response supplier to HP field service 
24/7 worldwide 

• 7000 skus and 2 million parts in inventory 

• Multimillion dollar test lab with printout diagnostics 
for each product supplied 

• Free Repair Evaluation 



Call Toll Free: 888.332.7278 I In MA: 508.866.1171 I Visit us at www.decparts.com 



This is a small 
snapshot of the 
7,000 SKUs in stock 
LARGEST cable 
inventory worldwide: 

DISK & TAPE 
Part Number Price 

RD53-DA $895.00 

RD54-AA $995.00 

RZ29L-AA/VA $175.00 

RZ28-VA $145.00 

RZ1DD-SW/VW $60.00 

RZ28-VA $295.00 

TLZ09-VA $295.00 

TLZ10-VA $385.00 

TZ87/TZ88/TZ89 Starting at $125 

TSZ08-AA $1,995.00 

All VAX Parts & Spares 70% Off 
Compaq Preferred VAX Reseller 

DNPG Network 

DEZ8R-P $1,290.00 

DEFHM-MM $5,800.00 

DEFEA-FB $1,275.00 

DSGGD-BA $1,500.00 

DZRVW Starting at $500 



All Compaq HP 
Blades 

Start at $595.00 

DS10 $675.00 

DS20 Starting at 

$1175 

GS80 $2,900.00 

GS160 Starting at 

$3,900 

GS320 Starting at 

$5,900 

RL01/RL02 Call 

RA60-P $475.00 New 

RA81 H.D.A $775.00 New 

RA82 H.D.A $775.00 New 

2T-48VDC $3,400.00 New 

VAX Systems & Options— Call 

Alphas Starting At 

ES40 $1,295.00 

ES45 $3,195.00 

ES47 $4,195.00 

Proliant Servers / HP 
Blades 

AJ 742A $4,175.00 

AJ 753A $5,175.00 



Disks 




AJ 736A 


$535.00 


AJ 737A 


$825.00 


AJ 738A 


$385.00 


AJ 740A 


$675.00 


Memory 




413015-B21 


$1,290.00 


39741 3-B21 


$375.00 


HBA Fibre Channel 


AE311A 


$815.00 


A8003A 


$765.00 


LPE12000 


$840.00 


Printers 




LA600/LN05/LN07/LA400/LN01 /02/L 


N40 




Printer Repair 25% Off 
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Deciphering 
Windows Errors 

You Don't Need A Decoder Ring 
To Resolve Errors On Your Computer 



by Drew Robb 
• • • 

When you're faced with a puzzling error 
message window, it can seem like even the 
most skilled code-crackers the CIA has to 
offer would have trouble deciphering some 
Windows error messages. 

The good news is that there are ways to 
unlock the inner mysteries of Windows error 
messages and, more importantly, ways to 
resolve them. Here are some tips to consider 
as you decode Windows error messages. 



BONUS TIPS 



Go To The Source 

The first step to resolving any Windows 
error message is to visit Microsoft's Help 
And Support site (support.microsoft.com). 
Performing a basic search with the name or 
number of the error message and going 
through the steps laid out could potentially 
provide a quick fix. 

"The best resource for troubleshooting 
Windows is the Microsoft Web site," says 
Hamid Azar, president of Azar PC. "Head 



for the Windows subsite and drill down to 
the specific OS you need or simply type the 
error message number in and do a search. 
Articles are often very specific about what to 
do and where to go to deal with issues." 

Another option is to go to Microsoft's 
TechNet Web site (technet.microsoft.com) 
and type in the text that appeared in the mes- 
sage. Geoff Ballard of Ballard-Chalmers 
(www.ballardchalmers.com), a Microsoft 
Gold Certified Partner specializing in 
Microsoft business solutions, also recom- 
mends msdn.microsoft.com as a good techni- 
cal resource that contains an abundance 
of information. 

If you know that the error message is 
related to a certain device or piece of third- 
party software, a similar method will also 
pay dividends. Visit the third party's Web 
site or contact support for that vendor and 
tell them about the problem, including the 
message details. In many cases, they are 
already familiar with the situation and can 
remedy it rapidly. 

Be Wary Of Search Results 

Often, the obvious thing to do is to capture 
the essence of the error message verbatim 
and run a search in your favorite search 
engine — copying the exact error message or 
number is likely to return many hits. 

Much of the time, this approach will return 
something helpful; however, you'll most 
likely have to wade through numerous links, 
many of which are of no help at all. In fact, 
some may be downright harmful — a com- 
mon mistake people make when dealing with 
error messages or numbers is making rash 
assumptions as to the cause of the error, 
based on faulty information found online. In 



worst-case scenarios, blindly following ques- 
tionable advice may make the problem worse 
or even render it unfixable. 

"Sometimes, when you are researching an 
error via a search engine, you take the info in 
an article as truth and then make all the sug- 
gested changes," says Ron Mercado, owner 
of Dataflow Company (www. dataflow 
company.com). "However, on a closer 
inspection, you sometimes find that the prob- 
lem discussed in the story is slightly different 
or the handling is only someone's opinion 
and turns out to be useless." 

Check The Event Log 

The Windows Event Log is meant to do 
just that: keep a log of events. Reviewing the 
Event Log makes it easier for support techni- 
cians and developers to interpret what has 
been happening with Windows. 

"I sometimes rely on the built-in function- 
ality of some versions of Windows in the 
event log," says Sabine Waterkamp, presi- 
dent of outsourced IT service provider 
ACSLA (www.acsla.com), who stresses the 
importance of such features as the Event Log 
Online Help option, which is shown at the 
bottom of the event log screen. In addition, 
the Event Log or event viewer can be filtered 
to eliminate vast numbers of unnecessary 
data in order to focus on what is needed. 

Join Up 

Another valuable source is the many 
online communities that offer useful infor- 
mation for Windows users. Given the operat- 
ing system's ubiquity, many people are likely 
to have experienced the same or a similar 
problem, and such communities contain 
plenty of info on how to fix common chal- 



■ Find missing files. Some 
of the most common problems 
in Windows are the infamous 
"Missing File Errors." Ron 
Mercado, owner of Dataflow 
Company (www.dataflowcom 
pany.com), advises that, de- 
pending on the missing file 
in question, you may well 
be able to recover it from 



the Windows installation 
disk or the CD of the offend- 
ing software. If not, the miss- 
ing file might be available 
online from Microsoft or the 
user community. 

■ Shut down wisely. Closing 
programs properly before 
shutting down the computer 



can help prevent error mes- 
sages. "Making sure you shut 
down properly, as opposed to 
shutting down with programs 
and files open, is a good way 
to keep system files from 
being corrupted and causing 
errors," says Mercado. 
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Manage The Antivirus 
& Antispam Server 



Fortify This Vital Line Of Defense To Protect 
Your Enterprise From Cyber Chicanery 



by Sixto Ortiz Jr. 

The modern computing landscape, while 
full of possibilities, is fraught with dangers. 
Corporate networks are under constant 
assault from external threats such as spam 
and viruses. 

The management of antivirus and anti- 
spam servers is essential to keeping organiza- 
tions free from external threats. Without 
these lines of defense, organizations would 
be under constant assault from external 
threats. Spammers are always determined to 
figure out ways to clog up corporate net- 
works with spam, and virus writers come up 
with new attacks just about every day. 
Keeping these servers working efficiently is 
the only way organizations can effectively 
defend themselves from attack. 



Ensure Redundancy 

To ensure effective protection for the 
enterprise, it is important for administrators 
to ensure the antivirus server is always avail- 
able. Perennial availability often means pro- 
viding more than one possible pathway to 
antivirus protection for an installed user base. 

Jim Lippie, president of Staples Network 
Services by Thrive (www.thrivenetworks 
.com), says administrators should set up their 
systems so there is never a single point of 
failure. An antivirus server should be config- 
ured so that if clients fail to reach the internal 
server a specified number of times, they can 
connect to a secondary or remote update 
server instead, says Lippie. This functionality 
is especially important for remote workers, 
enabling them to quickly and easily receive 



BONUS TIPS 



■ Enable access-blocking 
features. Lid Tadesse, senior 
systems engineer at Kaspersky 
Lab (www.kaspersky.com), 
says administrators should 
enable features in anti-malware 



software that temporarily block 
users who attempt to upload 
infected files. This can buy 
administrators some time and 
also possibly prevent the further 
spread of a malware infection. 



■ Watch for vulnerabilities. 

Tadesse adds that adminis- 
trators should frequently scan 
for vulnerabilities in server 
applications and ensure they 
patch often. 



updates and definitions while still maintain- 
ing control, he adds. 

It's also important that administrators 
implement ways to ensure there are multiple 
pathways for antivirus servers to obtain 
antivirus definitions, says Gerhard Eschel- 
beck, CTO at Webroot (www.webroot 
.com). According to Eschelbeck, administra- 
tors should set up primary as well as sec- 
ondary or alternative definition updating 
sources for both servers and clients. 

Reputation Filtering Is Your Friend 

According to Michael Argast, a security 
analyst at Sophos (www.sophos.com), the 
vast majority of spam or email-driven mal- 
ware can be blocked using reputation filter- 
ing. Argast says reputation filtering has 
changed from simple checking of sender IP 
addresses against lists of known bad address- 
es to today's content checking approaches. 

Modern content checking, he adds, in- 
cludes blocking of image spam seen before, 
blocking of URLs directing users to mali- 
cious sites, and paragraph checksums. In 
fact, advanced sender technology is even 
able to recognize patterns of delays and head 
chatter in the ESMTP (extended SMTP) 
transaction to contrast a spam-sending bot to 
a legitimate corporate mail server, says 
Argast, who adds that this approach can 
lower costs and storage on mail servers by 
blocking the vast majority of spam before 
accepting it into the network. 



Avoid Version Creep 

A common mistake that administrators 
make is allowing version and product creep 
into their antivirus server environment, says 
Brad C. Johnson, vice president at System- 
Experts (www.systemexperts.com). Version 
creep occurs when admins allow too many 
different versions of the approved product to 
be installed in the current production envi- 
ronment, says Johnson. Product creep comes 
from allowing rogue products to be used 
instead of the approved product itself. 

As an example, Johnson cites a company 
that may use McAfee as its standard but 
might allow a department to use a Symantec 
solution or even an older version of McAfee 
as its antiviral solution. 

"The more variants of products and the 
more variants of versions you allow, the 
harder it is to manage the antivirus environ- 
ment," Johnson says. The increase in diffi- 
culty is not linear, as it gets significantly 
harder to manage the antivirus server when- 
ever more variants are added. 

The reason for this is each new version or 
product is going to have its own OS and 
library requirements, installation needs, and 
management idiosyncrasies. At the end of the 
day, says Johnson, all of these new variations 
make it more difficult to ensure that all sys- 
tems are up to the latest level of protection. 



Operate In A Regular & Consistent Manner 

A seemingly obvious step to take is to op- 
erate the server and its host applications in a 
consistent manner that relies on regular 
checkups to ensure efficient operation. 

For example, Priyantha Liyanagama, chief 
security officer at 247techies.com, says regu- 
lar checkups of AV signature updates is the 
most important step in managing the server, 
especially to defend the network against 
zero-day attacks. According to Liyanagama, 
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lenges. Even if they haven't gone through 
that specific situation, they may be willing to 
help figure it out. 

There are a few cautions, though. 
Although there are many Microsoft-oriented 
newsgroups in existence, not all of them are 
well-monitored. Additionally, as with Web 
searches, you should take the information 



you get from online communities with a 
grain of salt and choose the communities you 
join with care. 

"Join an expert newsgroup like Experts 
Exchange that has monitored newsgroups to 
weed out noise like people whining and also 
allows you to post problems and have experts 
give their five cents," says Waterkamp. 



Best Tip: 

Monitor Server Event Logs, Too 

Microsoft servers such as SQL Server, SharePoint Server, and IIS (Internet Information Server) are 
often critical systems for SMEs. Fortunately, all of them follow a convention with respect to errors— 
they usually record errors and warnings in the Windows Event Log as well as having more detailed 
logging facilities of their own. 

If, for example, a program failed to start in SQL Server, the first thing Geoff Ballard, CTO of Ballard 
Chalmers (www.ballardchalmers.com), recommends is to open up the Windows Event Viewer and 
inspect the application event log. Failing that, look in the security and system event logs, as some- 
times the issues are security-related, which then causes a service or component to fail to load. 

If the event logs do not reveal any useful information, Ballard recommends inspecting SQL Server's 
own logs. The same applies to IIS or SharePoint. 

Simplest Tip: 

Avoid Clutter That Might Be Causing Errors 



Windows is a complex, intricate piece of soft- 
ware, and constant downloading of programs and 
applications, some of which are poorly written, 
can actually cause Windows to start acting defec- 
tively. In fact, dubious downloads are often the 
reason behind recurring error messages. 
Therefore, admins should make sure that their 
users only download programs and apps that 



they really need and make sure they come from 
credible sources. 

"I would not install a lot of free screen savers 
and junk programs," says Ron Mercado, owner 
of Dataflow Company (www.dataflowcompany 
.com). "In my experience, such programs are 
generally poorly written, and they tend to cause 
the computer to act poorly." 
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the application should be configured to 
check for signature updates every hour or 
even every half hour. 

New viral threats happen with alarming 
frequency, hence the importance of frequent 
updates. Lid Tadesse, senior systems engi- 
neer at Kaspersky Lab (www.kaspersky 
.com), also believes anti-malware signatures 
on servers and workstations should be updat- 
ed hourly if possible, as thousands of new 
threats are discovered every single day. 

Certain viruses target the AV applica- 
tion and try to stop the AV server or the 



client-side application by exploiting product 
software vulnerabilities, says Liyanagama. 
Because providers issue enhanced software 
versions from time to time, it is important 
that administrators check for upgrades regu- 
larly so servers can be upgraded and applica- 
tions can be secured. 

Finally, Liyanagama says admins should 
regularly audit client update status, which 
can help them correct any accessibility issues 
related with the clients, especially in a dis- 
tributed networking environment where there 
may be several firewalls to be opened. 



Most Effective Tip: 



Take Individual Users Out Of The Equation 

According to Brad C. Johnson, vice president at SystemExperts (www.systemexperts.com), the 
most effective step administrators can take to enhance or improve the management of their antivirus 
and/or antispam servers is to develop an antivirus or antispam management model that doesn't 
require help or work from each individual user or system to do an upgrade. 

An exaggerated version of this design, says Johnson, would be to have zero footprint requirements 
for all clients so that a centralized or distributed set of servers could push whatever product and ver- 
sion is needed at any time to any single system. Although most environments can't support such an 
authoritarian management model, Johnson says the closer one gets to that model, the more effi- 
cient the IT staff will become in managing their antivirus and antispam environments. 

Easiest Tip To Implement: 

Choose Products With Remote Installation Options 



Priyantha Liyanagama, chief 
security officer at 247techies 
.com, says the easiest step 
administrators can take to 
improve their antivirus and/ 
or antispam server manage- 
ment is to choose products 
that support remote client 



installations, which makes 
the administrators' lives very 
easy both at initial deploy- 
ment and during successive 
client upgrades. 

Also, he adds, if the selected 
product supports Active 



Directory integration, the 
client deployment can even 
be automated with a logon 
script that makes deployment 
even more effective and 
saves many resources. 
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I Datalink Acquires Cross Telecom 

Datalink, a provider of virtual data center 
infrastructure, services, and solutions, has 
acquired Cross Telecom for a reported $2 
million. As part of the deal, Cross Telecom 
will buy at least $1 .8 million in networking 
products and professional services from 
Datalink in the next three years. Paul Lidsky, 
Datalink president and CEO, stated in a 
release that virtualization technology is accel- 
erating the trend of companies aggressively 
consolidating server, storage, and networking 
infrastructures, thus providing "tremendous 
efficiency and productivity gains for cus- 
tomers." Datalink said the acquisition is 
expected to aid in designing, implementing, 
and managing storage, backup, and recovery 
infrastructures while helping customers cre- 
ate consolidated networks that support the 
expansion of their virtual data center infra- 
structures. 

I Survey Shows 
Confidence In 
Healthcare IT 

Americans are 
hopeful that 
healthcare IT will 
result in better 
health care, 
improved access, 
and greater affordabil- 

ity, according to a survey conducted by Harris 
Interactive for the Career College Association 
and TechAmerica. Of those polled, 75% 
believe "a fully implemented HIT system" will 
result in a positive healthcare impact, and 
64% believe costs will be kept in line. At the 
same time, nearly two-thirds don't think there 
are enough healthcare workers to properly 
implement HIT. Healthcare IT technologies 
include remote monitoring, electronic records, 
bedside diagnoses, and e-prescription tech- 
nology, along with clinical and other systems 
at healthcare companies. 

I Vista Loses Market Share, 
Windows 7 Gains 

In a possible sign that users are ready to 
move from Windows Vista and embrace 
Windows 7, Vista lost market share for the 
first time in two years. Vista declined 0.2% 
through September, according to the Web 
metrics firm Net Applications. It finished the 
month with 18.6% of the operating system 
market. Win7's market share increased by 
0.3%, and it was installed on an estimated 
1 .5% of all computers that connected to the 
Web in September. 

I Cisco Seeks To Buy Tandberg For 
$3 Billion 

Cisco made a major move to bolster its pres- 
ence in the videoconferencing and collabora- 
tion markets in early October when it agreed 
to acquire Tandberg for about $3 billion. The 
Norway-based Tandberg makes video net- 
working equipment and software span-ning 
low-end to high-end applications. Cisco 
Chairman John Chambers stated in a re- 
lease that both companies "have remark- 
ably similar cultures and a shared vision to 
change the way the world works through col- 
laboration and video communication tech- 
nologies." Plans call for Tandberg CEO 

Fredrik Halvorsen to 
head up Cisco's 
new Telepresence 
Technology Group. 
The companies hope 
to complete the deal 
sometime in the first 
half of next year. 
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Does Your 
DR Plan Work? 



Why You Should Make Sure 



by Curt Harler 

Major disasters, including hurricanes, 
fires, and earthquakes, among others, grab 
headlines. But the ones that are most like- 
ly to affect your SME could be caused by 
simple hardware failures, the deletion of 
the wrong document, or power failures. 

That's why it pays to have a DR (disas- 
ter recovery) program in place and know it 
works. And the best way to know if it 
works is to regularly test it. 

Testing Concerns 

Although 70% of enterprisess claim to 
have a DR plan, Jon Toigo, managing 
partner of Toigo Partners (www. toigo 
partners.com), says he doubts the number of 
companies that regularly test their plans hits 
the double digits, for numerous reasons. 

For example, the CIO position at an aver- 
age company changes every 17 months, 
and the new CIO typically brings in new 
processes and applications. "There is no 
commonality," he warns, which means it is 
possible the change will affect your DR 
plan testing or even the DR plan itself. 

Also, budget cutbacks tend to force 
shaving of DR efforts. The result can be a 
lose-lose situation, as you may not have 
enough staff to keep up with testing. If 
you find yourself in a scenario where you 
do need a little help, there are technologies 
available to do so. Toigo recommends a 
Web services-based management scheme 
and an SLA-based concept, as these will 
make sure data is protected suitably and 



If You Don't 
Have A Plan 



If your SME does not have a written continu- 
ity plan, you're not alone. But do take steps 
to write one— even a simple one. 

The first step, says Paul Kirvan, an inde- 
pendent consultant, is to identify the most 
serious threats to the infrastructure: fire, 
theft, human error, loss of power, system 
failure. Then identify the most serious vul- 
nerabilities to the infrastructure, such as 
lack of backup power or out-of-date copies 
of network databases. 

A good DR plan should identify the most 
critical network assets and set a metric on 
the maximum acceptable outage for each 
asset. A good place to start is with a review 
of previous outages and disruptions and 
how they were handled. This will give the 
team a handle on what worked and what did 
not. Keep the good, trash the bad. 

Jon Toigo, managing partner of Toigo 
Partners (www.toigopartners.com), recom- 
mends that SMEs who do not have DR test- 
ing programs think hard about avoiding a 
scenario-based process. 

Instead, "Focus on how quickly you can 
bring the business back," he says. 



has a service-level policy linked to the 
criticality of the application. 

There are also ways to do testing your- 
self to ensure your plan will be ready when 
you need it. Read on to find out how. 

Test Your Plan 

There are some initial steps SMEs should 
take when testing a DR plan. The first is to 
identify the operational procedures current- 
ly used to respond to critical outages. 

"Determine when procedures were last 
tested to validate their appropriateness," 
says Paul Kirvan, an independent technol- 
ogy auditor and consultant, as outdated 
information can be worse than none at all. 
"Conduct tests of updated system recovery 
assets to validate their operation," he says. 

When doing a DR check, Kirvan starts 
with internal network assets first, then 
addresses external assets. 

"Using an inventory of all network 
assets, including circuits, hardware, and 
software, begin by verifying that all 
items in the inventory are in place and 
operational," Kirvan says. Use circuit 
testing equipment to test voice and data 
circuits. Report nonworking or discon- 
nected circuits to the appropriate service 
provider for repair and possible credit for 
unused service. 

Kirvan also recommends using the 
appropriate testing equipment for hard- 
ware and software assets and verifying 
that all systems and support components 
are working properly. 

Disconnects can happen other places. 
Toigo says that the current trend to virtual- 
ization will create DR headaches. 

"The hype from virtualization vendors 
claims that they can failover and auto- 
solve your DR problems," Toigo says. 
"That's utterly bogus. Most x86 virtualiza- 
tions are a Jenga game — the blocks are 
just waiting to fall over." 

Toigo says most companies have no clue 
where the data for critical enterprise appli- 
cations resides. "Most virtualizations are 
not designed with DR in mind." He wor- 
ries that vendors who offer quasi-virtual- 
ization and thin provisioning are playing a 
shell game with capacity allocation. There 
eventually will be storage "margin calls" 
when a valid application demands space. 

"If the space is not available to the 
application, it will crash. The bottom line 
is you have erroneous comfort that you 
don't have to do anything," he says. 

Checking The Modules 

Toigo recommends a modular plan for 
DR. This involves applying service levels 
to platform recovery because it is a hard- 
ware crash or power failure that is most 
apt to take the network down. When DR 
planning, he looks at each application or 
hardware suite as a module. 

He says SMEs must know which appli- 
cations are critical and focus on them as 
modules — rather than on what caused the 
problem. "Too many people stop at the 
scenario level and default the solution to a 
vendor," he says. Avoiding that trap 
means having an in-house plan. 



Key Points 



To make sure your DR plan will be ready 
when you need it, you need to test it regu- 
larly and document the results. 
Make sure you have the right people on 
your DR team. 

Learn from the past by knowing which sit- 
uations disrupted network operations and 
reviewing equipment outage reports. 



Next, review network outage history 
reports for situations that disrupted net- 
work operations. "Review equipment out- 
age reports, as well," Kirvan adds. Review 
repair timeframes to identify opportunities 
for improvement. 

The Team 

When looking at your DR plan, it's also 
important to consider the people who will 
be involved in the process. According to 
Kirvan, SMEs should identify emergency 
response teams for all critical network 
infrastructure disruptions. These might be 
different mixes of people in different areas. 

"Skull out which applications are mis- 
sion-critical," Toigo adds. "Start by talk- 
ing to management who will tell you what 
applications are key to the business." 

Network administration staff and vendor 
technical staff should be involved in plan- 
ning and testing. "Representatives at other 
company locations and/or client locations 
may also be involved for coordinating 
tests across multiple venues," Kirvan says. 
"Determine their level of training with 
critical systems, especially in emergen- 
cies." He reminds SMEs that vendors can 
be a key component in a DR plan. 
"Identify vendor emergency response 
capabilities, if they have ever been used 
determine whether they worked properly." 

When looking at this component of your 
plan, you should also analyze the cost of DR 
services and any SLA, if these are used. 

Last Steps 

"Compile results from all assessments 
into a gap analysis report that identifies 
what is currently done vs. what ought to be 
done, with recommendations as to how to 
achieve the required level of preparedness 
and estimated investment required," Kirvan 
says. "Have management review the report 
and agree on recommended actions." 

It's important to review repair response 
documentation to verify that it exists, it is 
current with the latest releases from vendors, 
and it has been validated by testing, Kirvan 
says. He also recommends reviewing inven- 
tories of the spare parts and components 
available for backup, ensuring that backup 
circuit boards and other components are 
periodically installed into production envi- 
ronments, and making sure that someone is 
responsible to note the date of such use. 

The final step, Kirvan says, is to update 
the old DR plan documentation to reflect 
changes or lessons learned. And, most 
importantly: "Schedule the next review 
and audit of DR capabilities." 
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^ o one knows when or how disaster will 
strike. We just know the potential is always there. 
So preparation is crucial to minimizing its impact 
on computers, networks, users Sl business. 

When a temperature related disaster occurs, 
there are significant costs in areas that go far 
beyond the simple replacement of damaged 
hardware. This is because what happens in the 
data center effects the entire organization. If 
disaster strikes your facility, how will it impact 
business? Who will get the blame? Could it 
have been prevented? What will it cost? 
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Processor Showcase 

The Processor Showcase provides a 
quick glimpse of data center products 
available from some of the industry's 
leading manufacturers. Each Showcase 
provides information on the product's 
most important features, complete with 
a product photo, to simplify your 
buying process. 



Product manufacturers and resellers: 

To list your products, call (800) 247-4880. 



Physical Infrastructure 



CW-24V5 Sentry Switched CDU 




Server Technology 

Soluliors for ih: Data Ccn:er Ec jipmcrt Cabinet 



Mixed Outlet 3-Phase 
415V/240V 

Achieve greater efficiencies 
by bringing 3-Phase 415V to 
the cabinet and 240V to the 
devices 

Single-power input feed; 24 
outlets per enclosure 
Delivers upto21.6kW 
Remote power management 
IP access and security 
SNMP traps and email alerts 
Environmental monitoring 
Ability to add an expansion 
module 



Server Technology Inc. 

(800) 835-1515 
www. se r ve rtec h . com/p rod u cts 



Physical Infrastructure 



CS-3AVY Sentry Smart CDU 

/Provides reliable 3-Phase 
power distribution. Multiple out- 
let types distribute multiple volt- 
ages via 3-Phase 208V Wye 
power in-feed. 




• High Density 

• Multiple Voltage Outputs 

• Input Current Monitor 

• IP Access & Security 

• SNMP Traps 

• Environmental (Temperature 
& Humidity) Monitoring 

• Branch Circuit Protection 

• NEW! Linking for Smart 
CDU (Expansion Modules) 



Server Technology, Inc. 



Server Technology Inc. 

(800) 835-1515 
www . se rve rtec h . com 



Physical Infrastructure 




CS-2HD2/HDE Smart Power Monitor 

Easily add input current load and power monitoring to any 
existing cabinet 

Quickly added to SAN's or other cabinets that do not have 
any power monitoring capabilities 
Measure aggregate current draw on each power circuit 
IP access and security/Environmental monitoring 
Provides automated SNMP-based alarms or email alerts 



Server Technology 

Solutions for the Data Cenler Equipment Cabinet 



Server Technology Inc. 

(800) 835-1515 
www.servertech.com 



Physical Infrastructure 



Snake Tray® Cable Management 
& Power Distribution 

Designed To Reduce Construction Costs! 



Cable Management 

Built-in mounting hardware 
Integrates with access 
floor or mounts directly to 
the subfloor 

Power Distribution 

Modular energy-efficient 
bus bar technology 
Power and data 
distribution boxes 



Snake Tray 

(800) 308-6788 
www.snaketray.com 






Thanks to DMD, we 
don't have to sit on 
our old computer 
equipment anymore. 



retrieve ■ refurbish - reuse ■ recycle ■ remarket 
We Purchase: We Offer: 



Computers/Laptops 
Networking Equipment 
Power/Environmental 
Telecommunications 
Complete Data Centers 
Printers 



Asset Tracking/Reporting 
Deinstallation/Packing/Transportation 
DOD Level Data Destruction 
Epa Recycling/Reuse 
Ongoing Support Plans 
Technology Refresh/Install Programs 



At DMD Systems Recovery, we remove the headache from asset 
disposal. We can manage the whole process from deinstallation to 
asset remarketing. We wo rry a bout d ata d estru cti o n , E PA 
regulations, logistics, and insurance so that you don't have too. 
Don't tie up your resources or take chances with you data or 
environmental issues. Call DMD today. 



DMD SYSTEMS RECOVERY, INC, 

A SliflMlv Dilf»r*nT Com|Ml^/" , 
TollfrOS: (B7r> 777-0651 Phono (60Z|SOr-DI8D Fa«: (6fl?^30f-0lH1 
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SERVERS & STORAGE 




Energy-Efficient 
Servers & Storage 

The EPA's Energy Star Ratings Are Coming 



by Kurt Marko 
• • • 

The oil embargo and price shocks of 
the '70s provided a wakeup call to car 
buyers and the auto industry that existing 
products and consumption patterns 
weren't sustainable. Likewise, exponen- 
tial growth in data center power demands 
have IT managers and utilities question- 
ing IT's energy usage. 

For years, data center admins plugged 
power-hungry servers into their PDUs with 
nary a concern that the underlying electric 
grid could buckle under the collective load. 
Data centers now account for more than 
1.5% of total U.S. electricity consumption, 
a figure estimated to double by 2011, 
according to the EPA, with large facilities 
consuming tens of megawatts, or enough 
to supply well more than 10,000 homes. 

As with the oil crisis 30 years ago, Greg 
Schulz, principal at StoragelO (www 
.storageio.com), says "avoidance and 
abstinence aren't the answer." So govern- 
ment and industry are turning to new 
hardware-efficiency standards to handle 



incessant demand for IT services, with the 
EPA leading the way under the umbrella 
of its Energy Star program. 

Addressing Data Centers 

Historically focused on consumer prod- 
ucts, Energy Star first hit IT products with 
standards for PCs, monitors, and peripher- 
als but is now addressing entire data cen- 
ters and associated equipment. The first 
specification for servers was finalized in 
May, with work underway on enhance- 
ments in a second draft. The storage spec- 
ification process started this spring, with 
the action heating up over the summer 
and early fall with stakeholder meetings 
and a public comment period. 

Andrew Fanara, who is leading the 
EPA's specification efforts, is hopeful 
both the second round of server require- 
ment and the initial storage system specs 
can be completed in the next six months. 

Server Specs 

As with all Energy Star specifications, 
the goal is increased energy efficiency; in 



Key Points 



• The EPA's Energy Star logo, familiar to PC 
and appliance buyers, is coming to servers 
and storage systems. 

• The first server specification targets small 
systems and focuses on power supply 
efficiency and system power consumption 
under idle conditions. The second draft of 
server specs will add requirements for larg- 
er systems and benchmarks and criteria for 
active application loads. 

• Similar specifications are under develop- 
ment for storage systems, but specifics 
aren't yet available. 



fact, Fanara says the EPA uses the same 
development process whether the product is 
an air conditioner, television, or server. The 
EPA estimates that servers meeting the 1.0 
standard will be about 30% more efficient 
than existing systems. In aggregate, even 
such modest improvements could save 
almost $800 million per year nationwide. 



The initial Energy Star server specs are 
understandably modest and only apply to 
systems with one to four CPU sockets — 
with as many as 24 cores — although 
Fanara notes these constitute more than 
80% of the market. Notable omissions 
include blade systems, fault-tolerant 
servers, server appliances, and multinode 
systems. 

The spec has two primary elements 
covering power supply efficiency and sys- 
tem idle power, with the former being 
quite similar to those used for 80 PLUS 
desktop power supplies. The idle power 
specs apply only to single- and dual- 
socket systems, with adjustments for aux- 
iliary hardware such as redundant power 
supplies, additional hard drives, and/or 
optional I/O devices. 

The EPA's spec provides an example: 
"A standard single-processor computer 
server with 4GB of memory and a single 
hard drive could consume no more than 
55 watts in idle to qualify for Energy Star. 
The same computer server with an addi- 
tional hard drive would be provided with 
an additional 8 -watt allowance and, there- 
fore, could consume no more than 63 
watts of idle power to qualify. If this serv- 
er was then upgraded to 8GB of memory, 
it would be granted another 8 watts (4 
extra GB x 2 watts per GB) and would be 
expected to consume no more than 71 
watts idle power to qualify." 

As of Sept. 1, only three companies 
have qualified a total of seven systems. 
All are either 1U or 2U with one or two 
Xeon processors. 

Fanara says development of the Tier 2 
requirements is underway, with the main 



TIPS & ADVICE 




Moving To 

A Digitized Workplace 

The Paperless Office & Document Retention Policies 



by Kurt Marko 

Visions of the paperless office have 
largely been rendered absurd by historical 
events, as evidenced by the billions enter- 
prises spend every year on printers, copiers, 
and supplies. In fact, technology has 
arguably made it easier than ever to gener- 
ate paper. However, the days of paper as a 
primary records storage medium are num- 
bered; hard copy records take up too much 
space and take too long to search and 
retrieve. The confluence of multiterabyte 
storage systems, sophisticated document 
management software, and digitized work- 
flows means that enterprises are building 
key business processes around online forms 
and digital records. 

Yet, when transitioning to digital paper- 
less systems, the archival and retention of 
records are critical policies that are often 
overlooked. According to Info-Tech Re- 
search analyst Rahul Parmar, "The develop- 
ment of a document retention strategy is the 
first phase of transferring a paper-based sys- 
tem to a digital one." He notes that given the 
implications for every facet of a business, 



Key Points 



• The digitized, paperless office means adapt- 
ing document retention policies to reflect the 
array of electronic data records and relevant 
legal and regulatory requirements. 

• A retention strategy begins with defining, 
listing, and categorizing the various docu- 
ment types used within the enterprise. This 
document map is the foundation for various 
retention schedules based on legal, regula- 
tory, or evidentiary requirements. 

• General retention guidelines are helpful in 
setting a policy, but specifics will vary by 
company and should be developed in con- 
junction with legal counsel experienced in 
document retention and electronic discovery. 



the impetus and leadership for document 
retention policies generally comes from 
upper management, not IT. "This is a busi- 
ness problem, not a technical one," says 
Parmar, adding that IT is responsible for the 
tools and back-end infrastructure but not the 
entire project. 



Elements Of A Document Retention Policy 

The first step in strategy development, 
according to Parmar, is gaining an under- 
standing and overview of the types of docu- 
ments used in an organization and their 
movement through various workflows and 
business processes. "Take the time to 
define who creates, uses, and manages the 
documents in question," he advises. 
"Ensuring a complete list of records is gen- 
erated early will save time later on." 

Next, these various document types 
should be classified based on their contractu- 
al, financial, tax, or regulatory importance, 
as these categories drive a major policy ele- 
ment: the retention period. Unfortunately, 
this can be a painstaking and time-consum- 
ing process. According to Michael Overly, a 
partner in Foley and Lardner LLP and co- 
author of the book "Document Retention in 
the Electronic Workplace," there is an enor- 
mous range of laws and regulations affecting 
individual companies, and although there are 
general retention guidelines for different 
document types, there's no "one-size-fits- 
all" template. 



Retention Periods & Document Retrieval 

Retention periods for many records are 
specified by law, regulation, or contractual 
obligation, with Sarbanes-Oxley being per- 
haps the best-known and most far-reaching 
statute affecting publicly traded companies. 
According to Parmar, any documents 
required on file for audit, legal, or compli- 
ance purposes are considered retainable 
records, as are those that have evidentiary or 
reference value. Because exact retention peri- 
ods vary widely by company and industry, 
Overly advises engaging an attorney experi- 
enced in the field when developing a policy. 

Business-specific caveats aside, Parmar 
offers guidelines he says can be used as min- 
imal standards. In general, employment 
records should be kept for the length of 
employee tenure plus seven years, while 
sales records should be kept three to seven 
years past the transaction date. Audit laws 
stipulate that tax records be retained for 
seven years, while documents pertaining to 
real estate transactions should be kept for 20 
years. Finally, documentation of inventions 
or any content covered by patent, copyright, 
or trademark laws should be kept perma- 
nently. Parmar notes this latter category like- 
ly includes Web pages and email messages. 

According to Jeff Fowler, an attorney in 
O'Melveny & Myers LLP's Electronic 
Discovery and Document Retention Practice, 
two of the most important features of the 
paperless office and associated retention 
strategy are organization and efficiency, 
because documents need to be easy to find 
and convenient to access. These goals neces- 
sitate having a centralized data repository 
and not allowing individual employees to 
store documents and email archives on their 
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goal being development of active power 
efficiency — that is, energy usage under pro- 
cessing load, specs, and testing procedures. 
He says the EPA also plans to address larger 
(greater than four-socket) servers and server 
appliances, while also refining the power 
supply efficiency and sizing standards. 

Storage Specs 

Development of Energy Star's storage 
specification is just starting, and although 
Fanara expects to leverage much of the 
work done for the server spec, Schulz 
cautions that the process could prove to 
be much more complex and problematic 
because of the product, market, and 
technology diversity characteristic of stor- 
age systems. 

According to Schulz, who is participat- 
ing in the specification process, vendors 
are attempting to sway standards in poten- 
tially conflicting directions. "It's like 
you're herding cats," he quips. Summing 
up the EPA's goals, Fanara notes, "There 
is only one end result that matters: The 
ability to do more useful work, while con- 
suming fewer resources, in a verifiable 
and quantifiable manner." 

Although Fanara is hesitant to comment 
on specific strategies, Schulz feels evaluat- 
ing storage system efficiency should occur 
on two vectors. High-capacity, low-cost 
archival systems should focus on storage 
space per watt, while high-performance, 
transaction-oriented products should bench- 
mark I/O performance (I/Ops) per watt. 

Considering comments presented at the 
EPA's initial storage stakeholder meeting, 
market segmentation could prove challeng- 
ing because storage systems are categorized 



in various ways, including by tier (on- 
line/high performance, online/high capacity, 
nearline, backup/archival), I/O technology 
(Fibre Channel, SAS, SATA), network type 
(FC SAN, iSCSI SAN, Ethernet NAS, 
direct attach), or redundancy and RAID 
level. Schulz notes that the Storage Net- 
working Industry Association has developed 



includes efficiency goals and benchmarks for 
entire data centers. "Efficiency is the quick- 
est, cheapest, cleanest energy source we have 
today," he adds. 

Although servers and storage systems are 
the initial targets for efficiency standards, 
Fanara says that specifications for network 
equipment and UPSes are on the horizon. 



"Efficiency is the quickest, cheapest, 
cleanest energy source we have today." 



■ EPA's Andrew Fanara 



a detailed taxonomy to categorize storage 
systems, which he feels is too detailed for 
the Energy Star spec, adding, "the big chal- 
lenge is to whittle it down." 

Larger Initiative 

Fanara says that the Energy Star server and 
storage specs are part of a larger initiative to 
improve IT energy efficiency, which also 



Although the initial server specs are under- 
standably modest, the EPA's Energy Star 
program has a demonstrated record of 
reducing energy usage in everything from 
televisions to refrigerators. This means IT 
equipment buyers should benefit from 
increasingly detailed and stringent require- 
ments that better reflect power consump- 
tion under real- world conditions. 



Energy Star Guiding Principles 



Cost-effective efficiency 
Performance maintained or enhanced 
Significant energy savings potential 

Efficiency improvements are achievable with nonproprietary technology 
Product differentiation and testing are feasible 
Labeling can be effective in the market 

Source: United States Environmental Protection Agency 



personal laptops. Likewise, Fowler recom- 
mends companies consider using some form 
of email archiving or document management 
system to aid in records search and recovery. 
Overly adds that archiving to WORM (write- 
once, read many) media is preferable because 
stored documents are inherently tamper- 
resistant and thus less likely to generate legal 
challenge to their authenticity. 

Legal & Regulatory Issues 

Document retention policies have recent- 
ly received much attention, as organizations 
grapple with their readiness for electronic 
discovery, according to Amy Longo and 
Allan Johnson, colleagues of Fowler's at 
O'Melveny and Myers. Citing a recent case 
in the U.S. District Court for Utah rejecting 
as unreasonable a defendant's claim that 
individual employees were expected to 
retain pertinent data, Longo and Johnson 
note "the court found that the 'lack of a 
retention policy and irresponsible data 
retention practices' resulted in the destruc- 



tion of relevant evidence, violating the com- 
pany' s duty to preserve." 

Overly says an often-overlooked consider- 
ation in retention policies, which overrides 
standard retention periods, is known as a liti- 
gation hold — documents relevant to active 



ods, sometimes only 30 to 90 days, out of 
fear of legal liability or embarrassment from 
this largely uncontrolled medium of employ- 
ee communications. More recently, enterpris- 
es have come to realize the downside of such 
hasty disposal because, as Overly observes, 



"Forming a sound document retention 
strategy is the first and most important step 
in creating a paperless office environment." 



- Info-Tech's Rahul Parmar 

litigation must be preserved even if they have 
reached the end of their retention period. 

Email presents a particularly sticky reten- 
tion problem, according to Overly. He says 
that initially, many companies assumed 
every email was potentially harmful; thus, 
they often adopted very short retention peri- 



Risks Of Not Having Or Following 
A Document Retention Policy 

• Inability to retrieve and productively use business-critical information on a daily or historic basis 

• Increased costs of doing business from inefficiencies related to disparate or inaccessible data 

• Failure to comply with statutory or regulatory retention and destruction requirements 

• Reduced ability to comply with court orders and other litigation-related imperatives requiring 
access to existing information 

• Inability to respond promptly to government inquiries 

• Hefty sanctions for failing to preserve/produce electronic evidence 

Source: "Goals of an Electronic Document Retention Program"; Presentation by Blake Marks-Dias, Riddell Williams P.S.; June 2006. 



email often contains much of the intellectual 
capital and undocumented knowledge in a 
firm. Fowler adds that the law stipulates 
retention policies must be implemented in 
good faith and that courts may see unreason- 
ably short retention periods as an attempt to 
shirk legal obligations. 

According to Parmar, "Forming a sound 
document retention strategy is the first and 
most important step in creating a paperless 
office environment." However, this can't be 
an IT-only project because it touches all areas 
of the enterprise. According to Overly, as 
companies transition to a digital workplace, 
issues of document management, in-forma- 
tion security, and legal and regulatory com- 
pliance become intertwined. Although IT is 
certainly responsible for the enabling technol- 
ogy and technical components, Parmar says 
the scope of document retention policy under- 
scores the need to assemble a diverse team to 
define, list, and categorize records; set reten- 
tion periods; and develop procedures for 
destroying expired documents. 



Google Docs 
Gaining Traction 
In The Enterprise 

A study shows that Google Docs is finding a 
foothold in the workplace. In a survey con- 
ducted by IDC, 19.5% of respondents indi- 
cated that Google Docs is "widely used" in 
their workplaces. This is a marked trend up- 
ward from a similar December 2007 study 
that found that only about 5% of workplaces 
used Google Docs widely. The current study 
surveyed 262 people, including senior man- 
agers, and cut across enterprises of all sizes. 

The trend is similar across organizations 
of all sizes, but there was a slight differ- 
ence found between large enterprises and 
small to medium-sized companies. Melissa 
Webster, program vice president of content 
and digital media technologies with IDC, 
notes that usage of Google Docs spiked 
slightly in companies with fewer than 5,000 
employees, to about 22.1%. 




Google Docs 



In larger enterprises with more than 5,000 
employees, however, usage dipped to about 
13.8%. In larger enterprises, Webster found, 
Google Docs appear to be used more for 
interdepartmental collaboration than a com- 
pany-wide application. Thus, certain depart- 
ments within a larger company may use 
Google Docs as a small to medium-sized 
company would. 

In the next year, the study indicates that 
workers expect Google Docs usage to rise. 
"25.2% overall said they expect [Google 
Docs] to be in widespread use a year from 
now," Webster says. "If you look at the 
SMBs again, it's up to 27%." 

Not Yet A Threat 

A potential anomaly from the study is that 
despite the growing trend toward using 
Google Docs, 97% of respondents indicate 
that Microsoft Office applications are still 
widely used throughout their companies. 
This data begs the question as to why num- 
bers in one area are growing but numbers 
in another remain constant. "[Google Docs] 
is still considered to be complementary 
technology," Webster says. "These are 
not companies that are just giving up their 
desktops [and] throwing away their Micro- 
soft Office copies." Therefore, Google 
Docs does not yet present a revenue threat 
to Microsoft. 

Further, when Microsoft releases its Mi- 
crosoft Office 2010 suite, some Web-based 
applications will be available, including 
Microsoft Word and Excel. Thus, Microsoft 
may actually cut into Google Doc's share of 
usage. However, any Microsoft dominance 
in the Web-based applications space will 
require increased adoption of Microsoft 
Office 2010; given that the IDC study 
shows that just 64% of enterprises were 
using Microsoft Office 2007, the ubiquity of 
Microsoft Office 2010 may take a long time. 

by Seth Colaner 
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I HP Hires Senior VP Of Sales 

HP announced the hiring of Randy Seidl, 
a former sales VP with Sun Microsystems, 
as its senior vice president of sales for the 
Americas. Seidl will report to Dave Donatelli, 
executive vice president of Enterprise Serv- 
ers and Networking at HP. Previously, Seidl 
oversaw growth and profitability of Sun's stor- 
age, systems, software, and services. Other 
past appointments include a stint as the CEO 
of Permabit (a storage software company), 
co-founder and executive vice president of 
sales and services for GiantLoop, and CEO 
of Workgroup Solutions. 

I AT&T Buys Plusmo 

AT&T purchased the application developer 
Plusmo for an undisclosed amount. Plusmo's 
platform lets developers use common Web 
development standards to create applications 
for various devices and mobile operating 
systems. The acquisition will give AT&T an 
open-standards technology platform that will 
ostensibly let the company more easily devel- 
op mobile applications and provide a better 
customer experience. Plusmo will be sub- 
sumed into AT&T Interactive. 




I Bing Stumbles In Search Market 

Google gained market share in September at 
the expense of Microsoft's Bing and Yahoo! 
Search, according to figures from Experian 
Hitwise. Although the search giant had lost a 
few percentage points to Bing in the preced- 
ing months, it rebounded 1% to a 71% share 
of the search market. Third-place Bing 
dropped 5% to a 9% chunk of the pie, while 
runner-up Yahoo! slid 3% to an approximate 
16.4% share. In fourth place is Ask.com, 
which enjoyed an 8% increase in user traffic 
for the month but still weighed in at a scant 
2.6% overall portion of the category. 

I iPhone OS Dominates Mobile Market 

According to AdMob, which measures the 
network traffic of handsets and smartphones, 
the iPhone OS now has the largest share of 
mobile usage worldwide (40%). It recently 
edged out the Symbian OS, which dropped 
to a 34% market share from 43% between 
February and August. RIM OS for Black- 
Berrys fell from 10% to 8%; Android is appar- 
ently catching on, springing from 2% to 7%; 
webOS has started auspiciously with 4%; 
Windows is down to 4% from 7%; and the 
Palm OS, so far unchanged by shipments of 
the relatively new Pre smartphone, has tum- 
bled from a 3% share to 1 %. 




I Ramji Leaves Microsoft 

Santa Clara, Calif., -based cloud computing 
startup Sonoa Systems announced it has 
snagged former Microsoft executive Sam 
Ramji. Ramji is known for his efforts with the 
open-source community. Earlier this month, 
Ramji quit his position as the senior director 
of platform strategy at Microsoft and stepped 
into the role of interim CEO for the Codeplex 
Foundation, which is a nonprofit group orga- 
nized by Microsoft to balance the proprietary 
and open-source software fields. 
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Prepare Your Enterprise 
For Cloud Computing 



Plan Carefully Before Beginning The Transition 



by Carmi Levy 

As cloud-based computing infrastruc- 
ture continues to expand its influence, IT 
managers are challenged to build a real- 
istic roadmap for implementing it. De- 
spite old assumptions that cloud comput- 
ing solutions can simply be farmed out to 
any third-party provider and subsequent- 
ly forgotten, the reality is significantly 
more involved. Plan carefully to avoid 
busting the budget, missing the target, 
or both. 

The benefits can be significant. Peter 
Coffee, Salesforce. corn's director of 
platform research, says over time, com- 
mon IT needs such as email and personal 
productivity tools will increasingly be 
served from the cloud. 

"The capital costs and continuing labor 
burdens of buying and operating servers, 
applying security patches, and running 
the costly and fragile stack of middle- 
ware to support modern collaboration 
capabilities are obvious targets and are 
being blown away by rapid adoption of 
services such as Gmail and Google 
Docs," says Coffee. 

Not So Simple 

That optimism, however, is tempered 
by the inevitable realities of deliver- 
ing any IT service in a modern busi- 
ness context. 

"As IT resources move into a cloud 
environment, things get a bit complicat- 
ed," says Agatha Poon, senior analyst for 
enterprise research with Yankee Group. 
"There is also confusion about which 
type of cloud needs to be secured, and 
how much security is necessary." 

Despite the myriad choices that face IT 
planners — private cloud vs. public, com- 
plete migration vs. integration of existing 
applications into cloud-based infrastruc- 
ture, virtualization strategy and end-user 
training, for example — cloud-based ini- 
tiatives are little different than any other 
IT investments. They demand an up- 
front strategy. Ilan Sehayek, CTO of 
Jitterbit (www.jitterbit.com), says they 
also demand up-front goal definition. 

"A plan for integrated cloud comput- 
ing must be implemented within the 
context of the organization's overall 
business strategy," says Sehayek. "With- 
out such a plan, organizations are likely 
to end up reimplementing and migrat- 
ing from standalone implementations in 
the future." 

Bottom-Line Benefits 

Setting realistic goals is critical be- 
cause it establishes a baseline for mea- 
suring post-implementation performance. 
Sehayek says productivity improvements 
can make for solid business cases. 

"Organizations may not be able to 
completely free IT from any involve- 
ment, but look for productivity gains of 
50% or more — it's about a visible overall 
improvement," he says. "If approached 
with the right plan, meeting these goals 
should be very achievable." 



Those goals should be fairly targeted 
toward specific applications and use- 
cases that can benefit most from migra- 
tion into the cloud, says Mike Ferris, 
director of product strategy at Red Hat 
(www.redhat.com). Avoid the temptation 
to make everything cloud-enabled. 

"Consider seasonal demands, cases 
which require peak loads that may not 
justify capital expenses, or even project- 
based activities which have high vari- 
ability in the types of resources," says 
Ferris. "Migrating development and test 
environments to the cloud is a common 
first step." 

Staying Safe 

Cloud-based solutions aren't immune 
to security-related concerns, so organiza- 
tions considering them must incorporate 
security into their planning processes. 
Vaclav Vincalek, president of Pacific 
Coast Information Systems, (www.pcis 
.com), says the risk is easy to under- 
stand: If your company can connect to 
something in the cloud, anyone else 
can potentially access it, as well. This 
doesn't, however, render the cloud in- 
herently less secure than more conven- 
tional infrastructure. 

"Cloud computing has the potential to 
be even more secure than what compa- 
nies can provide in-house because cloud 
computing vendors can bring economy 
of scale, with higher-end technology," he 
says. "If a business is considering mov- 
ing to the cloud, they should be asking 
the cloud provider how they provide 
security. They have a firewall, but how is 
it configured? Do they have an intrusion 
detection system? How would I know if 
there's a security problem? Does this 
cloud provider offer backup and restore 
capability on your behalf?" 

Vincalek says security planning for the 
cloud isn't much different from security 
planning for conventional architecture. 
Whatever questions you'd normally ask 
your own IT people, he says, should also 
be directed to the cloud provider. Securi- 
ty goes hand in hand with data porta- 
bility. According to Joe Cooper, CEO of 
Virtualmin (www.virtualmin.com), a 
company that provides software to help 
build and manage cloud-based services, 
vendor lock-in is a significant risk. 

"Data portability should be the first thing 
you ask of your cloud-computing providers, 
and if you don't like their answers, talk to 
other vendors," he says. Once openness is 
assured, Cooper recommends building a 
go-slow adoption framework. 



Key Points 



Choose a few commodity service scenar- 
ios, such as email, seasonally impacted 
applications, and test environments, for 
earlier migration. View cloud-based infra- 
structure as complementary, not a man- 
date for replacement. 

Avoid vendor lock-in at all costs. Make 
sure repositories are easily pulled back 
for disaster recovery as well as applica- 
tion migration. 

Security is a little different in the cloud. 
Leverage already-existing security pro- 
cesses and frameworks to ensure consis- 
tent data and application integrity during 
and following migration. 



"The best success stories we've heard, 
so far, are companies that have ap- 
proached the cloud as one more option 
for deployment and development, rather 
than as a mandate," says Cooper. "Cloud- 
based services are powerful and poten- 
tially much more effective than in-house 
deployments, but they are also disruptive 
to business as usual. So, use the cloud for 
new services and the new capabilities it 
enables, without feeling guilt that 95% of 
your infrastructure is still old-fashioned 
and not 'in the cloud.' " 

Keep It Methodical 

Cooper adds that gradual adoption also 
allows companies to identify which 
providers are really looking out for their 
best interests and which ones are best 
equipped to deliver open standards and 
data portability. 

Yankee Group's Poon says as impor- 
tant as it is to focus on technologies, 
processes, and vendors, the human factor 
cannot be ignored, either. 

"Organization readiness will have a 
ripple effect on enterprise use of innova- 
tive technology and solution," she says. 
"Problems often arise when enterprise IT 
overlooks the diverse needs of internal 
users and tries to force the new solution 
onto users who simply consider it as a 
disruptive force to upset the status quo." 

Although this doesn't mean companies 
should avoid pursuing innovative solu- 
tions, Poon adds, it does reinforce the 
importance of preparing employees for 
any significant changes to infrastructure. 
Ultimately, how any solution — cloud- 
based or not — is leveraged by your peo- 
ple will largely determine how success- 
ful it is. 



Join Forces With The Business 

Like any IT-implemented solution, cloud-based initiatives can't simply be implemented based on 
simple performance-based metrics. Partner with the lines of business to better understand the ROI 
of potential projects and build solid business cases for them. 

"For cloud computing to be effective, it needs to be connected to the rest of the enterprise rather 
than being an island," says Chandar Pattabhiram, vice president of product marketing at Cast Iron 
Systems (www.castiron.com). 
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Report: Web 2.0 Sites 
Vulnerable To Attacks 

A recent report from Websense Security Labs 
has outlined the threats posed by Web 2.0 
sites. These sites rely heavily on user-generat- 
ed content, which opens the door to attackers 
looking for ways to relay malicious software 
and links. Web 2.0 sites, such as social net- 
working sites, create the perfect scenario 
because they are very viral in nature. 

According to Stephan Chenette, manager of 
security research for Websense, Web 2.0 
sites are leveraging the fact that users are 
the ones creating the content. 

"Without users, a Web 2.0 site is basically 
useless. The owners are creating the frame- 
work, but it's the users who are uploading the 
files [and] uploading the pictures, and they 
have the ability to upload links," Chenette 
explains. "What that enables attackers to do 
is act as an everyday Web 2.0 user. So, 
instead of uploading a normal link to poten- 
tially hundreds of users of Facebook or other 
social networking sites, they are able to 
upload malicious links, and that spreads 
rapidly amongst the social networking sites." 

A Growing Problem 

The report states that 95% of user-generated 
comments to blogs, chat rooms, and mes- 
sage boards are spam or malicious. Addi- 
tionally, there has been a 233% increase 
in the number of malicious Web sites in the 
past six months and a 671% increase in the 
past year. According to the report, efforts to 
self-police these sites have been ineffective, 
and Chenette says it's because these types 
of sites are more concerned with usability 
than security. 

"The majority of these Web 2.0 sites want to 
gain as many users as possible, so they want 
to give as much power to the users as they 
can," Chenette says. "That will enable them to 
gain more users, and users will enjoy the func- 
tionality on those sites. At the same time, I 
think for most Web 2.0 sites, security is the 
last thing on their minds. Their priority is in the 
functionality of the site, gaining more users, 
and connecting more users. But that really 
works in the favor of attackers who are at- 
tempting to reach out to more users to lure 
users into clicking on sites and potentially 
dangerous applications— which they've up- 
loaded to the majority of these Web 2.0 sites." 

Chenette says that organizations need to pro- 
tect themselves with real-time security soft- 
ware. By using real-time security software 
that is always on the lookout for malicious 
content, organizations can protect them- 
selves and keep their networks clean. 

by Tessa Warner Breneman 



Virtual 
Savings 

Newer Virtual Technologies 
Benefit Smaller Enterprises 



by Jean Thilmany 

There's little doubt virtualization is a 
hot technology for data centers right now, 
and it's expected to continue to grow for the 
foreseeable future. Although virtualization 
technologies have much to offer all enter- 



Key Points 



Virtualization technologies make for signif- 
icant cost savings to smaller enterprises. 
A number of supporting applications have 
helped make virtual technologies even 
more accessible in recent years. 
Relatively new to the market, virtual 
desktops can cut the costs of maintaining 
individual PCs and laptops. 



prises in terms of cost savings and resource 
consolidation, small to midsized enterprises 
in particular stand to benefit from virtualiz- 
ing their servers and desktop applications, 
say virtualization experts. 

Virtualization has been gaining trac- 
tion because it offers the capability to 
fit more servers and more processing 
power into a smaller data center foot- 
print, says Cameron Niles, CTO at tech- 
nology consulting company Syzygy 3 
(www . syzygy 3 .com) . 

As adoption steps up, newer applica- 
tions to the market, including desktop vir- 
tualization, give enterprises even more 
access to the cost savings brought about 
by virtualization, says Nikolaos Makris, 
CEO at 2X Software (www.2x.com). 

Still, the very thing that makes virtual- 
ization applications attractive to smaller 
enterprises may keep their larger counter- 
parts from going virtual, Niles adds. 

"Interestingly enough, the SMBs in 
some cases benefit more from adopting 
virtual servers," Niles says. "Fortune 500 
companies that have built data centers 
within the last 10 years have planned for 
electrical requirements and cooling loads 
and server density. Virtual machines run 
hotter and put more of a load on those 
large data centers than were planned for." 

Small to midsized enterprises — whether 
they're looking to virtualize servers or 
desktops — can turn to virtualization as a 
solution simply because they have fewer 
workstations and server requirements than 
do larger enterprises, Niles adds. 

Business Benefits 

The benefits to small enterprises include 
the following: 



Electricity and space savings. Enter- 
prises can run many virtual servers on one 
physical server, thus consolidating space 
by running more servers within a small 
space than previously possible, Makris 
says. These savings are reflected in 
reduced power bills. 

Also, space can be a premium for small 
enterprises, and virtualization offers the 
capability to fit more processing power 
into a much smaller space than previously 
possible, Niles adds. "I'm only using the 
capacity and electrical draw of the one 
physical server I'm running those virtual 
servers on, whereas before I'd be running 
four or five physical servers to accomplish 
the same tasks," Niles says. 

But space on the server is maximized 
via virtualization, as well, says Alex Yost, 
president of IBM's system and technology 
group. An average server is less than 20% 
utilized. Running virtual servers dramati- 
cally raises that percentage. 

The cost savings can also be seen on the 
hardware side. Companies need to buy 



administrators to keep a closer eye on 
machine performance, Makris says. 

Reduced deployment time. Virtual 
servers can be up days after getting exec- 
utive sign-off for the implementation, 
Yost says. Physical server implementa- 
tion could — and frequently does — 
take months. 

No More Towers 

Servers are no longer the only way for 
small to midsized enterprises to derive 
key benefits of taking technology virtual, 
Niles says. 

Within the past few years, enterprises 
have found that by taking their desktops 
virtual, they can derive still more savings 
via virtualization, he says. Of course that 
doesn't mean the desktop computers cease 
to exist. These enterprises are moving to 
link thin-client desktops to the server, and 
access the common software found there, 
rather than running the software on the 
local personal computer, he adds. 

That means the thin client is running a 
virtual desktop stored on a virtual server, 
Makris says. "This is a growing trend 
among companies with heavy road-war- 
rior use, because it gives them a good, 
less-expensive connectivity solution," 
Niles says. In other words, each remote 
worker needn't maintain an individual, 
personal notebook because these thin- 
client applications work in the field. 

Advantages of virtual desktops are 
akin to those of virtual servers, Makris 
says. Software management is central- 
ized because the software sits on the 
server. Security and backup are also easi- 
er to manage. 

"Security is eased because you need [to] 
maintain antivirus software only on the 
server and you can also back up centrally," 



Virtual Desktops & Servers Cut Costs 

Here's an overview of the ways in which small to midsized enterprises 
can benefit from virtual servers and desktops: 



Power savings. More virtual servers run- 
ning on one physical server makes for a 
decreased server-to-power-used ratio. 
Space savings. By their very nature, virtual 
servers take up less room than their physi- 
cal counterparts. 

Easier backup and restoration. Information 
stored on virtual servers is easily copied. 



fewer physical servers because they're 
more fully exploiting those servers' capa- 
bilities via virtualization, Makris says. 

Ready data restoration. The informa- 
tion stored on virtual servers is easily 
copied between physical servers, making 
for quick restores and backups, Niles says. 
"If I have a physical server running a vir- 
tual server, I can keep a copy of that virtu- 
al server on a second physical server," 
Niles says. "Or, if I have a problem with a 
virtual machine, I can get that virtual 
machine up and running on another server. 
I can move virtual machines between 
physical pieces of hardware to eliminate 
single points of failure." 

Easier management. Because virtual 
servers allow for less server sprawl than 
physical servers, the data center can be 
more easily managed by allowing IT 



Software consolidation. Use of thin-client 
computers means software can reside on 
the server, not individual PCs. 
Fewer PCs to maintain. Thin-client com- 
puters are capable of accessing software 
stored on virtual servers. 



The popularity of virtual servers . . . 
has also spawned a number of 
products intended to aid virtualization. 



he says. "The virtual server creates images 
you can play back at any time. So you can 
play back a certain desktop that crashed 
without having to reinstall all the hardware 
at the PC level." 

Supporting Players 

Of course, the popularity of virtual 
servers and now of virtual desktops has 
also spawned a number of products 
intended to aid virtualization. Software 
that links a thin-client desktop to all virtu- 
al servers, regardless of developer, is rela- 
tively new to the market. 

Other secondary products include input- 
output adapters that allow IT administra- 
tors to deploy multiple I/O ports on one 
adapter, Yost says. The typical virtual 
server installation needs about six Ethernet 
ports. Adapters help meet those numbers. 
They also balance and share loads, again 
simplifying server management, he adds. 

Like the servers and the desktops them- 
selves, applications that support virtual 
technologies continue to evolve at break- 
neck pace, Yost says. Small to midsized 
enterprises should expect to see even 
greater benefits down the line. 
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News 




The Cost 
Of IT Training 



There Are Ways To Spend Less 



by Bridget Mintz Testa 

Depending on your level of expertise, 
the learning experience you're seeking, the 
licenses and contracts your company has, 
and your definition of "expensive," you can 
obtain advanced IT training at almost any 
price point you want. Costs vary widely, 
from free Learning Snacks at Microsoft to 
deluxe, instructor-led classes that can cost 
up to $5,000. In IT training as in anything 
else, however, remember the old Roman 
saying, "caveat emptor," or "buyer beware." 



Key Points 



For extremely specialized and highly 
advanced training, you'll have to go to the 
source company, but lower-cost options 
are available. 

For-profit institutions charge high prices 
compared to tax-supported community 
colleges, and course credits may not 
be transferable. 

Community colleges offer the most train- 
ing value for the dollar for IT professionals. 



The most common hardware, systems, 
and applications that enterprises use today 
are produced by Microsoft, Cisco, Oracle, 
Sun, Novell, and IBM. If you are looking 
for specialized, advanced training in these 
or other companies' products, you'll likely 
have to go to them to get what you need. 

Training Venues 

Venues for specialized training include 
in-person classroom sessions that range 
from $1,500 to $5,000, depending mostly 
on length. IBM's two- to three-day courses 
are about $2,500. {NOTE: Prices used 
throughout this article are based on our 
own independent research and are meant 
to serve as indicators only.) 

Real-time, instructor-led classes taught 
virtually save you the travel expenses and 
some of the training costs. Their prices fall 
between $750 for a one-day Oracle ses- 
sion and $3,500 for a five-day Sun class in 
Solaris OS 10 system administration. Self- 
study CD-ROM prices range from a $150 
Oracle 9i PL/SQL fundamentals course to 
$1,850 for that Sun Solaris OS 10 class. 
Online self-study runs from about $350 
for various Novell classes to $1,100 for 
that same Sun Solaris OS 10 course with a 
year to complete it. 

Free online training is also available 
from IBM and Microsoft, and Cisco offers 
its collaborative Learning Network. This 
members-only forum lets users share their 
own knowledge and benefit from the pres- 
ence of Cisco experts and other IT pros. 

Free or discounted training is available 
for companies that are IBM business part- 
ners, and if your company isn't one, a vol- 
ume discount of about 15% is available 
through the Education Pack. Companies 
with Microsoft Software Assurance for 
Volume Licensing can get vouchers for 
free instructor-led and online training. 



Other types of mostly online free training 
are available, from Microsoft's Learning 
Snacks to IBM classes. Check with the 
company that provides your applications, 
systems, networks, and other products to 
see if your business qualifies for training 
discounts or freebies. 

For-Profit Institutions 

If you've considered taking a course or 
program at a for-profit institution, some 
experts advise you proceed carefully. 
"They are very, very expensive, and some 
are geared for specific product certifica- 
tions that may become dated," says Kate 
Kaiser, associate professor of IT at 
Marquette University and the head of the 
Society of Information Management's IT 
Workforce Research Team. Although 
these for-profit institutions typically state 
that they are accredited and name the 
organization, their courses may not always 
transfer to other institutions. 

For example, the 2009 course catalog of 
the Webster, Texas, ITT Technical Institute 
states, "It is unlikely that any credits earned 
at an ITT Technical Institute will be trans- 
ferable to or accepted by any institution 
other than an ITT Technical Institute." 

According to Marilyn Gardner, the 
business director with the United States 
Distance Learning Association, "If a school 
says their courses won't be accepted 



looking at these schools," Kaiser says. They 
may provide a perfectly good educational 
experience, but do your due diligence. 

Tech School Option 

Kaiser says community colleges and 
technical schools are the best options for 
people who already have undergraduate 
degrees in IT. "People pay taxes to sup- 
port community colleges, and they provide 
good value," she says. 

Average annual community college 
tuition is $2,400, and that covers full-time 
attendance in courses that almost always 
transfer to other institutions. Many commu- 
nity colleges also offer inexpensive online 
non-credit classes for people who simply 
want to obtain new skills or knowledge. 

"Community colleges are market-respon- 
sive," says Norma Kent, vice president of 
communications for the American Associa- 
tion of Community Colleges. "Most will 
provide training in certifications that are in 
demand — Novell, Microsoft, etc. In addi- 
tion, they work closely with business and 
industry in their service areas and would 
adjust their offerings to reflect what major 
businesses need for their employees. It's 
very common for community colleges to 
develop customized training programs to 
meet specific employer needs. This training 
can be delivered in the classroom, on the 
job, or at a distance." 



Popular IT Certifications 



1 Company 


Certifications 


Company Training Site 1 


Cisco 


Cisco Certified Network Associate, Cisco 
Certified Entry Networking Technician 


cisco.hosted.jivesoftware.com 


IBM 


IBM Certified System Expert (System x), 
IBM Certified Specialist (Systems p, i, and z) 


www.ibm.com/us/en 

(Select Services, Training from 

the menu) 


Microsoft 


Microsoft Certified Technology Specialist, 
Microsoft Certified Systems Administrator, 
Microsoft Certified IT Professional 


www.microsoft.com/learning 


Novell 


Certified Novell Administrator, Novell 
Certified Engineer, Novell Certified 
Linux Engineer 


www.novell.com/training 


Oracle 


DBA OCA, DBA OCP, PL/SQL developer 


education.oracle.com 


Sun 


Java Technology, Solaris Operating System 


www.sun.com/training 



elsewhere, that's good consumerism by the 
school." If you are concerned about the 
quality of the courses, Gardner recommends 
checking with the State Department of 
Education where the school is located or the 
local Better Business Bureau. 

As for the cost of training at these for- 
profit schools, Kaplan University currently 
charges $353 per credit hour, and ITT 
charges $468 per credit hour. On Feb. 28, 
ITT's credit-hour price goes to $493, and 
starting March 1, 2014, ITT will charge 
$600 per credit hour. "People should be 
very careful and do their homework in 



These aren't the only choices for ad- 
vanced IT training, of course, but they are 
the most common. Individuals and busi- 
nesses can pay from a few hundred to a few 
thousand dollars for a specific course, and 
inexpensive options abound. Businesses 
may be able to get discounts or free train- 
ing, depending on their relationship with 
the company or companies that provide 
their systems, applications, or network. 
Even though training is one of the first 
expenses companies drop when business is 
bad, it can pay for itself many times over in 
increased productivity and efficiency. 



United States 
May Be Losing 
Competitive IT Edge 

The BSA's (Business Software Alliance's) 
Economist Intelligence Unit found that 
steps taken by Asia, Latin America, and 
Europe to improve the technology environ- 
ment have reduced the competitive IT gap 
with the United States. Denis McCauley, 
director of global technology research for 
the Economist Intelligence Unit, says that 
protectionism and support for "national 
champions" will hamper recovery efforts 
and long-term competitiveness in the sec- 
tor. Still, McCauley believes that the United 
States remains the world's most conducive 
environment for the development and 
growth of IT firms, despite its tougher busi- 
ness environment and the emergence of 
protectionist impulses. 

The 10 highest-ranking countries in the 
2009 study were the United States, Finland, 
Sweden, Canada, Netherlands, United 
Kingdom, Australia, Denmark, Singapore, 
and Norway. Some of the biggest movers 
were Finland, which leaped from No. 13 in 
2008 to No. 2 in 2009; Russia; and China. 
In particular, Finland displayed improve- 
ments in both research and development 
with patents. Factors considered by the 
Economist Intelligence Unit include quality 
of the local technology infrastructure, the 
availability and quality of IT talent, the R&D 
environment, the legal regime, the overall 
business environment, and the govern- 
ment's technology policy itself. A govern- 
ment leadership that strikes the right balance 
between promoting technology and allowing 
market forces to work is ideal. The report 
also shows that broadband networks are 
becoming increasingly important to IT 
firms' competitiveness. 

Keeping The Lead 

As for what the United States needs to 
retain its IT industry leadership, McCauley 
says that, "Above all, the U.S. needs to 
maintain an open innovation and talent envi- 
ronment that's receptive to new ideas and 
skilled people from across the globe. The 
introduction of new limitations on work visas, 
for instance, could potentially harm the com- 
petitiveness of U.S. IT firms." As the world 
economy recovers and hiring resumes, the 
competition for talent will be greater than 
current economic conditions. In Europe and 
North America, the report indicates that it'd 
be wise for the government to work with pri- 
vate-sector companies to encourage more 
young people to choose mathematics and 
science-based subjects at universities. 

Additionally, governments will need to do 
more to improve the infrastructure that'll 
be the future foundation of the IT industry. 
Some of the people the Economist Intel- 
ligence Unit interviewed indicated that 
when more applications move off individ- 
ual sites and into cloud computing, the 
efficiency gains could benefit entire econ- 
omies, while national IT sectors that lack 
the necessary broadband infrastructure will 
be left in the dust. 



by Nathan Lake 
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The Tape 

Recycling 

Process 

What You Should Look For 

When Buying Or Selling Used Tapes 



by Sue Hildreth 
• • • 

Buying recycled tapes, and selling tapes 
to a qualified recycler, can save a compa- 
ny considerable money. But it pays to 
check the recycling process that the ven- 
dor uses, as a shoddy process can compro- 
mise the security of the data on the tapes 
and leave purchasers with a poor quality 
tape and, possibly, lost data. 

"There is not a standard industry 
process," says Brian Musil, founder and 
senior acquisitions manager at Recycle- 
YourMedia.com (877/798-2737; www 
.recycleyourmedia.com). "Not all recy- 
cling companies are created equal." 

The recycled tape business has grown 
slowly but steadily over the past few years 
as the need for archiving has grown and as 
newer tape technologies are introduced by 
manufacturers, driving still usable but 
older-generation tapes, such as LTO 2 for- 
mats, into the secondary market. 

"We are getting more calls for recycled 
tape over new, and customers are realizing 
that when they're purchasing from a rep- 
utable supplier with good certification 
standards, that the media is often better 
than new," Musil says, noting that people 
can save 20 to 50% off the price of a new 
tape if they're willing to go with slightly 
older tape technologies (e.g., LTO 2 and 
3) that the recyclers get. 

For companies selling their tapes, the 
return can range from nominal to signifi- 
cant, depending on the volume of tapes. 
Musil relates purchases he's made recently, 
ranging from $625 for 125 used SLR100 
tapes and $750 for 75 used LTO 3s, to 



$63,000 for 7,000 used AIT1 tapes. 
Additional savings may be factored in 
based on how much a company would have 
had to pay to have the tapes destroyed. 



Key Points 



Recycled tapes can save buyers up to 
50% off the cost of new, and net sellers 
of used tapes a small revenue stream. 
Selecting a credible recycling company is 
critical to ensuring corporate data is 
destroyed before the tapes are resold. 
Buyers of recycled tapes should likewise 
ask for the recycler's process and meth- 
ods of testing a tape's age, error rates, 
and wear and tear. 

Some companies, particularly with high- 
end storage tapes, prefer to reuse their 
own tapes internally, thus protecting their 
data and saving money on new media. 



Russ Hill, purchasing director for Data 
Media Source (www.datamediasource 
.com), a buyer and seller of used storage 
media, notes that concern over the envi- 
ronment is one factor that makes recycling 
tape more attractive. "Incinerating and 
shredding tape isn't the best solution envi- 
ronmentally, and not the best from a secu- 
rity standpoint either, as you most likely 
won't get a list of every tape destroyed," 
says Hill. 

Key Steps In The Recycling Process 

So what should a credible recycling 
process include? According to both Hill 



and Musil, a good recycling process 
should include a thorough inventory of 
the tapes by serial number, a physical 
inspection to check for defects in the case 
and tape, and thorough data erasure — 
either by writing over the tape or by 
degaussing or magnetizing the tape. 
Customers selling tapes should also ask 
for a chain-of-custody document to show 
who handled the tapes. 

RecycleYourMedia.com also uses an 
RFID scanner that reads the RFID code 
on each tape and provides a history of 
use. "It can tell you how much data has 
been written to it, how many times it's 
been in the drive, and if there are errors 
on it," says Musil. 

The company tests each tape for errors 
by writing a bit pattern of ones and zeroes 
on the tape and then logs errors. The tapes 
that pass are cleaned and stamped with a 
data code and certification mark. 

Based on the physical inspection and 
error rates, RecycleYourMedia.com 
grades tapes as A, B, and C grade — or no 
grade if they're unusable. The company 
sells only the A and B tapes. However, 
Musil notes that the C-grade tapes — those 
with some errors and/or physical dam- 
age — are sometimes sold to other used 
tape distributors that accept lower-grade 
tapes. Those tapes could be sold in retail 
outlets, possibly without any indication to 
the buyer as to their quality level. 

Not All Recyclers Pass Muster 

Determining the true quality of a prod- 
uct is one major problem that buyers of 
used storage media face. Tapes pur- 
chased directly from the vendor who did 
the recycling, and from a vendor that can 
provide a verification of the process and 
the tests done, are more likely to be 
good. Musil claims the failure rate on his 
tapes are less than most new ones. But 
recycled tapes bought through one or 
more layers of distributors and retailers 
may be from multiple, unknown vendors 
and repackaged in ways that hide their 
age and defects. 

Christopher Caprio, VAR/systems inte- 
grator channel sales manager at Imation 
(www.imation.com), says few customers 
know what really happens to their tapes 
after they send them to a recycler. Imation 
conducted an audit of recycled tapes in 
2008 that found customer data still on 
many of them, even on those that had been 
degaussed. In a few cases, the data was in 
identifiable chunks, such as Social Secur- 
ity and credit card numbers. 

Enterprises, whether buying or selling 
used tape media, need to thoroughly vet 
the company they're selling to or buying 



Select A Good 
Recycled Tape 
Vendor 

For companies that have excess tapes to 
dispose of and want to avoid paying for a 
tape destruction and disposal service by 
selling the tape to a recycler, Brian Musil, 
founder and senior acquisitions manager at 
RecycleYourMedia.com (877/798-2737; 
www.recycleyourmedia.com), offers these 
four "musts" for ensuring you select a good 
recycled tape vendor. 

• Make sure you are not dealing with a 
broker who may sell your media to a 
third party (possibly without eradicating 
confidential information from it) 

• Check the recycler's processes and 
ask for a full chain of custody from start 
to finish 

• Be wary of high offers on your media 
as this could be a sign that the vendor 
doesn't invest in thorough production 
processes 

• Always check references 



from. As a buyer, make sure you find out 
as much as you can about the history of 
the tapes. As a seller, ensure you know 
exactly how the recycler is erasing data 
from your tapes and that the recycler can 
provide a chain-of-custody document. 

Musil and Caprio both agree that data 
and tape destruction may be the best 
course for highly sensitive data such as 
customer credit card records or patient 
medical data. "There are some indus- 
tries, like financial, that won't do recy- 
cling. They have their tapes destroyed," 
Caprio says. 

In addition to dealing directly with a 
reputable tape recycler, there is another 
way to ensure that the tapes you're recy- 
cling or reusing are credibly handled: 
Reuse your own tapes. Robert Amatruda, 
a storage analyst at IDC, notes that reusing 
your own tapes makes economic sense, 
especially on the high end of the enterprise 
storage market. 

"There's been quite a bit of investment 
into hardware that allows for a customer to 
reuse their own tape media, which solves a 
lot of problems," says Amatruda. "That's 
the whole value proposition of this stuff, 
and that's where Sun and IBM, with their 
new tape products, I think they're a good 
bet with large customers that use tape. 
Media reuse is one of the strong value 
propositions of these products." 



"The Cyber Switching team enabled us to 
understand our power management issues, 
and the products have an ROI that is 
quantifiable . . . that is value add to my 
budget The sales and technical team 
goes above the call to make sure we have 
<ust what we need, when we need it " 



Powering Up Your Network 




M SERIES SPECIAL 

M Series, Part number: 1000490 
Price: $359.00 

While supplies last, some restrictions apply 

Contact: sales@cyberswitching.com or (408) 436-9830 to place your order or for more information 



www.cyberswitching.com • (408) 436-9830 • (408) 436-9828 Fax • (888) 31 1-6277 Toll Free C YB ER SWITC H I N G® 



Some Of Our Valued 
Customers Include: 

Adobe Systems 
ANL 

Blue Cross Blue Shield 

Brocade Communications 

Cisco Systems 

ConSentry Networks 

Department of Defense 

Extreme Networks 

Hewlett-Packard 

Intel 

Jabil 

NEC 

Telenav 

WebEx 
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INFO-TECH • INSIGHT 



Consumer Tech In Business: 

Be Cautious, But Not Close-Minded 



IT leaders don't have it easy. 
Maintaining a secure and reliable IT 
environment, usually with an undersized 
team and limited financial resources, is no 
small task. So when users demand access to 
their preferred collaboration tools, in spite of 
existing tools that meet stated business 
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requirements, it's not surprising to see a cold 
response from IT. However, when assessing 
possible security and support issues associat- 
ed with consumer-focused tools, IT leaders 
must also keep an open mind — some could 
deliver real business benefit. 

End Users Just Don't Get IT . . . 

Despite users being more tech-savvy than 
ever, often smartphone-equipped, and active 
across the blogosphere and their respective 
social graphs, it's safe to say that most do not 
appreciate what it takes to deliver and sup- 
port an IT service. Sure, they don't like it if 
Facebook makes an impromptu format 
change, Apple rejects a hotly anticipated 
iPhone app, or Twitter experiences yet anoth- 
er outage. But these events usually don't 
affect their livelihood, and very few will 
abandon their favorite tools or services 
because of these slight hiccups. 

For an enterprise, the repercussions are 
much more severe. Unplanned outages or 
changes, haziness around security practices 
and privacy guidelines, and overall uncer- 
tainties around product direction are more 
than minor inconveniences. When an enter- 
prise has become heavily invested in a partic- 
ular tool or service and something bad hap- 
pens, there are very real financial and legal 
implications involved. Money, reputations, 
and jobs are potentially at stake, so IT depart- 
ments are wise to be wary when it comes to 
embracing consumer-focused tools. 



... But That Doesn't Mean They're Wrong 

That said, most IT leaders understand that 
the sands are shifting and that the closed IT 
environment of the past is on its way out. In 
a relatively short span, we have seen tremen- 
dous innovation in the areas of social net- 
working, mobile computing, and real-time 
collaboration. It's clear to many business 
leaders that there is significant opportunity in 
what's transpiring. And we're seeing in 
many cases that it's forward-thinking end 
users — the technology enthusiasts and evan- 
gelists outside of IT — who can provide valu- 
able insight to help drive these initiatives. 

But for every enterprise that has imple- 
mented successful new approaches to inter- 
nal and external collaboration, just as many 
have missed the boat. Given their central role 
in technology strategy, IT leaders should be 
playing a bigger part here. Many can begin 
by doing a better job of engaging these end 
users — rather than dismissing their initial 
ideas — to better understand where some of 
these opportunities might lie. This doesn't 
mean to blindly accept — it means to listen, 
learn, and consider. 

Users aren't wrong to think that some of 
the tools they use to collaborate in their per- 
sonal lives could be beneficial in business — 
they probably are, and are likely more intu- 
itive and cost-effective than what's available 
at work today. History tells us that many of 
the leading consumer-focused technologies 



and services of today will eventually, in 
some form, find their way into IT environ- 
ments. Some will reach critical mass surpris- 
ingly fast, while others may require a little bit 
more time to mature before they meet corpo- 
rate standards. But that doesn't preclude IT 
from tracking these developments. 

For example, to the dismay of their users, 
many IT leaders dismissed Apple's con- 
sumer-centric iPhone when it was first 
launched and instead chose to lock into alter- 
nate enterprise device roadmaps. And many 
were caught off-guard when its 2.0 firmware 
added support for Exchange ActiveSync and 
Cisco IPsec VPN, making it not only a legiti- 
mate business device but a favored platform 
for enterprise mobility solutions. 

Fast forward two years, and in the midst of 
an economic recession, we see a growing 
number of enterprises adapting their mobility 
strategies to leverage employees' personal 
devices, providing reimbursement for busi- 
ness usage. Given the staggering number of 
consumers carrying personal iPhones today, 
a mobile services, applications, and support 
strategy that had better anticipated the devel- 
opment, direction, and growth of the plat- 
form would have proven highly valuable. 

Of course, keeping tabs on technology 
takes time. To avoid falling behind the curve, 
IT leaders must be practical and more open to 
leveraging the knowledge and expertise of 
not only their staffs but also others outside of 
IT. Sure, IT is in the best position to deter- 
mine whether a given application can be sup- 
ported within existing processes and meets 
enterprise availability, security, and compli- 
ance requirements. But IT alone cannot deter- 
mine what capabilities would or would not 
improve the performance of end users — their 
insight and feedback is increasingly vital. 
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b U L L I V A N 



10 Steps To A Successful 
Mobile Deployment 



Mobility and wireless communica- 
tion have become ubiquitous busi- 
ness practices for most enterprises during 
the past few years. Notebook computers 
with embedded wireless connectivity and a 
smartphone are the norm for at least the top 
40% of corporate America. 

Mobile hotspots, geo-fencing, mobile re- 
source management, sales force automation, 
field service automation, fleet tracking, and 
other location-based services are common for 
any organization with a fleet on the go. 

Bye-Bye PDA 

Wireless penetration in the United States 
is nearing 90%. The era of the PDA as an 
enterprise solution is gone. Mobile enter- 
prise solutions such as the BlackBerry have 
become much more consumer- friendly, and 
consumer devices such as the iPhone have 
snuck in the MIS back door and become 
corporate-friendly. Smartbooks and mobile 
Internet devices — new form factors with 
more horsepower — are on the horizon. 
Smartphones have finally grown up and are 
now converged devices that fully combine 
phone and mobile computer capabilities. 

As these devices quickly become more 
computer than phone, a paradigm shift 
needs to take place in the IT department. 
No longer the responsibility of the telecom 
manager, smartphones and mobile devices 
must fall under the management of IT and 
follow the same management and security 
structure of the internal corporate network. 



The devices have graduated from just 
being phones and elevated to the status of 
enterprise-grade productivity tools, so IT 
must now plan for and implement enter- 
prise-grade solutions to protect the integrity 
of the wide-area networks that they now 
enable. Mobile device management, VPNs, 
and platform selection are more important 
now than ever before. 

Employ New Technologies 

Technology adoption cycles are surpris- 
ingly consistent among most companies. 
Because they see a competitive advantage 
or because they feel a competitive threat, 
companies oftentimes make knee-jerk reac- 
tions and acquire technologies before they 
understand the burdens of ownership. To 
counteract this challenge, and because the 
benefits of mobile access are so compelling, 
we'd like to share some best practices that 
can be used to eliminate common mistakes. 

By taking a holistic approach to mobile 
device management and implementing the 
best practices, IT can quickly deploy mobile 
solutions, reduce the TCO for mobile enter- 
prise deployment, and automate mobile 
device management and security while pro- 
viding those they serve the freedom and 
flexibility that mobility provides. 

Factors essential in developing a mobility 
strategy include: 

• Choice. Choose the right device and plat- 
form for the solution. Remember that 
a selected device is your company's 



platform for mobility. Although a solution 
needs to be easy to use, not all devices on 
the same OS provide the same level of 
management, security, or functionality. 

• Test, test, test. 

• Control. Only allow tested solutions on 
the network. Not having control of solu- 
tions on the network leaves you open to 
the risk of virus or exploitation. 

• Take the time to develop solutions that 
fit. Every organization is unique. Make 
sure your devices and solutions fit your 
business model. 

• Look at the entire life cycle of the solu- 
tion. Devices may be passed on from one 
employee to another through attrition. 
Quality, durability, and ability to wipe 
and reconfigure easily are a plus. 

• Secure devices and use authentication. 
Small, cool devices get lost or stolen 
often. Be prepared for this. 

• Asset tracking is essential. When some- 
one leaves the organization, immediately 
suspend service. Accurate and up-to-date 
device ownership information provides for 
a solid mobile device management strate- 
gy. Regularly audit and verify information. 

• Control third-party applications. These 
are a good source for hackers to get into 
your network. 

• Maintain control. IT must establish 
clear policy and processes over all mo- 
bile devices on the network. Whether 
issued to the user by IT or privately pro- 
cured, every mobile device on your net- 
work has your organization's intellectual 
property on it: email with proprietary and 
confidential data, documents attached to 
those emails, contact information for cus- 
tomers, and the like. 

• Be vigilant. Take the time to plan for 
changes in business models that impact 
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your mobility strategy and look ahead at 
advancements in devices that may make a 
favorable impact on your business model. 

The proliferation of increasingly sophis- 
ticated devices and the potential vulnerabil- 
ities they represent are placing a strain on 
IT resources. Elimination of costly mis- 
steps and reduction of unnecessary expens- 
es is on the mind of every executive. 
Through thoughtful planning, careful 
implementation, and vigilance, organiza- 
tions can overcome initial implementation 
costs and reap the benefits of mobility and 
improved productivity. 
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Switch Into High Gear 

Adder Offers A Variety Of High-Performance KVM Switch Solutions 
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by William Van Winkle 

In 1984, Adrian Dickens emerged from 
Churchill College at Cambridge Universi- 
ty with a degree in engineering and the 
odd job of writing instruction manuals for 
computer systems used by the BBC. 
Armed with engineering know-how and 
computer knowledge, Dickens found him- 
self being asked to create serial devices, 
including peripheral switches. Moving 
from manuals to hardware devices was a 
stretch, but the opportunity was clear, so 
Dickens founded what would become 
Adder Technology. 

From printer sharing, Adder (www 
.adder.com) moved into networking 
products and ultimately specialized in 
small to midrange commercial-grade 
KVM (keyboard, video, mouse) switch- 
es. However, the demands of enterprises 
continue to change. 

Finding Better Control 

KVM switches have traditionally been 
about controlling systems with a single set 
of basic peripherals, but business needs 
have clearly moved beyond this, and Adder 
has evolved its offerings to meet changing 
requirements. "Rather than just a single user 
controlling multiple computers, you have 
multiple users controlling multiple comput- 
ers in matrix KVM solutions," says Adder 
Vice President Tim Conway. "You can 
have a single computer being controlled by 
multiple users in a reverse KVM scenario. 
KVM extension is a huge market, both for 
security, where you want the system in a 
safer area, [and for] where the system is in a 
harsh or clean-room environment." 

KVM extenders have typically used 
CAT 5/5e cabling to gain extra signal 



Adder Technology 
(888) 932-3337 
www.adder.com 



Founded in 1984, Adder specializes 
in KVM switches and extenders for 
enterprises of all sizes. 

The company is expanding its reach into 
the KVM over IP market and plans to 
release a KVM management system soon. 



www.adder.com 



length. A conversion box on one end 
routes the peripheral signals onto an 
Ethernet cable instead of their respective 
DVI, PS/2, or similar lines. At the far end 
of the connection, another box converts 
the signals back and runs them out to stan- 
dard peripheral cables. This level of 
sophistication is where Adder's enterprise 
product lineup begins. 

Adder's single-user, 16-port Adder View 
CATx IP 1000 switch features an RJ-45 
connector on the front that can serve as a 
built-in KVM extender. An IT manager 
with a bank of server room machines to 
manage can attach one of Adder' s dongles 




ADDER 



to each server, run patch cables from each 
dongle into the KVM switch, and then 
keep either an in-rack or standalone key- 
board, mouse, and monitor console near- 
by. Alternatively, the admin can string 
CAT 5/6 cable from the switch' s front for 
up to 1,000 feet and plug it into a unit such 
as Adder's X200 user station. The X200 
supports a VGA monitor, USB keyboard, 
and USB mouse and features an internal 
switch, all of which can sit in a corner of 
the admin's office and alleviate the need 
for frequent treks down to the server room 
for management and control. 

In larger organizations, though, 1,000- 
foot extended control runs may not be 
long enough. This is one reason Adder 
opted to specialize in KVM over IP solu- 
tions. KVM over IP adds another level of 
complexity on top of traditional extenders. 
Each node in the KVM web has its own IP 
address, so when peripheral commands 
and data get converted into IP packets, 
these can be routed across the network just 
like any other data. There are no distance 
limitations — admins can control systems 
from anywhere in the world. 



□ 
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IP 1000 



Adder manufactures its AdderView 
CATx IP appliance products to address this 
"global control" market. The connectivity 
between each server and the CATx IP 
KVM switch is via a dongle-style PS/2, 
USB, or Sun module and then a standard 
CAT 5/6 patch cable that runs from the 
module to the CATx IP. Latency is so low 
and throughput so high that clients can 
maintain CD-quality audio and 1,600 x 
1,200 video over IP. The CATx IP can sup- 
port up to 24 computer connections and 
four simultaneous users (one local, two 
remote, and one over IP). For a small enter- 
prise with a traveling IT manager, this is a 
relatively easy way to keep a finger on the 
pulse of a server room while on the road. 

Next-Gen KVM 

Adder continues to develop new tech- 
nologies to diversify the functionality 
available from KVMs. One recent exam- 
ple is USB True Emulation, which pre- 
serves all of the command and control 
functionality of advanced USB devices, 
including tablets and 3D explorers. 



Certain vertical markets, such as architec- 
tural or medical, may find particular use in 
not having to buy extra of these high-end 
peripherals when users need to use multi- 
ple systems. 

USB True Emulation is also found in 
Adder's latest product, the AdderLink 
Infinity, which features an internal 4-port 
USB hub for attaching flash drives and 
similar devices. More importantly, the IP- 
based Infinity is able to broadcast from 
one computer to multiple Infinity 
receivers, enabling a point-to-multipoint 
extension scenario. Essentially, with many 
Infinity nodes in action, admins can create 
a flexible, scalable KVM mesh. For exam- 
ple, a business could start with a conven- 
tional 1x8 matrix of Infinity units and then 
scale over time into a 4x24 array as need- 
ed, all with no central switch involved. 
Such a complex infrastructure requires a 
sensible management system, however, 
and Adder plans to release one in the 
fourth quarter of this year. 

"As you scale into larger applications, 
we'll soon have our AdderLink Infinity 
Management System," says Conway. 
"This will be a piece of software that runs 
on a standalone box you plug into your 
network. It'll identify the AdderLink 
Infinity units on that network and then tie 
them all in so you can easily go through 
and switch using this package. You'll be 
able to create users, give access privileges 
to specific servers, [and] there'll be a cen- 
tralized login feature so the admin can 
keep track of who's been where doing 
what — the kinds of things you'd expect to 
find on a big KVM management system." 

Companies such as Adder are keeping 
KVM alive and thriving with new func- 
tionality made for today's need. As virtu- 
alization technology helps enterprises to 
drop their total number of servers, midlev- 
el solutions such as Adder's start making 
more sense, particularly as enterprises 
continue to search for ways to be more 
nimble and mobile. 



A Look At Some Of Adder's Products 



1 Product Name 


Description I 


AdderLink IP 


With remote keyboard, video, and mouse access via IP to your current 
KVM switch, the AdderLink IP allows management of computers from 
anywhere in the world securely and remotely via the Internet, dial-up link, 
or corporate network. 


AdderLink 
Infinity 


Offers digital media extension over IP. Features full DVI, digital audio, 
USB True Emulation, network multicast, device switching, and EPG-style 
user interface. 


AdderLink 
IPEPS 


A powerful, flexible, palm-sized KVM over IP product, the AdderLink IPEPS (IP 
Engine Per Server) enables secure, remote computer access from anywhere in 
the world via the Internet or corporate network. 


AdderView 
CATx IP 


A range of secure KVM via CATx switches that provides four concurrent local, 
remote, or global users with BIOS-level control of up to 24 multiplatform servers. 


AdderView 
CATx IP 1000 


The AdderView CATx IP 1000 high-density KVM over IP switches provide 
eight or 16 computer ports with local access via a USB keyboard and mouse 
combined with KVM over IP access for LAN/WAN and BIOS-level access to 
all computers. 


AdderView 
PRO Series 


Enables computers to be controlled from a single high-resolution KVM console 
using either dual-link DVI or high-definition analog video links. 
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by Daniel P. Bern 
• • • 

AS IT ENVIRONMENTS GROW, SO do the 

tasks associated with managing them — 
often more than linearly, as many tasks 
involve interacting IT assets. 

Kaseya (www.kaseya.com) provides IT 
automation software for about 5,000 ser- 
vice providers (including independent 
VARs) around the world as well as for 
enterprises such as FedEx and Kinko's and 
for government agencies, hospitals, and 
other organizations. 

Jim Alves is the executive vice president 
of product marketing at the company and a 
30-year veteran of the computer industry 
who has been with the company since its 
first year. 



■ What are the biggest IT-related 
issues facing today's small to 
midsized enterprise? 

"The biggest issue for small and 
enterprise IT shops is that they have 
shrinking resources and budgets but 
don't have shrinking business or user 
requirements," says Alves. "So IT is 
concerned with the costs of maintaining 
machines, networks, and applications 
within the budget." 

Additionally, the law of diminishing 
returns applies to the amount that IT staff 
can do in serial fashion, says Alves. 
"People running around with checklists 
have varying amounts of skill and pre- 
dictability, [so] you can't be sure when or 



how well a task is being done." The solu- 
tion, according to Alves, is IT automation. 
"Automating day-to-day tasks improves IT 
staff productivity as well as improving sys- 
tems performance." 

■ What should Processor readers know 
about your company's products? 

Kaseya' s IT automation framework prod- 
ucts provide automatic and proactive moni- 
toring, management, control, and mainte- 
nance for local, remote, and distributed IT 
assets, as either on-premises software or as 
managed services through a Web-based 
management console. 

"We can monitor anything that uses 
SNMP," says Alves. "We currently look at 
Windows and Mac machines and will soon 
also support Linux and mobile platforms." 

IT management tasks handled by Kaseya 
include departmental IT, backup and disas- 
ter recovery, user state management, end- 



point security, patch management, and IT 
inventory asset management. "We provide 
the gamut of what an IT department does, 
automating the management and service 
of machines so the environment is more 



reliable, available, [and] secure, and most 
importantly, we help them provide a better 
experience for users." 

"We have people managing up to 1,000 
machines," Alves says. "And we have 
some service providers where one person is 
managing 5,000 machines, mostly because 
they've automated tasks. We provide the 
ability for them to do a lot more, with very 
little, and to do it better." 

Kaseya' s next release will include the 
next generation of its platform as well as 
applications to go with it. "We'll have an 
array of SaaS -delivered services and also 
new on-premises features, along with a new 
user interface, a new service desk, new 
asset management, and a configuration 
management database, plus IT financial 
management tools for low- through high- 
end enterprises." 

■ What makes your company unique? 

"We are a group of individuals who 
have worked with each other for many 
years — 10, 20, even up to 25 years," 
says Alves. "So we have a sense of 
trust and knowledge of what we're 
capable of doing." 

Also, notes Alves, "We have people 
who are passionate about what they do. 
They're interested in how to help IT 
professionals do their job. A lot of 
them were in IT or were IT users. We 
understand our customers and under- 
stand what they want." 
On the technical side, "We are not 
network-bound," notes Alves. "We don't 
require a continuous network or a VPN. As 
long as a system has our agent on it and can 
access the Internet, we can get to it without 
any ports or other changes needed." 



Put Your 
Systems On 
Autopilot 

Kaseya's IT Automation Software Improves 
IT Staff Effectiveness & Systems Performance 





Kaseya 

Our Automation. Your Liberation. 



28 th Annual 



Gartner Data Center Conference 2009 



December 1-4 

Caesars Palace Las Vegas 

gartner.com/us/datacenter 



The most enduring source of data center excellence. 
Unmatched breadth and depth. 



Special focus: 

• Cloud computing 

* Next-stage virtualization 



Gartner Data Center Conference provides the most comprehensive body of research and analysis for today's data 
center professional. Your take-away: real-world perspectives, forward-looking insight, a wealth of strategies covering 
today's hottest topics. Seven tracks, more than 60 sessions, 39 Gartner analysts on-site. 

Learn how to: 

Reduce IT costs. Improve quality of IT services. Enable business growth. 
; Understand the impact of cloud computing across the data center. 

• Take virtualization beyond the implementation stage. 

Manage rapid change and gain improved agility without breaking the bank. 

• Increase your know-how on key storage issues. 

Assess your current state of recovery readiness and improve your DR management. 

• Meet cost optimization commitments while protecting critical systems. 
Build common ground between business and IT. 

• Address the issues of an aging data center infrastructure. 

• Gain new insight into greening the data center. 



aVG $300! Seize the opportunity to save $300 when you register with priority code LSCITP at 



gartner.com/us/datacenter or 1 866 405 251 1 




1313/^^rpOO/"\r) IT Processor is a proud partner of 
r^lVwl^^^^V/lV the Gartner Data Center Conference 



© 2009 Gartner, Inc. and/or its affiliates. All rights reserved. 
Gartner is a registered trademark of Gartner, Inc. or its affiliates. 
For more information, e-mail info@gartner.com or visit gartner.com 
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Processor 
Solutions Directory 

Here are brief snapshots of several companies 
offering products designed for the data center and 
IT industry. Listings are sorted by category, 
making it easy for you to find and compare companies 
offering the products and services you need. 

You can find more detailed information on these 
companies and the products they offer inside this issue. 



To list your company and products, 
call (800) 247-4880. 



Physical Infrastructure 



BayTech was founded in 1976 and, since the 1990s, has 
developed unique products for remote power management. 
The company uses printed circuit board instead of wires for a 
better, more resilient connection between the data center 
equipment and the receptacle. BayTech provides an exten- 
sive Web site with brochure downloads, warranty informa- 
tion, and reseller support and also offers evaluation units for 
data centers. 

Products Sold: 

• Power control, distribution, management, and metering 

• Power transfer switches 

• Console management and remote site management 



(800)523-2702 I www.baytech.net 



Physical Infrastructure 




Based in New York City, Hergo Ergonomic Support 
Systems is an independent designer and manufacturer of 
enclosure cabinet solutions, technical computer furniture, 
and modular racking systems. The company's products 
are designed to promote organization in the workspace 
and to increase the productivity of computers, peripherals, 
and communications equipment. Hergo is known for its 
high-quality products and superior customer service. 



Products Sold: 

• Racks 

• Enclosures/cabinets 

• Motorized workstations 

• Flat-panel arms 



Computer desks 
Cable management 
Power management 



222-7270 | www.hergo.com 



Physical Infrastructure 



■ 



RACKMOUNT 

SOLUTIONS, Ltd 

where customer service matters^ 



Rackmount Solutions' mission is to listen to the IT engi- 
neer's specific needs and deliver superb-quality, high-per- 
formance products through continuous product innovation 
and operational excellence. We pride ourselves in provid- 
ing quality customer service, products that fit your IT 
requirements, and solid value for your money. 

Products Sold: 

• Wallmount and server racks and cabinets, including 
sound proof, air conditioned, and large cable bundle 

• Desktop/tabletop portable racks 

• Shockmount shipping cases 

• Bulk cable 



Physical Infrastructure 



AUSTIN 



Founded in 1995, Austin Hughes Electronics is a design and 
manufacturing company offering a broad range of electro- 
mechanical products based on 19-inch rackmount technolo- 
gy. Austin Hughes has ISO 14001 & 9001 -approved design, 
manufacturing, assembly, and test facilities in Hong Kong 
and China. It has sales offices throughout the Asia-Pacific 
region as well as Europe and the United States, supporting 
a worldwide distributor network. 

Products Sold: 

• Rackmount LCD keyboard/KVM drawers 

• Rackmount serial console LCD keyboard drawers 

• LCD screens 



www.austin-hughes.com 



Physical Infrastructure 



CYBER® SWITCHING 



® 



Cyber Switching began pioneering power distribution 
technologies in 1994. Our PDUs are used to power cycle 
and manage power to blade servers, routers, SANs, and 
other data center equipment. Our intelligent PDUs can 
monitor current individually by outlet and also provide virtual 
circuit breaker protection on an individual outlet basis. No 
other PDU on the market offers these unique features. 



Products Sold: 

• Intelligent power management 

• Value-added power management 

• Metered power distribution 

• Three-phase power distribution 



Energy management 
and control 
Switches 
Patch Panels 



(888)311-6277 I www.cyberswitching.com 



Physical Infrastructure 



MINIC0M 

ADVANCED SYSTEMS 

Headquartered in Jerusalem, Minicom has branches all 
over the world, including in the U.S., the UK, Italy, France, 
Germany, China, and India. The company focuses on its 
core market of KVM systems for server rooms, data cen- 
ters, remote support providers, and testing facilities. 
Minicom is fully RoHS- and WEEE (Waste of Electrical 
and Electronic Equipment)-compliant. 

Products Sold: 

• KVM over CAT 5 and KVM/IP switches 

• Server management systems 

• KVMs, CAT 5 Smart KVM, and Mini KVM extenders 

• Distributed switching over CAT 5 

• Visual KVM and serial control over CAT 5 and IP 



(888)486-2154 I www.minicom.com 



Physical Infrastructure 




Server Technology 

Solutions for the Data Center Equipment Cabinet 



Server Technology is committed to the PDU market with the 
largest group of engineers dedicated to power distribution 
and other solutions within the equipment cabinet. Advance- 
ments in device power monitoring help data centers monitor 
and improve their efficiency, and continuous research and 
development is fueled by companies that look to Server 
Technology for their custom cabinet power solutions. 

Products Sold: 

A complete line of cabinet PDUs, including Per Outlet 
Power Sensing (POPS), Rack Mount Fail-Safe Transfer 
Switch, Console Port access with remote power manage- 
ment, Switched, Smart, Metered, Basic, and -48 VDC 



Physical Infrastructure 



a avtech 



AVTECH Software, founded in 1988, is focused on making 
the monitoring and management of systems, servers, net- 
works, and data center environments easier. AVTECH pro- 
vides powerful, easy-to-use software and hardware that 
saves organizations time and money while improving opera- 
tional efficiency and preparedness. AVTECH products use 
advanced alerting technologies to communicate critical status 
information and can perform automatic corrective actions. 

Products Sold: 

A full range of products that monitor the IT and facilities 
environment, including temperature, humidity, power, 
flood, room entry, and UPS 



(888)220-6700 I www.AVTECH.com 



Physical Infrastructure 



Powering Business Worldwide 

Eaton has many global brands that provide customer- 
driven PowerChain Management™ solutions to serve the 
power system needs of the industrial, institutional, govern- 
ment, utility, commercial, residential, IT, and mission- 
critical OEM markets worldwide. For more than 40 years, 
Eaton has worked closely with customers to meet their 
requirements for innovative, end-to-end power protection 
and management solutions. 

Products Sold: 

• UPSs 

• ePDUs, including Basic, Metered, Monitored, Advanced 
Monitored, Switched, and Automatic Transfer Switch 



(877)785-4994 I www.epdu.com 



Physical Infrastructure 



PDUs 



direct 



Established in 2008, PDUsDirect.com is an online whole- 
saler providing a select line of PDUs for server and net- 
worked environments. PDUs Direct's basic, metered, and 
switched Rack PDUs provide local and remote power 
management, power monitoring, and environmental moni- 
toring. We pride ourselves in offering industrial-grade qual- 
ity products at the lowest prices, with the fastest shipping 
(most orders shipped within 24 hours) and simplest pur- 
chase process. 

Products Sold: 

A complete line of 20A PDUs, including metered, basic, 
and switched. 



751-7387 I pdusdirect.com 



Physical Infrastructure 



designed and 
manufactured by 

upsite 

technologies® 



Founded in 2001 , Upsite Technologies has established itself 
as a leader in the marketplace for high-availability data cen- 
ter solutions, concentrating on hot spots and energy-efficien- 
cy issues. Upsite founder Kenneth G. Brill recognized a need 
for products and solutions reaching far beyond standard 
engineering and consulting offerings. Upsite has developed 
a suite of products designed to increase the reliability and 
availability of data centers while reducing energy costs. 

Products Sold: 

A line of products designed to solve heat-density problems 
in data centers, including blanking panels, temperature 
strips, and raised floor grommets to seal cable openings. 



(866)207-6631 I www.rackmountsolutions.net 



(800)835-1515 I www.servertech.com 



(505) 982-7800 I www.upsite.com 
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Networking & VPN 




Nationwide Voice, Data and Video 
Products and Services 



ASD's mission is to be the best nationwide provider of 
design, deployment, and project management services in 
the voice and data network integration industry. We offer 
turnkey, reliable, and cost-effective communications sys- 
tems tailored to fit the client. Our goal is to be the single 
point of contact for services to end users, systems integra- 
tors, manufacturers, building owners, and others. Our com- 
mitment includes delivering projects on time and on budget 
and offering superior, customized design. 

Products Sold: 

Voice and data network integration services, along with a 
line of networking-related products. 



(800) CABLING (222-5464) I www.icat-its.com 



adapted 



Adaptec provides I/O solutions that protect, accelerate, opti- 
mize, and condition data. Adaptec products are used in IT 
environments ranging from on-demand cloud computing to 
traditional enterprise data centers. The company's products 
enable data center managers, channel partners, and OEMs 
to deploy storage solutions to meet their customers' evolving 
IT requirements. More information is available at www 
.adaptec.com, on its blog at storageadvisors.adaptec.com, 
and at adaptec.com/facebook and twitter.com/Adaptec_lnc. 

Products Sold: 

Data storage I/O products, including ASICs, HBAs, SATA/ 
SAS and SCSI RAID controllers, and software for IP SANs 



(408) 945-8600 | www.adaptec.com 



^dtSearch 

www.dtsearch.com 



Maryland-based dtSearch started research and develop- 
ment in text retrieval in 1988. The company is known for 
speedy adoption of new programming standards, OSes, 
and file types. Plus, it has a flexible licensing model. 
Typical corporate use of dtSearch includes general infor- 
mation retrieval, Internet and intranet site searching, and 
email archiving and email filtering. 

Products Sold: 

Text retrieval products, including: 

• Desktop With Spider • Web With Spider 

• Network With Spider • Engine For Win & .NET 

• Publish For CD/DVDs • Engine For Linux 



(800)483-4637 I www.dtsearch.com 




• PaceButler buys used cell phones. 

• In business since 1987 

• Redeploy your used phones after upgrade 

• Donation option - directly to the non-profit of your choice 

• Dedicated to customer satisfaction 

- A+ Rating with the Better Business Bureau 

- Payment issued in four days 

• Dedicated to employee development 

- Book reading program 

- Health and fitness programs 

Products Sold: 

We buy used cell phones & PDAs, including Apple, LG, 
Blackberry, HTC, Motorola, Nextel, Nokia, PalmOne & 
Samsung. 



(800)248-5360 I www.pacebutler.com 



Networking & VPN 



# BLACK BOX 

NETWORK SERVICES 



Black Box is the world's largest independent provider of 
voice communications, data infrastructure, and product 
solutions. Shop at Black Box for 1 18,000+ networking 
products, a best-price guarantee, and FREE, live, 24/7 
Tech Support. 



Products Sold: 

• Cabinets and racks 

• Cables 

• Datacom 

• Digital signage and 
multimedia 

• Industrial 

• Infrastructure hardware 



KVM 

Networking 
Power 

Premise security 
Servers, storage, 
and PCs 

Voice communications 



(877) 877-2269 I www.blackbox.com 
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RO DUCTS 



Established in 1983, CMS Products is a leading innovator 
in data backup, encryption, and security technology. CMS 
Products has received global recognition for its work in 
developing leading-edge, easy-to-use products that 
revolutionize the notebook and desktop data backup/ 
restore and storage industry. 

Products Sold: 

• Backup and restore disaster recovery software and sys- 
tems, including laptop, desktop, and secure versions 

• Laptop hard drive upgrades 

• Data security products, including encryption software, 
encrypted portable backup, and encrypted flash drives 



(800)327-5773 | www.cmsproducts.com 



4 



IGS DECPARTS 



IGS is an independent manufacturer and source of supply, 
service, and depot repair of obsolete Digital Equipment 
Corp. parts, products, and systems. We maintain an exten- 
sive inventory of DEC parts and equipment; some date from 
the 1960s. We refurbish and service these parts, adding 
current technology when applicable. We provide Advance 
Replacement Service within 24 hours if we have the item in 
stock and, with 75,000 stock items, chances are we will. 

Products Sold: 

Digital Equipment Corp. parts, products, and systems, 
including memory, storage, processors, display and video, 
printers, and cables, for repair, lease, or rental 



332-7278 I www.decparts.com 




In 1987, Pegasus Computer Marketing started providing 
mainframe products to the end-user market. What began as 
a sales-only organization soon adapted to offer in-house 
repair and refurbishment. During the past 10 years, Pegasus 
has focused primarily on the point-of-sale and barcode 
industries, buying, selling, and providing service contracts for 
anywhere from a few scanners to hundreds. 

Products Sold: 

We buy, sell, and service: 

• Point-Of-Sale Equipment and POS/PC Flat Panels 

• Wired and Wireless Barcode Hardware 

• Kronos Time Clocks and Accessories 



(800)856-2111 I www.pegasuscomputer.net 



Networking & VPN 



SOLARFLARE 

Communications 



Irvine, Calif., -based Solarflare Communications is a semi- 
conductor design company concentrating on low-latency, 
energy-efficient 10Gb Ethernet physical layer products 
and controllers. Target markets include enterprise net- 
works and data centers as well as medical, finance, seis- 
mic research, and cloud applications. 

Products Sold: 

10Gbps Ethernet controllers, physical layer devices, and 
LAN-on-motherboards 



(949)581-6830 | www.solarflare.com 
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PROMISE* 

TECHNOLOGY, INC. 



Promise Technology designs and manufacturers RAID 
storage technology to help data centers protect critical 
information and ensure continuous data availability. 
Promise Technology's RAID engine controls how a set of 
storage devices store, retrieve, and protect data, and 
Promise has been refining the RAID engine for more than 
20 years. Promise also offers a line of storage technolo- 
gies for all types of data center computing environments. 



Products Sold: 

• External Storage 

• Storage Controllers 

• Internal Drive Enclosures 



OEM Solutions 
Cables & Accessories 



(408)228-1400 | www.promise.com 



Information 
Technology 
Trading 



At Information Technology Trading, our goal is to help you 
acquire the right hardware or software solution. We special- 
ize in purchasing and reselling data-processing equipment 
and have more than 21 years combined experience. We pro- 
vide services and system upgrades, DASD, communication, 
and memory. We're also an outlet for off-lease portfolios. 

Products Sold: 

• AS400, Advanced System/36, R/S6000, ES/9000, and 
PC systems (including lease and rental) 

• CPUs, memory, disks, tapes, displays, and controllers 

• Services, including system design and installation, 
maintenance, and buyback of existing hardware 



(877)715-3686 I www.itechtrading.com 



Attention Data Center Professionals 



Where do you go to find 
the newest products available? 

Check out each issue for . . . 

In-depth information on companies offering 
data center products for sale. 

Articles with valuable product overviews and data. 

Quick rundowns of all new data center-related 
products released in the past week. 



Call (800) 819-9014 

or go to www.processor.com 
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Introducing The Adaptec Data Conditioning Platform 



Next-Generation I/O For Next-Generation Data Centers 




C^CC""^^ * * V/, *\\\ , - - jr^r ^ ' jr 



Adaptec's Data Conditioning Platform delivers business value to next-generation data 
centers by conditioning data as it moves through the I/O path. By developing innovative 
silicon, software, and I/O subsystems, Adaptec's Data Conditioning Platform includes 
products that protect data, reduce capital and operating costs, lower power consumption, 
and dramatically increase server/storage utilization and performance. In addition, prod- 
ucts can be integrated seamlessly into industry-standard servers. 



adapted 



Learn more about all the benefits at: 



800-772-7274 



Maximize I/O performance. The highest-performing I/O 
hardware and software is coupled with the ability to route, 
optimize, and protect data as it moves through the I/O path. 

Reduce capital expenses. Improved server and storage uti- 
lization at the maximum I/O performance minimizes the num- 
ber of required servers and storage devices. 

Reduce operating expenses. Existing server and storage 
systems are more effectively managed, lowering power and 
maintenance costs as well as physical space requirements. 

Achieve "Green IT" objectives. Minimizing the number of 
servers and storage devices reduces direct system power 
and cooling power requirements throughout the data center. 



All rights reserved. Adaptec and the Adaptec logo are trademarks of Adaptec, Inc. which may be registered in some jurisdictions. 
All other trademarks and logos used are owned by their respective owners. Privacy Policy. 





Powering Business Worldwide 



Eaton ePDU makes selecting Enclosure 
Power Distribution Units easy 

Uninterruptibility from Eaton® isn't a new offering. 
It's an iron-clad promise, backed by a $13B global 
organization and a century-long heritage with power 
protection, distribution and management expertise. 

Eaton's expanded ePDU® portfolio of power distribution 
units offers the broadest range on the market. Making 
the right decisions from the start can make a difference 
in the dependability and efficiency of your infrastructure. 

Eaton and ePDU are trademarks of Eaton Corporation. ©2008 Eaton Corporation. All rights reserved. 



Use our new product configuration wizard to search 
over 1,000 products for the perfect solution. Tailor your 
ePDU to include a wide range of voltages using various 
combinations of NEMA and IEC outlets and plugs. 

Visit the product wizard to meet your power distribution 
challenges and power through. 

www.epdu.com/prsnws 

{877} 785-4994 



